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The Dangers of Malware

Most organizations are aware of the risks threatening their IT environment. Viruses, trojans,
worms, exploits and many other threats represent a serious danger for the IT department.
A collapse of the IT system could mean grave financial losses right up to insolvency for a com-
pany.

The IT departments of companies are conscious of this problem. Getting the best protection
against these threats is the only issue. A simple file antivirus solution alone is totally inade-
quate, as there are too many threats from contaminated e-mails, exploits etc. What is re-
quired is a comprehensive suite that provides protection against all of these.

Functional Diversity

Because of the immense functional diversity of various antivirus suites and corporate prod-
ucts, it is becoming increasingly difficult for decision-makers in the IT sector to get a proper
overview. Which product should one opt for and for which areas of protection?

During these tests our main focus has not been on malware detection rates, but on the prod-
ucts" handling and user-friendliness, and the scope of functionality. We have compiled the
functional scope of various products in a detailed table. For malware detection rates of indi-
vidual products please refer to the tests of our website: http://www.av-comparatives.org

AV
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Target Group

This report is aimed primarily at IT administrators in organizations of all sizes. In order to present an
overview, we have depicted the installation procedure in detail. This gives administrators an idea of
what the program is like to use. However, this only represents the current state, since software prod-
ucts are subject to ongoing development and are updated frequently.

Hardware and Software

Organizations seldom use the latest hardware available in the market. Based on a survey conducted of
50 organizations of various sizes, which we carried out in the run-up to the tests, the hardware that
we used is representative of equipment currently deployed.

The selection intentionally included the somewhat older configurations in order to reflect the real
status of the IT environment in various organizations.

Server Configuration

CPU: Dual-Core Xeon

RAM: 8 GB RAM

Hard disk: 2 x 160 GB (Raid 1, Sysvol), SAS

Hard disk: 2 x 500 GB (Raid 1, Datvol), SAS

0sS: Windows Server 2008 64-bit Std. incl. Service Packs and Security Updates current as of
July 2010

Server Role: Domain controller including Exchange 2007 SP1. DNS including forwarders.

Client Configuration

CPU: Intel Dual Core, 3 GHz

RAM: 4 GB RAM

Hard disk: 80 GB, SATA

0sS: Windows 7 Business, Security Updates current as of July 2010
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Management Summary

This year, the participants were AVIRA,
BITDEFENDER, ESET, G DATA, KASPERSKY,
MCAFEE, SOPHOS and TREND MICRO. Of these,
MCAFEE, BITDEFENDER and TREND MICRO are
new to the review, having not been covered

last year.

Both MCAFEE and SOPHOS impressed us with
installers that do everything with a single
click. The installation of these products was

particularly simple, as was the configuration.

With ESET we noticed the ease of administra-
tion of the clients. This works well and enables
administrators of extremely large networks to
find their way around and configure the sys-
tems easily. However, it should be noted that
while installing ESET it is necessary to consult
the manual. But reading the manual should be

done for every installation.

In the case of AVIRA, we observed that the
manufacturers have revised the design of the
suite and incorporated our suggestions into
the product. The configuration and integration
of the client PCs are both carried out using
wizards. It is good to see a manufacturer re-

sponding to the wishes of its customers.

BITDEFENDER, KASPERSKY and G DATA stay
with their respective existing proven interfac-

es.

www.av-comparatives.org

The TREND MICRO product is new to our corpo-
rate reviews. During the tests, an update was
delivered that is now generally available. We
were particularly impressed with the manage-
ment console, which manages to make a huge
amount of information available to the admin-

istrator in a clear and simple manner.

Considering the products reviewed last year, it
can be seen that the manufacturers have
stayed with proven technology. The plus points
of the previous version have been kept, and
administrators will immediately find their way

around the new software.

You can find the prices in the feature list.
However, we take the view that price should
be a minor consideration, and security should

always be the top priority.

A new trend was observed among the manufac-
turers this year. The licence models are becom-
ing ever more granular, rather than simpler,
and the tendency is towards individual prod-
ucts rather than pre-configured complete
packages. We do not understand why the man-
ufacturers are going in this direction, as we
believe it would be easier for customers to
choose all-in-one packages that give them the

protection they need.
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For each individual product, it can be difficult
to decide exactly which version and which
features are needed. Advice from an expert,
either a representative of the manufacturers,
or an independent IT security consultant, is

invaluable.

Unfortunately, none of the manufacturers has
made any progress with the development of
real-time reporting. In all cases, the software
still leaves the administrator in the dark as to

the progress of individual actions.

www.av-comparatives.org

It must be noted that there are still major
differences between the suites in terms of
functionality, ease of use and installation. It is
therefore particularly important when purchas-
ing corporate security suites to consider the
particular requirements of one’s own network
and staff. However, all the products in this
review are sufficiently well-designed and effec-
tive in protecting the network that they can be

recommended without reservation.

We are happy to report that all products reviewed in this report received the AV-Comparatives

Seal of Approval. The products performed well in their primary functions, as it can be expected

from established business security products. IT Administrators may find some products fit their

needs better than other products because they address a specific set of feature they are looking

for.

APPROVED

Corporate
Product
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Synoptic Table

We present here an overview of the products, which can be used to help make your decision. Please try
the products on your own system before making a purchase decision based on this review. All vendors
offer trial versions of their products and have qualified resellers in most countries. The review and the
table below contain our subjective appraisal based on the tests and the publicly available information on
the vendors” websites.

AVIRA Bitdefender ESET G DATA Kaspersky McAfee Sophos | Trend Micro

Ease of
Installation
Deployment

on Client
PCs

Usability

and

Manage-

ment

Default

Values
Small Busi-

ness

Medium

Business

Enterprise

User Manual

MS AD Sup-
port

Database
Support

Website

Spam

Overall
Assess- * %k k * %k Kk k Kk khk | kkkkk | kokkkok | kkkkok | hkkkkk | hkkk
ment

APPROVED APPROVED APPROVED APPROVED APPROVED APPROVED APPROVED APPROVED
Corporate Corporate Corporate Corporate Corporate Corpor:
Product Product Product Product

Award
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Tested Products

The following vendors participated in the tests and review:

AVIRA www.avira.com
Bitdefender www.bitdefender.com
ESET www.eset.com

G DATA www.gdata.de
Kaspersky www.kaspersky.com
McAfee www.mcafee.com
Sophos www.sophos.com
Trend Micro www.trendmicro.com

. &bitdefender
AVIRA

er

KASPERSKYS U McAfee

SOPHOS  ®/IREND

Securing Your Web World
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Spam Test

Spam is a very annoying issue, which can take up much work time and therefore cost money.
Due to this, efficient spam filters are required. On the other hand, spam filters must not filter
out any wanted mails (ham), as this could be problematic in business life.

The mails were filtered directly on the Exchange Server 2007 SP1. If there was no Exchange
plug-in provided by the product, it was filtered on the client. We used Outlook 2010 (with its
junk-mail filter disabled for testing purposes).

All settings on the tested products were left on DEFAULT WITHOUT TRAINING. In real world
and by training the spam filters the filtering rates could be increased further.

For this SPAM-test, we took only SPAM mails which had been collected continuously and were
not older than 3 weeks (about 3000 emails).

AV

comparatives
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Results Spam Test

I

AVIRA > 99% approved
Bitdefender > 99% approved
ESET > 98%  approved
G DATA > 98%  approved
Kaspersky > 99%!' approved
McAfee » 99% | approved
Sophos > 97%  approved
Trend Micro > 99%? | approved

Results Ham-Test

Very positive is the fact that none of the tested products classified any wanted mail (Ham-Mail) of our
Ham-test set as SPAM.

The spam filters can be set at different levels, the administrator has to find the best selection for his/her
own network. Whitelisting and blacklisting are also possible.

! Kaspersky: We have been asked to review the Kaspersky Security 8 for Exchange Server (Release Candidate), which
will be available end of November 2010

2 TrendMicro: If you use the MS-Exchange Server direct as an MX you can use Scan Mail for Exchange or Worry Free
Business Security, if you use MS Exchange Server with a pop connector you should use Worry Free Business Security,
because Scanmail without ip-reputation service would lead to significant lower spam detection.

- 10 -
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Product Review Section

The products are reviewed in alphabetical order.

-11 -
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AVIRA

Tested Software:

AVIRA Antivir Server (Windows)

AVIRA Antivir Exchange + Anti-Spam
AVIRA Antivir Security Management Center
AVIRA AntiVir Professional

www.av-comparatives.org

(<,

File Server Protection
Exchange Server Mail Protection
Centralised Control Console and Deployment

Client Virus Protection

AV

comparatives
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Product Installation

Download

The layout of the manufacturer's website is
simple and logical, and it is easy to find the
product you're looking for. If you already have
a key, you can download the setup files with-
out further ado.

Registration is necessary to get a test licence.
30 days is long enough to test the product
thoroughly. The registration details are for-
warded to a certified Avira partner.

An improvement here is that the individual
products of the suite no longer have to be
downloaded separately, as there is now a Small
Business Suite installer as a single item. This
is very much better the previous version.

Another plus point is that the new Avira web-
site provides a very well organized overview on
the complete range of Avira business products
(the SmallBusiness among them) which makes
it very easy to compare the features of the
different product offerings.

Installation
Avira has also worked hard on the installation
process, and there is no longer any need to
consult the SMB product handbook during
basic setup.

The installation starts by decompressing the
setup files:

www.av-comparatives.org

[ smatboememrsne o=

ﬁnnli'il‘. Avira SmallBusiness Suite

Please use this dialogue to decompress the installation files
of the program and to start the actual installation routine.

Please remember that you need a special license file if you
want to install a full version of the product. You can easily
order a full version license at any time in our gnling-shop

MORE THAN SECURITY

For security reasons please make sure that the program
archive that you are about to decomprass is an onginal Avira
file

Capytight © 2010 Avies GmsH. All fights resarved

=
Conte | Camcel |
=101

- E hracting setup.ini

Z4 An““ir' E dacting AriiVil_Secuiity_Management_Center_Frontend_en exe
- E shacting Antivir_Secutity_Management_Center_Server_en cxe
E shacting avia_anlivi_exchangs 2k _32hit exe

E hiascting avira_snlivi_exchangs 2k 7_E4bil exe

MORE THAN SECURITY

Once the installation files have been unpacked
into a temporary folder, we are greeted by the
Welcome page of the installer:

Welcome to the InstallShield Wizard for Avira
SmallBusiness 5 uite

The Instalis hield® \Wizad will inctall Avira SmalBusiness
Suite on pour computer. To continue, cick Next

13 -
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Next comes the obligatory licence agreement:

Avira SmallBusiness Suite - InstaliShield Wizard x|

License Agreement

Fieaze read the folowing icenze agresment cansfuly. ﬁnnti"ire

Pﬁsmw 'EI
End-user License agresment [ELILA)

This Software has been copyrighted lor

Avira GmbH

5 | accept the temms of the icense agteement Print |
1 do not accept the bemns of the icense agieement

IstafSietd

<Back Newt> Corcel |

The licence key file obtained at registration
then needs to be located:

x|

Select License Kep RrA -v- -]
msm?ﬁukqﬂapnmwﬂhmcwdhua - nll lr

‘with the help of the provided license key file. the selup is able 1o mstall and configure al the
products bcensed within this key, duting the next setup steps.

|C:\Um\AdTiimm\Dusldm\HGEw.K£Y Browse |
[rrtetslnetd
<Bock | New> | Cancel |

The path to the installation folder can now be
selected. We chose to install to the standard
location:

www.av-comparatives.org

The first step is the local installation of the
products belonging to the Suite, i.e. the Anti-
Vir Workstation, the AntiVir Server and (op-
tionally) AntiVir Exchange:

Avira SmallBusiness Suite - InstallShield Wizard x|
Select Features R, = ®
Selact the featwes setup will instal.
R ZAntiVir

Select the leabues you want o install, and deselect the features you do not want to install

= g Avira SmalBusiness Sulte

Aviea Anitivie Server
i@ Avira Antivie Workstation (Windows) {Windows). Pratects your
v A Aniliviie Echange Server [Windows) e
33517 MB of space required on the C dirve
£984.12 MB of space available on the C dive
| st al5 hield
< Back Newt > Cancel

The next step is to enter the credentials of a
Windows user account with administrator privi-
leges:

Avira SmallBusiness Suite - InstaliShield Wizard x|

Adminiztrative UzerAaccount

“fou have 1o enter an adminisiative ser accoun, which is requited _,R_; A“tivirza

for the installation of the services.

Entes an sccount in one of the followng formats: "user”, "domaintuser” o "user@domain”, This

Administistive sccount: [Admnistrator

< Back Newt > Cancsl

The installer now has the information it needs
to begin:

—
paratives.
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]

Ready to Install ” - - @
ZAntiVir

The zetup iz ready to begin the nstalation
i wous click *Tnestall’, the sebup will install several components of the Avia SmallBusiness Sute

nstallshield

x|
Setup Status . -
ZAntiVir
Avita SmalBusiness Sube is configu TR o — ,
Instaling Avira Secunty Management Centes Frontend..
B
et aRSale

Avira SmallBusiness Suite - InstaliShield Wizard )

InstaliShield Wizard Complete

The InstalS hisld Setup has succesfuly nstaled the Avia
SmalBusiness Sute. Chck Finish to et the setup and start the

figueaion wizard Ii Iih son wizasd 5t 3
spaciic pont you can reantet it through the specibic stait menu
shoiteuts

wWww.avira.com

ZAntiVir

After successful installation, the SmallBusiness
Suite wizard starts, this takes care of the next
step in the setup:

www.av-comparatives.org

orra smalc

Welcoma

T v by o corpansrocese ot e st Cick “Ht” ﬁnnlivi"‘
[ ] (o)

Here we see that the future security environ-
ment database is populated with AntiVir Pro-
fessional and the AntiVir Server, so that the
program can be remotely installed to client
PCs.

[rvea st sume Conliueatoowisard
Addhfarey produc s 10 eCinly o anment - -
e AntiVir

el b e
i ol cgpesatorn have come ) an endd

Fasdit Frey

o
of Boenn it Sorver Pincoss | EN Sucossul

The product now searches the network envi-
ronment for computers that are not already
managed. Computers are added to the man-
aged network simply by marking the tick-box

B

15 -
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Avia Sallusiness ke - Configuration Wizard

Mt esvvnnrment
Tht o, sevsteremand it boovesed b cxvmguibers, which e red sheady sunaged The computen pou shack ol be

i i 0 i e tacl AR cmgabi sl oot e a3 ZAntiVir

www.av-comparatives.org

Chesch sdmisaatishee uie actmins

VMTEST
BIGMAL
BaL
CAAL
CASRTT
F5KL
HOSEH
LENTY
Low
LTn7
L1070
LrooT

MIESY
FAURS
TED
TTOAG0
WAGGLM

0 o e e e i o o e e e e e e A il | | |

e Hoit rae /1P

AVPAAAWAREING | AFANMWAREIMG

WMTEST
[
L
CaFL
Ca51TT
FSHL
MOS0
LENNY
Lou
LTO047
LT
LT

MCCHICKEN MECHCEEN

sy
RUFUS
TED
TIDAGY
WG

Pl s eor s ol cavputens v s ccsmsgeredn adarisshes et acecart T leaden oon v 8 it vl o () 1\
rut. Charge B sccount dsls as reedied by chebing the commipordng ekl and soes: Thack™ o valdate i “ I I
]

[Digiy e

QAR
QL

DML

QVMTEST

+ EARANMWEREMG
@ rmars bt
QHOSTH

P

@ Castar

[ ot rama /I
CARL

[T}
[
WMTEST
AR VMWEREIMG  Wirsowa X
wroeae et
HOSCHE
FiKL
CAg1TT

There is also a feature which allows additional
clients (not found automatically) to be manu-
ally added to the list of machines to be in-
stalled. The ability to name them individually
is particularly useful.

Next, we can choose a user account for adding
the marked computers to the managed security
environment. This is an ideal solution for larg-
er networks where there is a system adminis-
trator who looks after security issues.

(Contral sdmristrtive user sccourt

i b e ot yio arter an

ZAntVir

& Use o contral mimrmtratve o scourt.
User
P

I There st rc cormral adrisatve coer account
s Sarves defnll

Pumwond | Sarver delm

The product then checks if the administrative
account is valid for all marked computers and
lists the result:

Chech

Ca ) [
If the check was negative for certain comput-

ers the account data can be corrected on the
spot. Next the marked computers are added to
the security environment:

ik il o openstons harve coms 12an end

ZAntiViIr

[ [we | [
In an up-to-date Windows environment with

Windows Server 2008 and Windows 7 clients it
is not possible to carry out a remote installa-
tion without changing firewall settings. How-
ever, with centrally controlled means such as
Group Policy, this shouldn't be too much of a
hurdle.

The installation then works very smoothly and
especially quickly. Products to be installed are
chosen from a list:

16 -
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Prauc b il

" St e v o eard 3 it oll e

ZAntiVir
:lmnmﬂ r

e
Then choose the computer(s) that the product
is to be installed on.

Hvin Aniive Serves 10 [Windews]. EN

Fieate o vt

ZAntiVir

= e e

(= ) ()

The product is then installed on the marked
computer(s). The completion status is also
displayed very clearly:

e Antive Servss 10 (Windews], EN

o AntiViF

4

[ i ) (G )

Once the whole installation process is finished
we get a final summary listing the computers
with their installed products that are now
managed within the security environment.

Once the configuration wizard is finished we
can start the Security Management Center

www.av-comparatives.org

(SMC) and log on with the credentials used
during the server installation:

i

Bl Fe Amon  Vew Windes Mep PR
Ao B
‘A SoalD.res S
W o
(I .)_‘l
et Cemter S
Flose evter your =
nocal machre & o ancther st n B et
Bt coAviet I

(N o
pemer [T
1% Local Computer
™ Rumgtr caventer [7 L
e |
e | e |

SLIE]
B wn Mewn et fewe 1 alel =
= OB HE @

Fman| | ) 8 @ [ Avies Sraliininess 5. B 3o v

At first glance, not much has changed from
previous versions, so experienced Avira users
will feel at home.

Thanks to the new installer, it is no longer
necessary to register the licence at this stage,
as it has already been done using the setup
wizard. Software packets have also been con-
figured with the wizard.

The integration of additional clients or addi-
tional products can now be carried out directly
from the Security Management Center or by
using the configuration wizard again which
can be started directly from the Avira/Avira
SmallBusiness Suite program group.

Especially the configuration wizard makes the
initial configuration of Avira SmallBusiness

17 -
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Suite child’s play. It is very nice to see a man-
ufacturer reacting to customer feedback, and
Avira has really succeeded in making the man-
agement center much more user-friendly.

The general features have not been signifi-
cantly changed, and so anyone familiar with
Avira will still find their way around the set-
tings very easily.

It is of course possible to create an individual
structure for complex networks, so that differ-
ent configurations can be applied as necessary.
For example, separate configurations could be
assigned for local and remote computers.

| e Ak e Wedom e =18l =]
e Nim| D 200
s Sl o =y I T Computes stans IIT]

Remote Installation remains unchanged. Right-
clicking a client machine, then “Installation |
Avira SMC Agent” allows installation of the
agent. Other software, such as the client anti-
virus program, can be installed in a similar way
if it has not already been installed through the
wizard.

www.av-comparatives.org

=loix
218 5

[ETr—rr Pt e [ Frouct siate  statun deiale 1
= B foma Seurty Managemeet Coces Fraensnd T [

% Sofmare Recostor

= 3 Searty Emrinne

1 g ke VewLoglie

= T tatmork g 2 .
- Pt Views. »
N s TR s ;
¥ Confurat  Conguraton b dws At Prafessanal 10 (o), B 0
Sy User Mann | Comardy v Proden

D e e e b

The authentication possibilities for a push
installation were already exemplary in last
year’s version:

zl
Please specify the account to be used to access the computers in
your network { Administrator privileges are required)

(¥ IUse the Following account:

Username: I Administrator

Password: | pab

" Use the server's current account
" Use 5SH public / private key authentication

~Save

[~ Save password | 55H key For the current session
[ Always save settings (except Password | 55H key)

During the installation, the hour glass symbol
is displayed, until the SMC announces that
client installation is complete.

= ;ﬂu Security Environment

1

f3 Avira SMC Agent

The function scope dialog box also remains
unchanged.

18 -
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Install x|

Installation directory

|-.+'.:-' GRAMFILES3)

Components for installation

F#  Inheit configuration Sendlter | [[_OK__J] Abbrechen

On successful completion of the installation,
the installed product can be seen under the
individual client PC:

[l dify Security Environment
S
I8 Avira SMC Agent
Avira AntiVir Professional 10 (Windows), EN

The Update Manager is now completely inte-
grated into the Security Management Center
which means that it is now possible to have
more than one update manager, e.g. you can
assign one update manager to one specific
security environment group to speed up the
distribution of updates. In spite of these
changes the update manager remains very
user-friendly, and we found our way around it
immediately:

Y lgixi
al®izf
ma—
iy o e
o s r e e mra T |
H
o
17 Setpestn vt e
D ke s s b S
P ————
T bl 1 v s s by
eyt
= —

The update settings are diverse, making the
suite very suitable for complex networks.

www.av-comparatives.org

The Update Manager also provides very de-
tailed scheduling options:

aam e P b e b
B—rg

Bt o e
T P o

The user interface is, as in the last version,
exemplary, and configuration changes are
largely made using convenient drop-down
menus.

The installation routine for the Exchange
scanner remains unchanged, as do the man-
agement console for mail and spam protection.

Manufacturer’s website
The website (www.avira.com) is designed in a
suitably clear fashion.

19 -
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The home page gives an overview of current
threats and warnings in the support/virus lab
area. You can subscribe to various RSS feeds,
in order to keep up to date with the latest
events.

There is also a “Virus Lab” area on the Support
page where you can find out about viruses and
other types of malware.

Avira has consolidated the various products
into appropriate suites, and the licence model
is, in contrast to the current trend, very sim-
ple.

The trial versions of the products run for 30
days without any reduction of functionality.

The installation process

This year, as previously, Avira’s installation
process stands out, due to its simplicity and
intuitive nature.

The manufacturer has evidently reacted to user
feedback, and produced optimal solutions to
the small problems that spoiled last year’s
product.

The installation wizard makes in unnecessary to
consult the manual during installation.

The user-friendly nature of the product means
that it can be deployed quickly and easily,
without having to learn how to use it, and the
basic configuration is very simple.

Administrator Console

The Administrator Console is, due to its MMC
compatibility, clearly laid out and easy to un-
derstand.

It can be said that after the installation, only
organisational work remains to be done.

www.av-comparatives.org

In particular, the opportunity to create one’s
own security structure is especially impressive.
We very much liked the possibility to import
inventory lists for large networks; this is very
simple to do, and saves a great deal of config-
uration. If you use an Active Directory you can
also import your AD directory directly into the
security environment and synchronize it auto-
matically.

We have also noticed that the suite now offers
a number of features that simplify its use in
larger network environments.

The remote installation of clients is particular-
ly simple. You only need to configure the login
account to be used for the installation, and
choose a package to install. No other prepara-
tion is necessary. Unfortunately, you do need
to configure the Windows firewall on the client
PCs in order to perform the remote installa-
tion. A note from the manufacturers to this
effect, giving details of the relevant ports,
would be helpful here.

What is particularly helpful for your every day
work with the system is that whenever you add
a computer to the security environment you
can define that it automatically gets an Avira
security product installed.

What is also worth mentioning is the active
reporting on errors and other security relevant
issues by so called filtering groups that show
clients that in one way or another need the
attention of the administrator.

If you want to use your own SSL certificates
you can generate, deploy and use those certif-
icates with Avira’s SmallBusiness Suite.

There is a convenient solution for licence ad-
ministration, which is easy to configure.

20 -
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Deployment areas

The Avira suite is ideally suited to small and
medium-sized business. There have also been
notable improvements for complex networks
and enterprise environments. It is possible to
live without some other features that would be
valuable in an enterprise environment, given
the extreme ease of installation and configura-
tion.

In the SMB field, Avira remains a top player.

Antivirus Clients

The message pop-ups are pleasantly discreet.
After installation has completed, the initial
update must be started manually, unfortunate-

ly.

The client software is otherwise clearly laid out
and gives a good overview of the state of the
system.

www.av-comparatives.org

Summary

The Avira Small Business Suite is very easy to
install and fulfils all essential requirements.

The suite is ideal for small to medium net-
works, although improvements for larger net-
works have been implemented.

The client software is light on system re-
sources, and the remote installation runs very
quickly and easily.

Unfortunately, Avira is no exception to the
general failure of security suites to provide
real-time status information.

The noticeable development and improvement
of the product is particularly worthy of praise.
Even if there are small imperfections in the
product now, you can happily use it, as there
is every chance that even these will be im-
proved in the future.
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Pros: Cons:

+ Rapid client installation - Only small imperfections that are well com-
pensated by the ease of use and clearly laid
out structure.

+ Clearly structured management console
+ Good configuration wizards
+ Active Directory Support

+ Automatic installation of Avira security
products

+ Active error reporting through filtering
groups

Deployment areas:

Small Networks (0-50 Users) Medium Networks (50-500 Users) | Large Networks (500-2 Users)

Overview:

Installation Wizard

User Navigation

Administrator console

Default Values

MS Active Directory Support

Database Support

Remote Installation

Website

Manual
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BitDefender

Tested Software:

BitDefender Security for File Servers
BitDefender Security for Exchange

BitDefender Client Security

———

———

———

www.av-comparatives.org

L‘“bitdeﬁnda"

File Server Protection
Exchange Server Mail Protection

Centralized Control Console and Deployment

AV

comparatives
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Downloading the product

The website design is simple and logical. There
is no difficulty finding the products you want,
and they can all be downloaded in fully func-
tioning versions.

You have to register to get a test key for the
software. This allows an adequate 30 days in
which to test the product.

With BitDefender trial registration you get an
email message with downloadinstructions and
links, where you are pointed to videoturorials,
too.

Two possible installation methods are de-
scribed in the documentation. The components
can be installed individually with their own
installers, or by the management console. The
latter is significantly simpler, but the individ-
ual components method may be useful in spe-
cial cases.

|’§ BitDefender Management Server Setup

Choose Setup Type

Default

Installs the most common program features. Recommended for
mast users, BitDefender Windows Servers support will not be
installed.

Custom

Allows users i choose which program features wil be installed,
Recommended for advanced users. BitDefender Windows
Servers support can be installed with this oplion.

=
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In the business section of the website, there is
an overview of the functionality provided by
different versions of the suite. This is very
simple and practical for the user.

BitDafendor Managemont Server ® ® @ Y
BitDafendor Ci ] ® [ ]
n BitDetend: ty for Fle Se e e e e
BitDafender Socur [ ] ® [ ]
BitDefender Sacurity for Sh [ ®
n BitDelend L] L
ﬂ BitDefender Sacurity for Exchange ) ®
B BitDelender Security for SA Severs @ ™
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Insta llati on |15 BitDefender Management Server Setup
Custom Setup
We begin with the installation of the manage- | selectthe way you weant features to be nstaled
ment server, which will then be used to install
the other components: Cick on the icons in the tree below to change the way features vl be nstalled.
x el

=2 »] BitDefender Sea BitDefender for Windows Servers
53| BitDefender Managemen | 37055 the network.

Welcome to the Setup Wizard 53+ BDefender Update Server

of BitDefender Management

Server < i

"5:.5‘”’ Wizard wil install BitDefender Management

ﬁ;abz!u:stmwmmwwuwmumuhlm Reset Disk Lisage <Back I Next > | Cancel |

- Improved wisibiity through detaied reports and statistics

- Reduced malware thraugh proactive work

protecton

Cick Next o contre or Cancel t stop the stalation The following point gives us an idea of the
Process.

— scalability of the security system. The Mas-

‘5 BitDefender Management Server Setup

Ready to Install

The Set
—

We then have to agree to the obligatory licence .
agreement: SQ Server nstance names [oOMs

14 Bithefendar Management Server License Agreement Database name: F:’.

End-User License Agreement
User name: F

e read t g bt ement carefully
aF Password:
Confirm passwond: I sesssnsnsnsne

License and Warranty EI

IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS DO Chck Next to continue or Cancel to stop the installation process.

MOT INSTALL THE SOFTWARE. BY SELECTING "I ACCEPI", -

"OK", "CONTINUE", "YES™ OR BY INSTALLING OR USING ___- c

THE SOFIWARE IN ANY WAY, YOU ARE INDICATING YOUR i ——-—I
COMPLETE UNDERSTANDING AND ACCEPTANCE OF THE TEBRMS3

F AGREEMENT . . . . .

OF THIS AGREENENT ter/Slave variant is ideally suited to large net-
These Terms cover BicDefender Sclutions and Services > > .

for for home-users licensed to you, including ;I WorkS’ or those W]th remOte S]tes’

¥ 1accept the terms in the License Agreement ['# BitDefender Management Server Setup

I Ready to Install
< Back I Mext > I Cancel =
The Setup Wizard is ready to begin installation

—

Choose the server type that best suits your needs:

After this, we can choose the installation e B ot b e
method. For the purposes of our test we chose € Master

the Custom Installation, in order to better ot T A
evaluate the functions of the installer. i

Click Next to continue or Cancel to stop the installation process.

< Back Next > Cancel

The next step is to choose the scope of the
installation:

The next step is decisive for the communica-
tion of the individual components. The ports
used by the suite can be configured to suit
your own network environment:

-25 -
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Ready to Install

The &
—TS

The setup requires the following port informabon (recommended ports: 1< 65535)

serverport: (7073

= a communication port between a master and a slave server
Agent port: 072

- @ communication port whereby the agents connect to the server
Console port:  |7071

- a communication port whereby the console connects to the server
Please configure your firewal in order to have access to these ports.

Click Next to continue or Cancel to stop the installation process.

< Back Mext > Canicel I

Even the port used to provide updates can be
selected:

|‘§ BitDefender Management Server Setup

Ready to Ins

The Setup W
—S

tom installation

Please configure BitDefender Update Server port (recommended ports: 1< 65535)

Update Server port: 7074

Please configure your firewal in order to have access to this port.

Click Next to continue or Cancel to stop the installation process.

< Back Mext > Cancel |

Like many other management products, BitDe-
fender Security Suite needs a database server
running in the background. As there is no SQL
server in our test network, we select the SQL
Express option:

1_'.;; BitDefender Management Server Setup

Ready to Install

The Setup Wizar

——

to begin the C

e

The main element of
necessary information.

Server is the database that contains all the

(Choose the setup type that best suits your needs:

(% Install SQL Server Express
-installs a new instance of Microsoft SQL Server 2005 Express Edition and
uses this instance for managing the necessary information

™ Use existing databace
- connects to an existing instance of Microsoft SQL Server 2005 Express
Edition and uses this instance for ging the necessary i i

Click Next to continue or Cancel to stop the installation process.

< Back et >

We leave the database login credentials as the
defaults.
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The additional software components for SQL
Server Express are now shown:

{5 BitDefender Management Server Setup
Ready to Install

The Setup Wizard is ready to install BitDefender Management Server

—

The folowing products wil be instaled on your computer:

=Microsoft SQL Server 2005 Express Edition
- Crystal Reports for JNET Framework 2.0 (x64)

Cick Instal to begin the installation. If you want to review or change any of your
installation settings, click Back. Click Cancel to exit the wizard.

(Mllnsull

cancel |

After the installation of SQL Server Express and
its additional components comes the setup of
the management server:

| BitDefender Management Server Setup

Installing BitDefender Management Server

e

Please wait while the Setup Wizard instals BitDefender Management Server, This
may take several minutes.

Status:
I

| e | [Coma ]

After the installation, a summary report of the
changes made is shown.

{5 BitDefender Management Server Setup x|

Completing the BitDefender
Management Server Setup
Wizard

The following ports have been set:

1t Console to
- t Agents to Management Server: 7072
- Slave Servers to Master Management Server: 7073
= BitDefender Update Server: 7074

Server: 7071

Please make sure the above ports are not used by any other
applications. If you have a Firewall active on this computer,
please configure it to allow access to these ports.

Chick the Finish button to exit the Setup Wizard.

[ e ]
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The Management Interface

T T  —
M e Tem
e 0
{ r=rr—]
Diefender Management Sarver

fE

The first task is to provide authentication cre-
dentials. The standard password has to be used
here, which requires delving into the user
manual, unfortunately. We confirm the pass-
word without change, and log in to the man-
agement console for the first time.

We are initially greeted by a very simple, even
Spartan, dashboard, which informs us of the
next steps.

defender

I E—— alfx
| Mo T -
[-]
Deferder Wansgerent Server ﬁ
[F—p— o
Dtender Management Server
& A neesad for Barvur
€ Matwork suilger not re
€ Ostastt pasewore ot changed.
€ Thers are no cresentals Setred.
€ There are I unmanaged computens.
ol o =l

After successful registration of the manage-
ment console, we proceed to the next stage of
initial configuration. We start the Network
Builder in order to define networks:

-27 -
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NeTwork Builder - step 177

e Marsged o Exchuded computem

As soon as we start with the Network Builder,
the simple handling of the suite is clearly
demonstrated, and we can make rapid pro-
gress. In order to find the client computers
more quickly, and get around any network
security barriers, Network Builder enables us to
use Active Directory to choose the clients:

Network Builder - step 1/2

Netweork Buikder helps you /ganize your netwark inte mansgeable computers and grougs.

e feowm the Detected Mebw, Coenputers list and from the Actrve Drectory Computess kst, to the Managed or Exchated computers
Hthe BtDefender & create groups relstions

Active Directory Computers  Computers Direc

Now comes step 2 in the Network Builder wiz-
ard. After clicking on “Apply Changes”, we
immediately see the “Deployment Wizard”,
which allows us to configure various options
for the installation.

After selecting the desired options, we can
begin with deployment:
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Metwork Builder - step 2/2

The st the status of the deph preious strg.

Compter T I

There e na fiems 10 show i s veew

__om |

B Dismiss page

Configuration continues after successful instal-
lation of the clients:

Network Builder - step 2/2

The list below contains the status of the deployment process resulted from the previous step.

[Computer [ Deploymentstatus I

< AVCCLIENT Jeb firished,

Dismiss page

The next point on our dashboard is quickly
dealt with. The standard password needs to be
changed:

« Change Password L

Change Password

Changing your password is needed as a measure of security. Also, it is
strongly recommended that you change your default password.

Old password

New password:]uunu

Confirm passwordi LITITTTT)

oK |  cancal
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The next job is to bring the clients we have
just installed into a group, which we have
called simply “Clients”. This grouping function
is, as in other security suites, the best way to
create a security structure which can be modi-
fied to fit the individual requirements of the
organisation’s network.

Phease select the deployment opbons.

~ Gemeral Options -

¥ hotify user before and after desloying the agent
¥ Instal agent withaut user interface

¥ Ping target computers before deployment

- Retry Opbans
™ Enable Retry Deployment for this deployment job
By chedking this option, this deployment job will attempt to run again in case it fads. The number
of attempts and ther schadule are the same for all deployment joba.

Click heres to edit the global retry deployment options

~Restart Opbons
% Do not restart after the instalabon is complete
" Prompts the user for restart if necessary

€ Ahways restart the computer after installation

| 30 seconds to wait before reboot

Management Server
Name or 1P address of the Management Server

e I

[+ Deployment Credenials ‘

You have not configured your aredentials! Click here to configure them,

S & Comuisorecory

= W8 Managed ™ o
A NotG
+ B Unmanagl Export groups/dients to file...
& g Exduded| Create Group
@ _:§ Polides Assign policy
® g WM Scripts View policies
) gl Reporting Cel  asgign M Script
© @] Actvity Log | yiey, i Scripts
View »
Export List...
Help

We remove our client from the “Ungrouped”
PCs and add it to our new group:

12
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Not Grouped take a look at the rest of the management

Thes geoup contains the network computers maneged by this server which have not yet been placed into # specific group,

1 managed computer. Right click on the list hesder to select which product information to be displayed. CO nS 0 l,e .

The “Policies” area gives us the opportunity to
create various security policies, whereby a
ctiguo number of preconfigured plans are available. It
is easy to create one policy for clients and
another for the management server. This policy
management structure is the best means of
realising complex security environments in
corporate networks.

This example shows clearly the way the man-
agement console works. In MMC-compatible
style, the console shows the available areas to
be selected, and individual objects can be
conveniently configured by means of a right-
click. The various templates can be used to control
the individual functions of the clients, so
there are specific templates for the firewall,
scan behaviour, and other client functions.

BN [ fenier Maragement Server fender

After using the “Paste Client(s)” command, we
immediately see the client we have just in-
stalled appearing in our newly created group:

&+ Computers Directory
= N Managed Computers
A Not Grouped

S Cic -~

|

# M Unmanz Refresh I |
# B Exdude I
@ ) Polices Export groups/dients to file...
|z WMISaipty Create Group
# gl Reporting G Pas_te Cie'_-'t(s} L
@ {4 Activity Log| Assign policy f
View polices 1
Assign WMI Script
e _ The next point, the script manager, is well
] known in corporate circles, and is an essential
Cut component of every good security suite:
Delete
J el e e Defrsor Management Sarver
Eport st :
Help e
111 T
Clients
new descrption
1 managed computer, ng"'l chck on the it header to select which product information 1o be displayed.
Computer Name [ Descrpton | 1P address [Last Syrchwonczation | Agentverson |
& AVCCLIENT AVCTEST kocal 192.168.23.134 W01007-30 19:39:47 3,0,110,0

. |

As with policies, BitDefender provides a very

Having completed this step, we have already good choice of pre-configured templates. This

finished the initial configuration. Now we can

-29 -
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makes it very easy to configure the suite ac-
cording to the requirements of your own net-
work, without needing to consult the manual.

The template-based user interface is also used
in the “Report Center”. Again, it is an optimal
method, and enables you to configure the
system as you want in minimal time.

The “Activity Log” is the logging centre of the
suite, and very simple logs enable the adminis-
trator to maintain an overview of the system.
The Spartan nature of the information recorded
in the logs is ideal for quickly checking the
main functions of the suite, but has the down-
side that it is only of limited use in trouble-
shooting procedures where detailed infor-
mation is needed.

www.av-comparatives.org

Exchange 2007 Protection

In order to demonstrate the second means of
installation, we also set up the Exchange Pro-
tection using the standalone installer.

To begin with, the installer unpacks the instal-
lation files into a temporary folder, and then
displays the first page of the setup wizard:

Welcome to the BitDefender
Security for Windows Servers
Setup Wizard

BitDefender Security for Windows Servers secures business
servers (File, Mad, Exchange, ISA and ShareFoint) against
the sophisticated threats of newly emerging malware and
against attempts to steal confidential and valuable data.

Chck Next to continue or Cancel to stop the installation

I Next > I

Cancel

As usual, we have to accept a licence agreement:

[{? BitDefender Security for Windows Servers License

End-User License Agreement

Please read the following cense agreement carefully

o
-
et
-
-

All in all, the management console is a very
successfully designed tool for the central ad-
ministration of the suite. The Dashboard in
particular gives an excellent overview of the
remaining tasks, and little time is needed for
the initial configuration.

-30 -

End User Software License Agresment ﬂ
IF YOU DO NOT AGREE TO THESE TERMS AND CONDITICNS DO
NOT INSTALL THE SOFIWARE. BY SELECTING "I ACCEPT™,
"OK", "CONTINUE", "YES" OR BY INSTALLING OR USING

THE 50 ARE IN ANY WAY, YOU ARE INDICATING YOUR
COMPLETE UNDERSTANDING AND ACCEPTANCE OF THE TERMS

OF THIS AGREEMENT.

BitDefender Corporace Solutions

These Terms cover
or

and Services £ Companies licensed to you, _"_|
¥ 1 accept the terms in the License Agreement
<Bok [ Next> |  cancel |

The screenshot below shows the choice of in-
stallation options. As we have already installed
the file server protection using the manage-
ment console, we will deactivate this option in
our installation.
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i3 BitDefender Security for Windows Servers Setup

Custom Setup

t the way you want features to be installed,

|T|'|s ——
| requires 44MB on|
| your hard drive. |

¥ - | BitDefender Security for Mal Servers
X _~ | EstDefender Security for Sharepoint

Is a data security solution dedicated to Windows-based servers that offers world-dass
protection from viruses, riskware and roothits.

Instaliation location: C:\Program Files\BitDefender)

Browse

Reset I Disk Usage < Back Mext >

conce_|

The next step is to choose the number of
scanning processes. The installer informs us
that up to 24 instances can be selected, but
recommends 4 (the minimum number) for our
own network:

|’§ BitDefender Security for Windows Servers Setup

Ready to Install

The Setup Wizard iz ready to begin the installation
B o

BitDefender Security for Windows Servers detected that the optmal number of the
BitDefender scanning process instances for your system configuration is 4. Itis
recommendead for you to keep the default configuration. However, if you wish to dhange it,
please enter a number between 4 and 24 beflow:

Number of scanning instances:
4
Click Next to continue or Cancel to stop the installation

< Back MNext >

-31-
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In the next step, you can decide whether to
send reports to BitDefender. This option

should be deselected for high-security envi-
ronments.

|§ BitDefender Security for Windows Servers Setup

Ready to Install

The Setup Wizard is ready to begin the instalation
——
N e
BitDefendsr Security for Windows Servers contains an incident management module that
allows for the creation of inddent reports during product misfunctions. By agreeing to send
the incident reports to the BitDefender Lab, you agree to help us in finding quick fixes, Your
contribution could be essential for developing a stable product that satisfies your needs.

The incdent reports will be used for debugging purposes only and will never be used as
commerdal data or disdosed to the third parties.

¥ 1agree to submit incident reports to the BitDe fender Lab

Spedify an e-mail address that will be used as the sender of the inddent reparts:

—

Click Next to continue or Cancel to stop the installation

< Back: Next >

At the start of the process we chose to install
the Exchange scanner, so now we are asked
about the role of the Exchange Server:

{13 BitDefender Security for Windows Servers Setup

Ready to Install
The Setup
—

Wizard is ready to begin the instalation

BitDefender detected the following roles on your Exchange Server and will install by
default on all of them. If you don't want to install BitDefender on certain roles, you have
to unchedk the corresponding checkboxes. If you want to modify this option later or you
change the roles on your Exchange Server, you will have to run BitDefender instalier
again,

W Hub transport
FF Mailbox

Click Next to continue or Cancel to stop the installation

< Back Next > cancel |

The installer now has enough information to
begin the installation process.
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f BitDefender Security for Windows Servers Setup

Installing BitDefender Security for Windows Servers

= e

Please wait while the Setup Wizard instals BitDefender Security for Windows
Servers. This may take several minutes.

—

Status:  Generating saipt operations for action:
]

5‘@ BitDefender Security for Windows Servers Setup

Completing the BitDefender
Security for Windows Servers
Setup Wizard

Please run an on-demand scan to check the threats on your
current system,

Click the Finish button to exit the Setup Wizard.

[ ]

When installation is complete, we find the
following program group in the Start Menu:

. BitDefender Security for Windows Servers
° BitDefender Configuration Repair Tool
° BitDefender On-Demand Scan
° BitDefender Security for Exchange
@) BitDefender Security for Exchange Help
° BitDefender Security for File Servers
@) BitDefender Security for File Servers Help
° BitDefender Support Tool
j':.’,.' Modify, Repair or Uninstall
'9 Readme

-32 -
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|‘§ BitDefender Security for Windows Servers Setup
Ready to Install

The Setup Wizard is ready to begin the instalation

— o
Chick Install to begin the installation. If you want to review or change any of your
installation settings, click Back. Click Cancel to exit the wizard,

W View Readme file

< Back Install

Installation of the Exchange Protection com-
ponent using the standalone installer is thus
complete.

The management console for the Exchange
2007 protection

e s
e ST phoe o
e ppn

v VvV

The Exchange server protection is also config-
ured using a simple, familiar console like the
MMC.

The monitoring section of the Exchange con-
sole is exemplary. A very clear overview of the
mail system and processed emails is presented,
which is very hard to fault.
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You can display detailed information from the
various different areas, and so easily track
potential problems/threats.

We were particularly pleased to see that BitDe-
fender gives us the opportunity to create our
own SMTP groups, a feature that we have very
rarely seen elsewhere.

Group Properties i

SMTP Group |

21X

Group name: ITestgroup

Description:

IGmup for Bitdefender Test

To save the existing users of this group for future use, dlick "Bport”, to
import users from a previously saved group. click “Import™.

0K Cancel

The configuration options are diverse and
comprehensive:
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Due to the really exemplary choice of configu-

ration options, the Excha

nge protection mod-

ule in the BitDefender suite is extremely flexi-
ble, and can be adapted perfectly to the needs

of your own network.



Product Review: Corporate Review 2010

Manufacturer’s Website

The

(www.bitdefender.com) is designed in
an appropriately clear and simple way, in ac-
cordance with current standards.

manufacturer’s website

Additionally, the site offers a security zone,
where you can find out about viruses and other
malicious programs.

The management console has been very well
designed.

The installation process

The installation procedure is very simple if the
management server is used, and can easily be
performed by any user without resorting to the
handbook.

However, we were also pleased that the stand-
alone option is available, as this allows the
product to be installed on smaller networks
without any need to worry about the many
detailed configuration options.

The administration console

The MMC (Microsoft Management Console)
compatibility of the administration console
makes it clear and easy to use.

Here too it can be said that after the installa-
tion, only organisational tasks still need to be
completed.

The opportunities to customise a security
structure for your own network are excellent.

The available functions and configuration pos-
sibilities mean that the suite is intended pri-
marily for up to 3500 endpoints.
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The remote installation of the clients is in
itself extremely simple. Unfortunately it is
necessary to configure the Windows Firewall on
all client PCs, to allow the remote installation
to work.

The management console for the Exchange
protection is extremely powerful but still very
straightforward to use.

Deployment areas

The BitDefender suite is suitable for networks
of all sizes, including complex environments.

Antivirus clients

The antivirus software for clients is efficient,
very user friendly and easy to find your way
around. Once installed, clients need virtually
no configuration and do not present excessive
pop-up warnings.

Summary

The entire suite impresses due to its simple
installation routine and very convenient user
interface.

Regardless of the size and complexity of your
network, the BitDefender suite offers you all
the features you need.

The Exchange server protection must be par-
ticularly praised, as it is possible to make very
detailed configuration changes, without feel-
ing overwhelmed by the possibilities.

The user interface is so simple that a manual is
more or less redundant.

In conclusion, the suite can be recommended
to everybody.
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Pros

+ Rapid client installation

+ Simple and clear management console
+ Easy remote installation

+ Good grouping functionality

+ Quick and simple installation

+ Excellent Exchange protection

Deployment areas

www.av-comparatives.org

Cons

- Limited filtering options
- No real-time status

Small Networks (0-50 Users)

Medium Networks (50-500 Users) | Large Networks (500-? Users)

Summary

Installation Wizard

User Navigation

Administrator console

Default Values

MS Active Directory Support

Database Support

Remote Installation

Website

Manual
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ESET

Test Software:

ESET Remote Administrator
ESET Mail Security
ESET Smart Security 4

—)

—

—

Management Console
Exchange Server Mail Protection

Client Protection

AV

comparatives
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Installation
Downloading the product

It is easy to find the products you're looking
for, as the website is clear and well designed.

ESET is the only manufacturer amongst those
in this review to limit the availability of the
test version. It is only possible to download a
trial of the corporate software after making
contact with the company.

Like many other manufacturers, ESET makes a
separate installer for every individual product
or tool.

The products can be bought online from the
web store. There is all information and user
guides about them on the site

ESET offers an online scanner as an additional
service free of charge.

Installation of the products

We start with the installation of the Remote
Administrator Server:

115 ESET Remote Administrator Server Setup X

ESET

Remote Welcome to ESET Remote
el zlartesis Administrator Server
4.0.122.0 Setup Wizard

The Setup Wizard will install ESET Remote Administrator
Server on your computer, Click Mext to continue or Cancel
to exit the Setup Wizard.

Next we have to confirm acceptance of the
licence agreement:

1‘-§ ESET Remote Administrator Server Setup x|

End-User License Agreement
Please read the following license agreement carefuly

IMPORTANT NOTICE: Prior to download, installation, copy or use please read the d
below terms of the product application. BY DOWNLOAD, INSTALLATION,

COPY OR USE OF THE PRODUCT YOU EXPRESS YOUR CONSENT TO
THESE TERMS AND CONDITIONS,

End User License Agreement for Software Use.
This agreement on software use (the “Agresment”) executed by and between ESET,

spel. s r. 0., with its seat at Einsteinova 24, 851 01 Bratistava, registered in the
(Commercial Register of the District Court Bratislava I Section Sro, Insertion No :I

% 1 accept the terms in the License Agreement
" [ donot accept the terms in the License Agreement

< Back Next > Cancel

After this, we can choose the installation
method. The Advanced Installation gives the
option of Cluster Mode:

[§ ESET Remote Administrator Server Setup x|

Select type of installation

Choose typical (recommended) or advanced instalation
Select installation type
[ Instaliation type

& Typical (Recommended for most users)

 Ad 4 (Fully R Yo

< Back Next = Cancel

The next step is to locate the licence key file:

/& ESET Remote Administrator Server Setup i x|

Select license key
Choose license key file...

License key fie:

(MIWI Cancel
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We now have the opportunity to enter pass-
words for the individual functions of the soft-
ware. Using different passwords for different
areas of access increases security, although
some administrators would surely prefer to use
one password for all functions. But, as men-
tioned before, it is more secure this way!

[ ESET Remote Administrator Server Setup
Security settings

Define server passwords. ..

Password for Console (Administrator Access): Set |
Password for Console (Read-Only Access): Set I
Remote installer password (Agent): Set I
Password for Clients (ESET Security Products): Set I
Password for Replication: Set I

You can define a password for these server dients. The Console password is the password
which users use to connect to the server, By default a blank password is used. You can set
up more security options later in the Server Options in the Console,

< Back Next >

The installer now has enough information to
begin the setup process.

|§ ESET Remote Administrator Server Setup

Ready to Install
The Setup Wizard is ready to begin the Typical instalation

x|

Chick Install to begin the installation. If you want to review or change any of your
installation settings, chck Back. Click Cancel to exit the wizard.

<Badt|lnstal|

The next step is to install the Remote Adminis-
trator Console. This can be installed on any PC
on the network, and serves as the interface for

The next point concerns the update settings.

{& ESET Remote Administrator Server Setup
Updates
Update server and user sattings

Update server

User account settings

Update gsername:

Update password: Set

[~ Setupdate parameters later

< Back Next >

the Remote Administrator Server, which we
have already installed. This distinction is not
very clear to the new user without reading the
manual.

|.; ESET Remote Administrator Console Setup

ESET
Remote
Administrator

Welcome to ESET Remote
Administrator Console
4.0.122.0 Setup Wizard

The Setup Wizard will install ESET Remote Administrator
Console on your computer. Chick Next to continue or Cancel
to exit the Setup Wizard.

There is another licence agreement to accept:
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{1 ESET Remate Administrator Console Setup S|

End-User License Agreement
Please read the following lcense agreement carefully

IMPORTANT NOTICE: Prior to download, installation, copy or use plsase read the =
below terms of the product application. BY DOWNLOAD, INSTALLATION,

(COPY OR USE OF THE PRODUCT YOU EXPRESS YOUR CONSENT TO
THESE TERMS AND CONDITIONS.

End User License Agraement for Software Use,

This agresment on software use (the " Agresment™) exscuted by and between ESET,

spol. s £. 0., with its seat at Einsteinova 24, 851 01 Bratislava, registered in the
Commmul Rmm-: ofﬂn Dv.mc: Cmm Bﬁnsh\‘l I Smm S:o Instr:m: N ° :_'
(% Taccept the terms in the Licerse Agresment

" 1 do not accept the terms in the License Agreement:

< Badk Mext > Cancel

Again, there is a choice of “Typical” and “Ad-

vanced” installation methods:

{1 ESET Remote Administrator Console Setup x|

Select type of installation
Choose typical (recommended) or advanced installation

Select instalation type

Installation type .
= Typical (Recommended for most users)
C ad i (Fuly a ized instalation)

<M|Next>lcuod|

We can then choose the installation folder:

{5 ESET Remote Administrator Console Setup 5‘
Select Installation Folder
This is the folder where ESET Remote Adminisirator Console
wil be installed.

To install in this folder, dick Next". To install to a different folder, enter it below or dick

Folder:

|C: \Program Files (x85)\ESET\ESET Remote Administrator{Console), Browse...

< Badk MNext > Cancel

The installer has now collected enough infor-
mation and can begin the setup process.

i ESET Remate Administrator Console Setup x|

Ready to Install
The Setup Wizard is ready to begn installation

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Chck Cancel to ext the wizard,

..; ESET Remote Administrator Console Setup x|

ESET
Remote Completing the ESET Remote

I et aarteeldl Administrator Console Setup
Wizard

Click the: Finish button to exit the Setup Wizard.

' Launch ESET Remote Administrator Console

On completion of the installation, we can open
the console.

In the case of a Typical Installation, the Mi-
crosoft Access Engine (Jet Database) is select-
ed by default as the database. If you want to
use an SQL server, this has to be configured
manually with the help of the manual.
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The management interface

ESET Remote Administrator Console ]

Tl Note: You are connected to trial version of ESET Remote
| Administrator Server. Support provided for a limited number of
= workstations (2) only.

By default, two clients can be managed using
ESET Remote Administrator. If you import a
test license obtained from ESET, you will be
able to manage as many clients as the license
permits.

Once we have accepted the message, the ERA
console opens:

)
FF R X N

GO E LD
— e P
= 1

1 || e

| éy -

%7

Pe—
1 | st Pt

=11
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P

e
-

M data in Sis pane.

e [ 5 [T I ellen S
P e

M data i Win pae

‘."‘_'“ALA‘J_'A_.J_J._A‘_ALAU

The console needs a good deal of getting used
to, but offers the users a wide variety of op-
tions. Studying the manual is unavoidable.
There is a help option within the product,
quick start guide and user manual for full fea-
ture explanation.

Our first task is to configure the security struc-
ture and the clients. To do this, we click on
the “Group Manager” button on the taskbar
and create the desired group(s). Aside from
creating the security structure, dynamic groups
can be created - clients become members of
these groups based on meeting certain criteria
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defined at group creation. The Active Directory
Import Wizard is very helpful here.

181
Static Groups | Perametic Groups  Active Diectory Synchvonization |
Yo can sat up the Active Diectosy synchronization on the
| server. The synchronization may take fow minutes
|~ Parameters
¥the: e i3 AD . ofl mesting AD
ized groups and ther chid il be delsted! therwiss new
MMManhMﬂ*hmmﬂh
retained.
More rnformation|
Mot symchronized el
[(ox ] ‘omu |

|

To make the software packets ready for a push
installation, we first have to create them, or
download them from the manufacturer’'s web-
site with the help of a wizard.

A Connected [Avcsrv] - ESET Remote Administrator Console

147 4 cui+A
E E | verseseecon culet
> | Hide Selected Ctrl+H
NS—W:E Hie Unselected cri+
[1¢  Manage Packages re
h o
| Disgnostics of Push Installation
= Push Instalation
I EmoﬂtuFoldswl.ongu‘bt
| yia E-mall
: Setnemuugmrurz-maimdmgmmtmmm
|  Properties F3
1000 1
=
3
o
Lo || o |

If the relevant MSI files for client installation
are already available on the network, these can
naturally be used to form the installation
packets.
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Now we can distribute ESET Smart Security (the
client software) to the clients.

The “Remote Installation” tab allows you to
select the client machines to be installed:

i
v o |
o cpra.
[ ——— g &
=
LV LV L VLY L Ly ARET I N

We choose the PCs we want and click on “Push
Installation”.

* tonnected [Avosry] - ESET Remete Administrator Console
Fie Edt Actors Wew Toos Hep

FEF @[ vx x[&] ¢ [1]86 6 6650w e] ]

| [ Mntwore e Computern | el Tasis |
0@ Conscle
06 tethos Search Computer K., | Computer Doman | Computer 05
B% sever il aochent Avetest ool
3 E.—.a:h:ﬁﬁb;zﬁ'ﬂ‘\ '_—-:_ .
= EL Cusiom Stloct by ‘Aveany
B} Custom List Irrverse Selecton cul4
B 2 Sewe Hide Selected (=200
B9 era Cents Hide Unsetected i

FIG tetdos Search

s

We then need to enter the login details for
these machines:

S 41 -

[ computers ogonsettings S il
G Logon Settings
£} AVCSRV.AVCTESTlocal Sctll|
x|
~Spedfy logon infi
Usemame ||
Password |
 Doman |
" Warkgroup
| oK I Cancel
Add Clents Special | Remove |
Ne¢> |  Cancel |
Z
12 computers ogon setimgs =1

Add Clerts Special | Remove |

[hee> ]

Cancel |

4

The next stage is to choose the package to be
installed:

I\
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—Iofx] i x|
Choose Package General Detais |
e Ib Computers which should perform this task
MName
| Computer | OSNeme | Date | Stste | Siste Tewt | Disgn...|
F AVCSRVAVC.. 18sec... InProgr.. ESET Instalerisinsta.. No
oA | 0| comoomons|

oK | concel |

<Back Next > Cancel |
/

After a short wait we are informed that instal-

lation is complete.
The installation can be carried out immediate- P

ly, or scheduled for a later time: The push installation without interaction im-
proves the user-friendliness of the software.

1ol x| As in our test last year, we found the filtering

e and organisational options very comprehensive

L Femote lnztal and good. With ERA 4, ESET has also added a

Description |ESET Securty Products package: ESET Smart Securty

centralized view of the quarantine on the cli-

—— | ents; i.e. files that are in quarantine remain on

C hopytaskzher | 70 20PN = [enezio = the clients, but the administrator has a cen-

tralized view of what has been quarantined

and can download the files from the clients for

further inspection, delete them or restore
them.

The list view with tabs at the bottom of the
window for the individual areas is a good solu-
tion:

o T the grl o tan e —
Lo loTor =] | (<15 v ot 0 R R s Ve Moce
Chert hawme Soreer Dearaar: Pros e Prouch v Co

| s

cBadt[th'!I Cancel

As with almost all other suites, there is no
real-time status, but by clicking on “Task De-
tails” in the context menu, and then “Re-
fresh”, the degree of progress can be seen:

e ] 2
e e e :
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[0 W Sremiog AW Y

The variety of functions is strength of the
suite. It offers very detailed configuration
options, and can thus cope with complex de-
mands. Aside from clients on Windows based
systems, the console allows management and
configuration of clients running product for
Mac 0S X, servers running  ESET
Mail/File/Gateway security solutions, or even
mobile clients (ESET Mobile Security for Win-
dows Mobile/Symbian). In other words, it is
possible to manage, configure and update all

ESET security solutions from a single console.

Exchange 2007 protection

To start off with, the Exchange protection com-
ponent has to be installed.

Hetiwork Ve Computers | instad Tasks |
@ Cormole
OG tesios search M. Doman o
E® server & Avcclent Amu!.b.:-a.'
= El Actve Drectory Sesrch <
# Al AVCTEST Jocsl o i
&L Custom Select by sy’
Bl Cusomust Ivverse Selecbon =2
B seach Hde Selected CrieH
D A e Fide Unselected = T
B tiesos Search Tt
Upsyrade Chent
Disgrostics of Push Instalason
Push Installation
Expert bz Folder or Logon Saipt
| Set Defaudt Logon for E-mad and Logon Saipt Instalatons
Shonw e Columrs,
Propertes ]
Erumerabe On Server .I
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1% ESET Mail Security Setup x|

ESET
Mail Security 4

For Microsoft Exchange Server

Welcome to ESET Mail
Security Setup Wizard

The Setup Wizard will install ESET Mai Security on your
computer, Chok Mext to continue or Cancel to exit the Setup
Wizard.

Warning!

Itis wrgent that you uninstall any other resident security
appbcations such as anti-virus or anti-spyware pragrams that
may be running before continuing instalaton to avoid
serious problems.

| [ nex> ]

Once again, there is a licence agreement to
accept:

1 ESET Mail Security Setup

End-User License Agreement
Please read the following lcense agreement carefully

V7

IMPORTANT NOTICE: Pror to download, installation, copy or use plsase read the &
below terms of the product application. BY DOWNLOAD, INSTALLATION,

(COPY OR USE OF THE PRODUCT YOU EXPRESS YOUR CONSENT TO
THESE TERMS AND CONDITIONS.,

End User License Agraement for Software Use.

This agresment on software use (the “Agresment”) exacuted by and between ESET,
spol. s r. 0., with its seat at Einsteinova 24, 851 01 Bratislava, registered in the
Commercsal Register of the District Court Bratislava [ Section Sro, Insertion No :J

% 1 accept the terms in the License Agreement:
" 1donot accept the terms in the License Agresment

| [ mext> | Cancel

< Back

There is also a choice of installation options:

[ ESET Mail Security Setup i x|
Installation mode ’
Installation mode selection J

If you wish to renstall the program preserving the cument settings, leave this chedk box

To reinstal the program and adjust the settings, unchedk the check box, and select one
of the instalation modes.

¥ Use curent settings

We have already entered all the information nec-
essary for the installer to begin:
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{5 ESET Mail Security Setup

i x|
Ready to Install y
A e ' The management interface is simply and ap-

propriately designed. On the “Protection Sta-
Click Install to begin the installation. 1f you want to review or change any of your "
istalaton sethngs, dck Back. Cick Cancel to ext the wezard, tus” page we see what needs to be done next.
The first step is to enter the licence key.

T — B
ESET Mail . Ler mtrrtace e Getune festie Heime
Mail Security 4 o -
Far Micrasaft Exchangs Sarves
B protecton waes “ Maximum protection is not ensured
Wakeh achretty -
<Back I I Instal Cancel st
C‘ Mail server security licen

a Micronol Lushunge Serve

' update
Setup is now complete, and we can take a look o
at the configuration. Bl .
{5 ESET Mail Security Setup x|
ESET . .
Mail Security 4 Completing the ESET Mail m

For Microsoft Exchange server S@CUFIty Setup Wizard

Cick the Fish button to xit the Setup Wiz,
Extended configuration options can be found
by clicking on the “Setup” menu, then “Ad-
vanced Setup”.

et S ~1olx|
HTI e ' User interface~ Setupw Toolsw Helpw
Username and Password setup.., Ctri+U
Proxy server setup...
Antivirus and antispyware
. Import/export settings. ..
The Exchange 2007 management interface — s =
Starting the management console also opens
the Help window for the initial configuration: If the standard options available are insuffi-
T cient for you, you can use this advanced menu
- to find all available settings.
- B R The choice of a simple or an advanced inter-
Q como ; face is very convenient, and makes it easy for
:: : : less experienced users to configure the Ex-
& A L::';:';;.:fﬁ?" 4 change protection.
e el andt

(LD

Mail Security advises a restart, which we carry
out.
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e — anyone needing to set up very complex config-

urations.

Setup

Mad gerver protecion -

7 deireris and ardaymare
ILpeaie

= e teriace
+ Macelareous

Wier intetace > etupe Tooke

0=
5 - et

ESET Mail Security 4 ’ —
Fot Microsoft Exchamgpe Server i .

Bt ke ﬁ Watch activity
Watch activiy
Statetic
8 PR —y ey 3
Compater scan
. Fie systen actiwity graph
‘Soaech for rmtabed maad sy, . Update

_ored | e | 3 s
e Halp and support !

To enter the licence key, we click on “Miscella-
neous” and then “License”.

(=<[D
5 E) |
Setup (=D
Mail server protection Lcerses e
4 A e gy Product_+ = T = | Add |
& z’ P— Protection status . Statisti
15 i bharics | = W istics
= l::uTm = Watch acthvity
Pooory server Seatistics
Roenote sckmrrszamn Sustistics: [antivirus and antispyware protection =
S 6 o
Antivirus and antispyware stat stics graph
,. Uodeie (B/17/2010 1:06:08 PM)
% B Number of infected chiects 0 000 %)
e Setup & Number of cleaned objects 0 .00 %)
ks B Number of clean chjects 239 (100,00 %)
a Tools Tetal 239 (100.00 %)
e e Scanned object: C\Windoves\ NTDS\edb.ch
! Help and support
o I Careel | ettt I Reset
As soon as we have entered a valid licence, we
can see that the status indicators in the Mail Protection status a Tools
Security window have all turned to green: Q
A Computer scan
Log files
O Update Last record; 8/17/2010 1:06:38 PM - Events
@iy =loi= ‘ Quarantine
= - Wier infertace = Selupe_Tocki= Help= - Mumber of quarantined objects: 0
ESET Mail Security 4 = B sewp
For Mirosoft Exchangs Server 4 | Scheduler
- N a i MNumber of schaduled tasks: 6
ools
wd i M m protection § Syslnspector
™ Wdh sty g A POakelof Log files Mumber of computer status snapshots:; 0
Seatntics Quarantine
 Antiins probecten
e et e St Submit e for analysis
@ oo e Sysinspector @ Create rescue CD
\* Number of blocked sttacis o
B setup Version of virus signatusn datsbase: 5240 (010063 o Help and support

a Toals
e Hikp andl support

Anyone who knows their way around the ESET
Smart Security Client will feel at home with the
@m interface of Mail Security. Configuration can be
carried out quickly and easily.

Most users will be happy with the Standard
view, although the Advanced view is useful for
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Manufacturer’'s website
The website, www.eset.com, is suitably clear
and simple, and conforms to current standards.

The site gives basic information about ESET
products, and there is an online scanner avail-
able to download.

ESET is one of very few manufacturers to limit
the functionality of their test software. Addi-
tionally, it is only possible to obtain a test li-
cence by contacting a member of their sales
team. Some users may regard this as an unnec-
essary hurdle, although it does mean that users
will be properly advised before installing the
software.

The installation process

The installation is in itself very straightforward
and simple. Hardly any information needs to
be entered. Any necessary configuration
changes can be made afterwards.

We suggest that ESET should reconsider the
Microsoft Jet Engine as the default database.

The administrator console

The management console is very extensive and
offers sometimes an too abundant choice of
configuration possibilities for maximum cus-
tomization.

Thorough consultation of the manual is indis-
pensible or has to consult the in-product help.

The icons are arranged so as to enable a good
overview. The system is well designed and
allows individual systems to be found and con-
figured easily, even in extremely big network
environments.
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Deployment areas

“The ESET suite can scale for very large net-
works.”

Antivirus clients

There are no complaints about the client soft-
ware, which is well designed and simple to
use.

Summary

The management console takes a lot of time
and effort to investigate and understand, but
compensates for this with an abundance of
configuration possibilities.

The management console shows the status at a
glance. The Exchange protection is very simple
to configure and cannot be faulted.

All in all, the product is a really well done
software for enterprise environments.
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Pros

+ Very simple installation

+ Very good organisational features
+ Ideal for very large networks

Deployment areas

Cons

- Use of the manual is unavoidable when in-

stalling ERA console

- Partially complicated admin interface

Small Networks (0-50 Users)

Medium Networks (50-500 Users)

Large Networks (500-? Users)

Summary

Installation Wizard

User Navigation

Administrator console

Default Values

MS Active Directory Support

Database Support

Remote Installation

Website

Manual
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G Data

Test Software:

G Data Endpoint Protection Enterprise m=—=p(lient Protection
=——mp Mail Server Protection

=—p Admin Console & File Server Protection

AV

comparatives
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Installation
Downloading the product

It is easy to find your way around the website,
which is clear and simple. There is no difficulty
finding the products you want, and all soft-
ware can be downloaded as a fully functional
version.

Most modules come as an ISO file, weighing in
at 1.3 GB. It's important to allow enough time
to download this much. Fortunately, G Data’s
servers have high-speed connections.

There is of course an overview of the functions
contained in the different suites:

Produktiibersicht

AstiViews  Firewall  AnfiSpam  PolicyManager MailSecurity

G Data *

AntiVisus Daness

G Data

AntiVires Enterprise * *
G Data *
MadlSecurity

€ Data

ClentSecurity Business fad * "

G Data

Clientsecurity Ememrise * L » *
G Data

Endpoint Protection Business * * * *

r' * * * * *

UndpsintProtection nterprise

Product installation

We begin with the installation of the manage-
ment server, which is then used to install the
other products.

GDATA

O

EndpointProtection

HHl
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We were very pleased to see that G Data, as
one of very few manufacturers, produces one
installer that will install the whole suite. The
installation of the management server also
includes the AntiVirus Administrator, which
will be used later to carry out the remote in-
stallation of the clients.

G Data EndpointProtection Setup

Select the components o be installad.

[ G Duta AntiVirus Management Senver
The § i ; d confrol hon, notebook
and file server chents, prove ath vinus signafy dates. The

1 ¥ the G Data Antiirus Adsr

G Data AntiVinus Administrator
The Ademi h

i i L for the k It can
be started from any computes in the network.

G Data AntiVirus Client
The cherl sollware provides vius piotection for the chents and iung
M t5enver jobie in the back i wathout & Lises inberface.

Create boot CD

Using the boot CD wizard, you can cresle a bootsbile CT fo base vnis
analysis. The cufment virus signatures aie used fof this.

G Data AntiVirus WebAdministrator

for the M S ever

s s L el
It can be started Lising & Web browser.

G Data Fuewall

CHCRERURERE

We start at the beginning with the G Data
AntiVirus Management Server:

|} & Data Antiirus ManagementServer - InstallShield Wizard x|
Welcome to the InstaliShield Wizard for
ﬁm‘A G Data AntiVirus ManagementServer

The InstaliShisld(R) Wizard wil instal
G Data AntiVirus ManagementServer on your computer. To
continue, cick Next.

WARNING: This program is protected by copyright law and
international treaties.
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As usual, there's a licence agreement to accept:

(3 G Data AntiVirus ManagementServer - InstaliShield Wizard x|
License Agreement
Please read the folowing license agreement carefudy,
Terms of Agreement i‘

1. Subject of the Agreement

The subjact of this Agreement is the G Data EndpointProtection and the

program description stored on the CO-ROM which are referred to in the

following as the "Software”. G Data herewith informs users that it is not
technologically possible to guarantee that computer software will function

without error in all applications and in conjunction with other programs.

2. Scope of use

G Data herewith grants you the simple, non-exclusive and personal right (also

endinrendd bo in tha allnsine mn the "L inamas™ da sns £ Date Cliant Canb an_n

Print |

% [ accept the terms in the icense agreement
" I donot accept the terms in the keense agreement

<gad [ wet> | canca |

Next we choose the installation folder:

[ G Data AntiVirus ManagementServer - InstaliShield Wizard x|
Destination Folder
Click Next to instal to this folder, or dick Change to install to a different folder,

Instal G Data AntiVirus ManagementSarver to:
C:\Program Fles (x85)\G DATA'G DATA AntiVirus
ManagementServer|

<bak [ wext> |  canca |

Now we can decide on the type of server to be
installed. Compatibility mode for earlier client
versions can also be selected here. You can see
that G Data also allows you to install second-
ary and local servers, to enable easier distribu-
tion in large networks.

- -
Select server type
When instaling a subnet server you must enter the name of the main server,

[~ Server type

% Install a main server
€ Install a secondary server
€ Install a subnet server

r Activate support for dients Version 8. Select this option if you use G Data AntiVirus dients
with the previous version {version 8) or older versions in your network.

< Back et > Cancel

The next selection also allows for scalability of
the security system. Settings can be stored in
an integrated database, an existing SQL server
instance, or SQL Express. The SQL Express op-
tion states that it is “required for large net-
works”, which gives inexperienced users a
completely false impression. If you have a own
SQL server, there is no need for the Express
version, you can use your SQL server.

15‘;3 G Data AntiVirus ManagementServer - InstallShield Wizard x|
Database server
Select the database server you want to use.

(" Integrated database
™ Use available SQL Server instances
& SQL Express ( for large

< Back. | Next > | Cancel

As we don't have an SQL server in our test
environment, we use the integrated database
for our test.

The next step is to confirm the hostname of
the computer being installed, via which it can
be accessed by client PCs:

x|
Computername
Please chedk the name of this computer, This computer must be addressable by
dients in the network via this name.

Mame:  |avcsav

<gak  |[ Net> |  Cancel




Product Review: Corporate Review 2010

The installer now has all the information it
needs to begin the installation process.

i3] & Data Antwires ManagementServer - Instalihield Wizard x|
Ready to Install the Program
The wizard is ready to begin instalaton,

Chick Install to begn the installation.

If you want to review or change any of your installation ssttings, dick Back. Click Cancel to
exit the wizard,

S| || |

When installation has successfully completed,
we have to decide whether to register:

Question__________ |

@Y Register G Data EndpointProtection!
E If you do not register, you cannot download any Internet
updates.

You can of course go through the registration process later.

Do you want to register G Data EndpointProtection now?

Yes I No

[# G Data AntiVirus ManagementServer - InstaliShield Wizard x|

InstaliShield Wizard Completed

GDATA

The IinstalShield Wizard has successfully nstalled G Data
AntiVirus ManagementServer, Chok Finesh to exit the wizard.
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Services and servers are then installed and
configured:

The management interface

When the administration console first starts,
we are asked for logon credentials, and given a
choice of integrated or Windows authentica-
tion:

GDATR,

AntiVirus

Once we have entered the correct logon de-
tails, the management console opens and the
setup wizard starts:

x|

Welcome to the G Data Administrator wizard!

This wizand helps you set up the client and leads you through all essential
‘administrator settings.
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The next step is to select the computers in our
network that we need to protect. It is of
course possible to manually add any computers

that don't appear in the list.

T

Enable all computers on which vinus protection is to be installed.

sl AVCCLIENT

Enter the name of the: computer if it is not specified in the list:

< Back Nest > Fiish | Cancel |

The wizard then asks if we want to install the
client protection automatically, which we con-

firm.
V A lly install chent software on the enabled computers

For remote installation, you must specfy a user account that has administrator
rights on the Management Server and on the client.

The client software can be directly installed from the CD # you do not possess
the required rights or if the clients are not approprately configured.

The L d d above are not for sub it oparation

of the program.

<Back Next > Frish | Canced | He

The next part of setup is the opportunity to
change the default settings for the client in-
stallation, which can be done very easily.
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x

The default settings specify the configuration of newly installed clients. All
options can be changed later.

| Change default settings I

<Back | Net> | Fish | Cancel | Help |
x

Devicecontrol | Webcontertcontrol | Intemetusagetime |  Feewal |

Seings | Montor | Emal | WebAM | AntiSpam | Applcation conirol

-G Data Clent

lconinthe taskbar: [

User account: System (recommended) |

updates

[¥ Update vinus signatures automatically
I¥ Update program files automatically
Restart after updating: FOomcbmrnessagebw _'J

~Chient functions
™ The user can run vinus checks

¥ The user can download signature updates

I™ The user can change emal and monitoring options
I” Display local quarantine

™ Password protection fior changes to Options

Update settings... | hange pessword I

- Exception directory for scan jobs

It is of course possible to change these set-
tings later. In this case we rely on G Data’s
default settings and don’t make any changes.

After this, we can change Internet update
settings, to optimise virus updates for the
clients. The default configuration is manual,
but can easily be changed to one’s own re-
quirements.
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x

Intemet update

Intemet update enables new virus signatures and program files to be
downloaded from the Intemet to the server.

Enlerthe login data you were given by G Data:

User name: Il—

Password: I—

Region: | Europe =l
[ Version check

_ Schede |
_Schede |

Virus database update interval: manual

Program files update interval: manual

<Bock [ Net> |  Fosh |

Corcel | Hep |

When the wizard has finished, we open the G
Data Administrator, which shows a status over-
view:

A AVCSRY - © Dista Administrator - |
Fie Cemis Vew Setigs 7
Zl@%s2Aale
1al Is:-m Tasks | Semegs | Repoms || Charis | PokcpMansow | Frowsl | Sumecr |
= b Entre network
" avooumT G Data AnliVirus stalus — Enlire network
M A & G ODsta Client instalied o
& Cument virus sigratunes o
& Montor actse an
& Email check active o
& OutbroakShisid acthe o
& Fuewall enabled oo
Fmady Dsabase £330 Eoel  Sdeamil i

In the left-hand pane of the window we see a
list of all the PCs in the network. You can easi-
ly right-click on a machine and activate the G
Data client software. There is also the option
of forming groups to make larger networks
more manageable:
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AL avcsir Glnte sdenimtrator =lai=
Pa Owh Ves S B
Ar@E @R e
af ETRETT Repots | Clerty Fowdl | Stotes
= e Enire retwork
v G Dala AnliVirus slatus
: ot Pent mstaded o
« Oucley dusbind dhunis fus signatures. oo
SV . 9
i bek actme o0
Shisld active o0
hablsd oo
Enable dent
Pty ~ Datsbase LI Enves 1 Beeced 0 | 4

Now we are ready to carry out the remote instal-
lation of the clients. To do this, we click on the
“Clients” tab and select “Install G Data Client”.

= =)
[a [Smun | Tava | Setwgr | Pepoms | Corn | Poicybansgm | Frowad | Stoiwcs |
W —— {
& vcaumt @ [Em— -]
preses :
@ x saud esed e
|Computes | |Ergreh  [Ergne®  |Catshmse | GData Cleniverson | Lastaccess
Wucamn
T E— |
Floan omchy e oo ot s e s
|
al | |
Finacy Cimtsbase £2572010 Ertes | Selected 1 T "l

We notice that G Data is a leader with regard
to user interface design and intuitive use of
the software.

After the access credentials have been entered,
we are asked if the G Data client firewall
should also be installed:

[ wvcsav G Duta mimmirnta - TES
k- S A XN
&l S | Tmks | & Fepots | Ciaris Fumwal | Stabey |
uy |
=T %JP""" |
o mvcsRy ! S
@ xsavasweds
| Computer - | g & et Catabase GOata Clortversion | Lastscorns
=—lvonn|r
=
o Shoukd S Srevwal siso be rataled?
[ e |
| 4l | |
Fasehy — — Detabase £2010 T Eeee ] e | "

Unfortunately, there is no real-time progress
display, and the messages provided by the

B8
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status windows can only be described as Spar-
tan:

Install G Data Client x|

Installation on AV CCLIENT...
The installation was successfully performed.

However, the client installation completes very
quickly and easily, and in just a few moments
the remote client is installed.

All further work can be carried out using the G
Data Administrator, be it generating reports
with various criteria, or changing client set-
tings. An obvious plus point is that there is a
preconfigured button for each standard action,
so there is no need to go searching through
menus.

It is very convenient to be able to install the
AV client software on the server itself, using
the Administrator. It is exactly the same as
installing the software on a client

-k
Fle Ceris Vew Clentsetings Settngs !
LK% N ade
|l S | Tasks | Seting [ Pepots | Cienn [ Folcbianeger | Frewsl | Siaimics
= s Enfire network
i wcoumT EJ [Oniarvime j"
[=Fre
@ <lan 310 e b
Compaster Engre & Engre Datstiase: G Data Chent wersion Last seceess
= = AVA 1913067 AVD 19,856 4200010 12:0...  10.7.1.107 (4/22/2010... 8/12/2010 1
4] | =
Fesdy " Detsbase 272072050 Enmes: 1T Selected 0 E) 2
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Exchange 2007 protection

We start with the installation of Mail Security.
Here again it is pleasing to see one installer
for all the mail products. Installing G Data Mail
Security also installs the Administrator, alt-
hough the latter can also be installed sepa-

rately.

Select the companents to be installed

_ G Data MailSecurity
ilg G Data MailSecisgity scant incoming and outgosng emal Installstion includes
=3 G Data MailS ecurity Administrator,

= G Data Mail Security Administrator
@ The G Data MailSecunity Administrator iz the G Data MailSecurity control
. software. [t can be wn from any compuber on the netwark.

The setup wizard starts after the installation
files have been unpacked.

[ G Data MailSecurity - InstallShield Wizard x|

Welcome to the InstaliShield Wizard for

GDATA G Data MailSecurity

The: InstalShield () Wizard will install G Data MaiSecurity on
your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
nternational treaties.

First we have to accept the licence agreement.

{® G Data MailSecurity - InstaliShield Wizard I x|
License Agreement
Please read the following icense agreement carefully.
Terms of Agreement i‘

1. Subject of the Agreement

The subject of this Agreement is the G Data MailSecurity and the program
description stored on the CD-ROM which are referred to in the following as the
“Software”. G Data herewith informs users that it is not technologically

possible to guarantee that computer software will function without error in all
applications and in conjunction with other programs.

2. Scope of use

G Data herewith grants you the simple, non-exclusive and personal right (also :_J

Phmbim Bl i m s s s i m

g W g\ S5 | PRy PN B g

(¥ 1 accept the terms in the license agresment LI
" 1 do not accept the terms in the lcense agreement
<Back Next > cancel |
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The next step is to choose the installation
folder:

{13 G Data MailSecurity - InstallShield Wizard x|
Destination Folder
Chck Mext to install to this folder, or dick Change to install to a different folder.
i~ Instal G Data MadSecurity to:
C:\Program Fles (x26)4G DATAVG DATA MaiSecurity | Change... |
<Back Mext > Cancel I

Of course, a database will be necessary for
statistics and reports in the background. Once
again, there is a choice of using an existing
SQL Server instance, or installing SQL Express.
This time, the misleading message about using
SQL Express for large networks has gone:

{i# 6 Data MailSecurity - InstaliShield Wizard N x|

Emai statistics
Statistical assessment of emal raffic

G Data MailSecurity provides a statistical assessment of your email traffic.

You need an SQL database for this feature.

" Disable statistical assessment

7 Use an existing instance of Microsoft SQL Server for the statistical assessment

% Install Microsoft SQL Express for the statistical assessment

[ contrue> | cocel |

< Back

The installer now has all the information it
needs to begin.
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x
Ready to Install the Program
The wizard is ready to begin instalation, e
Click Install to begin the installation.
IF you want to review or change any of your installation settings, dick Back. Click Cancel to
exdt the wizard.

< Back I Install I

During the installation it will be automatically
be recognised that the AV client is installed on
the server, and the user is shown a message
that its virus database will be used by MailSe-
curity:

G Data MailSecurity - InstallShield Wizard 1

@l G Data Antivirus Client has already been installed, G Data
MailSecurity uses the installed dient's virus signatures.

[Eee]

When the installation is complete, we can start
the administration console and start configur-
ing.

{§ G Data MailSecurity - InstallShield Wizard x|

InstallShield Wizard Completed

GDATA

The InstaliShieid Wizard has successfully installed G Data
Maitsecurity. Click Finish to exit the wizard,
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The MailSecurity management

interface

After the installation, we start the administra-
tor console.

(=

A<

GData
MailSecurity

Here too, a password has to be entered:

x
Please enter the name or IP address of the computer on which G
Data MailSecurity is installed as the server.

Server: |AVC5HV j
Password: |
Lok || cancel || nep |

As we have not yet set up a password for
MailSecurity administration, we have to do this
now:

Enter password

Please enter a password for future logins.

New password: I|
Confirm new password: I

o 1]

Cancel |

Once again it is clear here that G Data is at the
forefront of simple user interface design. All
essential information is shown on the first
page of the intuitive interface.

x|
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The warning indicators show the administrator
immediately which areas need immediate at-
tention:

=2

ANVESEY - G Dala Mailircurtty Adminntratoe

¥ = T
GDATA Mooson "rinde T e [ waeodosds T Heb 1 Aot
Status
Crment stats dspkay for G Data Malecurity, Double-cick (e mause k) 59 edit the ndvedaal
MailSecurity | Process incoming emad Disabled
B & Virus scan for incoming emad Disabled
i ol 0 Process outgoing emil Disabled
T e b Virus scan for outgoing email Disabled
& OutbreskShiesd Erabled
&) queues
& Automatic upates. G Dt AntTVieus Clhent
() Actvay i Date of veus sgnatres 420/2010 12:00
13 v resus & Spam fiker Erstled

& Spam OutbreaiShiekd

G Diata MGty b . prosces
nschas tha tarone

To make configuration changes, we click on
“Options”. The dialog box has tabs to show the
different areas, starting by default with incom-
ing security:

x

Queus I
incoming (SMTP) | Outgomg (SMTP) | Incoming (POP3) | Vruscheck

¥ Process incoming emai
Port 25 (Pvd, Al IP addrosses)

¥ Lise DNS to send emad

Eomwerd emadt to 1his SHTP server

Sender [P:  [Standard LAN adapter =

~ Protection price o relaying
Oy accept incoming emad from the following domains or addresses:

The Incoming tab allows groups etc. to be
imported from Active Directory, which is a very
useful feature.

B8
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options_____ ES|

Incoming (SMTF) |  Ougong(SMTP) | Icomng(POP3) |  Viuscheck |
Sean parameters Cueve | Advanced
Th)sdhiu\ld.n&l:];

Eror waiting time fhours). 24

Notify senders of messages in the queus every |-|

hoars (0=of).
Reset to defaul values I
I~ Size hmt
™ Limt the size of the queus
My number of messages 1000

bcomng (SMTF) | Ougong(SMTP) | Incomng (POPY | Viuscheck |
Scan parameters Gueve | Advanced
Repeat inferval frours):

Eror watting time (hours). |24

Netffy senders of messages in the queus every |£

hours (D=off),
Fleset to defaull values I
[~ Size limt
I~ Lim# the size of the queue

OK | Conced |ty | Heb |

The tabs have been arranged so as to show all
the important options on one page, without
overwhelming the user with choices.

Having configured the options, we then see
from the overview page of the Administrator
window that the system is now well protected:

Y T Y T T S———
oosom  "pivdse ] osnWm Pl oodoseds T

GDATA 1
h Status
nmnmrmmvbamnmw.mdnmmwbmnm
tors.
Ma“securltv & | Process incoming emasd SMTF | POP3
& Virus scan for incoming emasl Enatied
‘j & Process outgoing email Erabled
T3 e & Virus scan for outgoing email Enatlod
& OuthreskShisld Ensbiad
Q Queues
& Autermatic vpdates @ Dt Antiirus Client
() Actvry 0 Date of vrus sgnatures 4202010 12:00
5 s resuts & spom fiter Enabled
& Spam OutbreakShied Eratied
6 Diata Maecurty it procest ensd bedoie §
1haches the server
e |

The “Filter” area allows us to use pre-
configured filters, or create our own, to deal
with the most diverse requirements:

AVUSEY - G Data Hailscosity Administrator

G Filker

P e
Fh from emad a5 requred.
MailSecurity = i e

B R dangerous axt... Fiter atschvers Jer—

§) Swtus = E Disable HTML srpts: reoming

— ] Boees Fiter s

T Faer

& queues

=) acivry

8 vius resurs
a = 5

toport | -

We were also impressed with the various op-
tions for viewing the mail protection system,
such as the queue, or processed mails.

 comparaivs
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Any malware found is clearly displayed in the
“Virus results” section:

GDATA
G (p) Outgoing message queue
Croesvurms of cmeg and cutgong emd, a3 colinctng 1 the Mallatensy,
Mailsecun‘w Torgethoet | Sender | randover for ven... | Mext repsat | S
@D status
5 rer
B Queues
) actay
8 virus resuts
| W B
[ ipsemestotaers |

SRY - G Data Maitsecenty Administrator E =
[ Opters ‘:.--_mn 7 oemfie ] Wi evcpdpeeds 7 Meb | Abat

G (@), Activity
Q; Summary of acions: camied out by G Data MaSecurity.

MailSecurity

@ saws
53 rer
) Queues
) acovey
H8 vius resus

AVCSILY - G Data MailSecurity Admassstrator

GDATA [ comere  *evipdme -7 [
G g Virus results
L nfected enal.
MailSecurity Dabafe © | Lstata_ | s [ a—

@ sas
i Fver
B queuss
) actvey
E8 vrus resuts
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The last of the configuration options is found
under “Spam Filter”. This is structured in the
same way as the Options dialog box, which we
have already seen. Thus the whole configura-
tion interface of the G Data suite is very much
self-explanatory, and the user can immediately
find all necessary functions.

x
Keywords (subject) | Keywords (email text) | Content fiter | Advanced settings
Filter Whitelst | Blackist |  Realtime blacklsts
¥ Use spam fiter

Name: ISpamﬁler

Note: I

e

Suspected spam:

Email delivered: Spam waming is inseted M

| 0K I Cancel I Apoly I Help I

All the features one could want are present,
and so MailSecurity contributes to our overall
very positive impression of the suite.

oo
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Summary

Manufacturer's website

The G Data website (www.gdata.com) is well-
designed and easy to find your way around,
being compatible with current standards.

The site offers everything that you would ex-
pect from an antivirus manufacturer. There is
information about current threats, and a virus
encyclopaedia. The business section is appro-
priate to the needs of business users.

G Data makes it clear on the website that the
suite is aimed primarily at medium-sized busi-
nesses.

The installation process

As with the version we tested last year, the
installation of the G Data suite is made very
pleasant by the simple and intuitive user inter-
face, which could be used even by inexperi-
enced users without any need to consult the
manual.

The manufacturers have remained true to their
philosophy of simple installation, making this
one of the best products we have tested.

The administration console

The administration console is certainly one of
the simplest we have ever reviewed.

After the installation, only administrative work
remains to be done.

The numerous functions and configuration
possibilities mean that the suite is lacking
nothing in terms of functionality.
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Remote installation of clients is very well han-
dled and can be carried out very quickly.

The MailSecurity Administrator is no exception,
being very simple to use without lacking any-
thing in the way of functions.

Deployment areas

Although the suite copes with all standard
requirements, the manufacturers see it as be-
ing appropriate for medium-sized businesses.
The simplicity of the administration means
that some sorting functions, which would be
valuable in larger networks, have to be forfeit-
ed.

Antivirus clients

The client software is very user friendly and
easy to find your way around. There is effec-
tively no configuration to be done, and warn-
ing pop-ups are infrequent. The default set-
tings are ideal, as is the ability to prevent the
local user from making configuration changes.

Summary

G Data has, like last year, succeeded in produc-
ing a suite that is very easy to use.

There is no lack of functionality, and G Data
sets the standard for intuitive user interfaces.

Particularly the Exchange suite and the remote
installation are exemplary. The manual is vir-
tually redundant.
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Pros

+ Rapid client installation

+ Simple administration console
+ Simple remote installation

+ Quick and easy installation

+ Excellent Exchange protection

Deployment areas

Cons

Few filtering options
No real-time status

Misleading annotation in the database set-
up section

Small Networks (0-50 Users) | Medium Networks (50-500 Users) | Large Networks (500-? Users)

Summary

Installation Wizard

User Navigation

Administrator console

Default Values

MS Active Directory Support

Database Support

Remote Installation

Website

Manual

-61-
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Kaspersky

Test Software:

Kaspersky Antivirus for Windows Workstation
Kaspersky Antivirus for Windows Server
Kaspersky Security for Microsoft Exchange Server
Kaspersky Administration Kit

| KASPERSKY2

Client Protection
File Server Protection
Exchange Server Mail Protection

Administration

AV

comparatives
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Installation procedure

Downloading the product

All the products can be downloaded in fully
functioning versions from the manufacturer’s
website. It is easy to find the products, and
the website design is simple and clear.

The trial versions of the software run for 30
days, which is adequate time to carry out com-
prehensive tests. It is necessary to register to
obtain a trial licence.

Unfortunately, Kaspersky conforms to the gen-
eral rule whereby there is no single installer
for the whole suite. This does however give
you the opportunity to choose the individual
products suitable for your own network. We
note that Kaspersky also produce security
software for Linux networks.

There is a clear and simple diagram of the
different products and their functions:

By and large we had no complaints about the
design of the website.

Product installation

We begin with the installation of the Ad-
ministrator Kit.

A Kaspersky Administration Kit - InstallShield Wizard x|

Welcome to the InstallShield Wizard
for Kaspersky Administration Kit

The InstalShield Wizard{TM) will help install Kaspersky
Administration Kit on your computer. To continue, dick
Mext.

< Back Mext > Cancel

The first step is to choose the folder for the
setup files:

24 Kaspersky Administration Kit - InstallShield Wizard D x|

=

Please enter the folder where you want these fles saved. If the folder does not
exist, it will be created for you. To continue, dick Next.

Location to Save Files
Where would you like to save your fles?

< Back Next > Cancel

The installer then unpacks the setup files to
this folder:

- 63 -
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4 Kaspersky Administration Kit - InstaliShield Wizard

Extracting Files
The contents of this package are baing extracted.

Plaase wait while the InstalShisld Wizard extracts the fies needed to install
Kaspersicy Administration Kit on your computer. This may take a few moments.

Reading contents of package.. .
[ |

IrestalShield

= Bach Next =

The setup wizard then starts:

Kaspersky Administration Kit b Eq|

‘Welcome to the InstallShield Wizard for
Kaspersky Administration Kit.

The setup wizaid wil guade you thiough the instaliation of
the Kaspershy ddmirestration Eit apphcation.

Itis strangly recommended that you exdt all Mictosoft
winedows programs bedore running this 5 etup program,

To continue, click Mext.

< Beck Nest > Cancel I

There is the usual licence agreement to accept:

Kaspersky Administration Kit

License Agreement

Please 1ead the following License Agreement carefull:
FASPERSKY LAB END USER LICENSE AGREEMENT j

Kacpersky Lab ZA0 iz an owner of all nghts, whether exchussve or otfwisize to
inisiration Kit (the Software].

B CLICEING THE ACCEPT BUTTON IN THE LICENSE AGREEMENT WINDOW
U CONSENT TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS
REEMENT. SUCH ACTIOM IS A SYMBOL OF YOUR SIGNATURE AND YOU ARE
CONSENTING TO BE BUI.IND BYANDARE BECOMING A PARTY TO THIS

MENT AND AGREE THIS AGREEMENT IS ENFORCEABLE LIKE ANY
ITTEN NEGOTIATED AEHEEMEN'I SIGNED By YOU. IFY0U DO NOT AGREE

o
m
m

=

you accept all the lerms of the preceding Lic A ol h No, the setup
GMTnWhMMmmhm

Back | Yes No |

The next point allows us to choose between
“Standard” and “Custom” installation. To get
an idea of the options available, we select
Custom.
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Kaspersky Administration Kit x|
Select Installation Type \
Select necessay netallation type
dlati 2t suitable in your network. You will be sble to install addibional
fuduas and rlniy nurﬁmlalnn Iaster.

" Standard (recommended)
Standard installation is recommended for beginners.

& Custom

(BT S [otladk 1 Losags,

< Back Mext >

Now we have to choose the installation folder:

Kaspersky Administration Kit zl
Destination folder
Select folder where Setup wil install files.

Selup wil install Kaspersky Administralion Kit b the following foldes.
To netall to thas fokder, chek Next. To instal to a diferent folder, click Browse and select
another folder.

< Back Hext »

The next step is to choose the features we
want to install:

Kaspersky Administration Kit

Select Fealures
Choase the features Setup wall install.

Select the features you want to install and clear the features you do not want 1o install.

D escription
& Netwark Agent Admnistiation Senver
|—: Kaspersky Lab Cizco NAC Posture Validation manages L&mo‘
1S agerk the MSM
[ Mobile devices suppost Miciosolt
[T kaspersky Lab System Health Valdstor WS!W.H}GGLO!SEL
(o Kaspersky Administration Console Express.
« |
Space requredon L. 228K
Space avaiable on C: 20305184 K
cBock [ MNew> |  Cancel |

We particularly liked the next step, which asks us
to choose the expected size of the network. Un-
fortunately there is no information as to how
each of these options will be configured.
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Kaspersky Administration Kit
Network Size
Select network soe

Smhmmemmdmwmmﬁmmmwm This information
will be used for A ‘ol be able to edit sattings: laber.

& Fiom 1 to 100 computers in the network
" Fiom 100 to 1000 compaters in the network

" Maore than 1000 computess in The network:

Back [ New> |  cemel |

In the next step we can choose the user ac-
count for administering the suite. There is a
choice of using an existing account, or creat-
ing a new one:

x|

Assign a homamﬂmmmmw service. The account must obtain
admingstrator penmissions fod editing Adminsstration Server database.

Kaspersky Administration Kit
Server Propert
Set Sener sccount

P EC—"

+ Automaticaly created account (KL-AK-FDO0CDDIBAINCA)

" User Account

Acoourt: I

Browse |

Password I

Confirm password I

< Back Hext >

We then have to choose a database option
from SQL Express or MySQL.

Kaspersky Administration Kit

x|

Databaze Server
Select database server lype. '
Select databaze Server type to connect Administration Server. |
* Miciosoft SAL Server [SOL Express]
€ MySOL
<Back Newt > Cancel |

The next point concerns the SQL parameters:
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Kaspersky Administration Kit

Administration Server Properties
St Micrazoft SOL Sarvet Pacamstars.

Select computer hosting SOL Server.

" Instal Microsolt SOL Server 2005 Express Edition [recommended)

e g
SOL Server name: |EvtsHV\mv_cs_nDHlN_KlT
D atabase name: |rav

< Back Mext >

We select SQL Express for our test.

Kaspersky Administration Kit
Installing Prerequisites
Information about necessary applications

'(mhmelmnnumtdnmnm SQLSM?IISEW Edition. Setup wil perfom this
action and alvo instal i

O Mictosolt Windows Installer 3.1
' Microsolt Data Access Component 28

3

'~ Microsoft. NET Framework 2.0

Press "Next” nmmmumnwmdwsmummm
installabion process. Kaspersky Administration Kt instaBiation wil after complieting this
opetation.

< Back Newt> | Concel |

We now just need to choose the authentication
method:

Kaspersky Administration Kit

S0L Authentication Mode
Choase Authentication Mode.

|

I\n

Chaase the authentication mode you want ko use for connection bo Microsoft SOL Server.
If you select SOL Server Authenti POu ane d to entet the account and
confirm the passwoed.

" Microsoft Windows Authentication Mode:

€ SOL Server Authentication Mode

Vser name: I

Password I

Confem passward: I

< Back Hewt » Cancel
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Kaspersky uses a network share to distribute
installation packets and updates. You can
choose between using an existing share and
creating a new one:

4
Administration Server Properties
Set Server shared folder.

Shared folder will be wsed bo store installati 4 and updates for K. sky Lab
applications. Crests the folder on the cument machine o selact the aasting shated
network resource.

(% Create new shared folder
[C:\Program Files (85)\Kaspersky Lab\Kaspercky Administiation Ki\s Browss... |
Shared folder name:
[FLskarE

" Select esisting shared folder
[MAVES AV Address = Bronse

< Back Next > Cancel

An Administration Server port also needs to be
defined:

Kaspersky Administration Kit x|

Administration Server Properties
Set Server pots,

Dedfine the Administiation Server poit. The value must e in the range of 1-685535.

Port rumber: |||4|)00
Define Adminictration Server SSL port. The vakse must be in the range of 1-85535.
551 port number: |13mn
< Back Next » Cancel

The method of name resolution for the server
can also be set:

Kaspersky Administration Kit
Administration Server Properties
Set Adminisiration Server Address

Set the Administration Server addeess as one of the following vadiants.

a4 DS name. Itis used if a DNS server is present and clent computers can get server
addiess via it

b, NeiBIDS name. Itis used if chent compulters can get address via Methios server, or
if aWINS server it present.

. IP addmess Itz used only if the sencer has static I[P address which will not be
changed in the fubure.

Administration Server addiess:

[evesRv =

<Back Newt > Cancel |
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The installer now has enough information to
begin the setup process. It must be noted here
that the installation must be carried out using
the main Administrator account; any other
user account, even with administrator privileg-
es, will not work. We feel that the wizard
should notify the user of this at the start.

Kaspersky Administration Kit N x|

Start Copying Files
Review zelting: before copyng files,

Setup has enough micmmabion to shat copyng the progam fles. [ you wank bo review ot
change any seltings, chck Back. IF you are satished with the seftings, click Nest to begin
copying files.

S elect Installation Type -
ICustosn
Destination folders:
T:\Progiam Files [<G5)\Kaspersky Lab\Kaspessky Administration Kity
IC:\Program Files (<85\Common Files\K aspersky Lab
Component(s] o nstall
Adrministrabon Serves
Netwark Agent
Kazpersky Administration Conzole had
4| | v
¢Back [ New> Cancel |

Once the installation is complete, we can open
the administration console:

The management interface

First use of the admin console conveniently
starts a configuration wizard:

[t wrtes sren Esud e Wtomrs
hstatine

it s s sk or W

[enrig

B vty spdate st tege DI Ve protertion state
O it mortsicatis witimgs.
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The first step is to select a licence file:

Quick Start Wizard

License
Choose how you want to add your icense.

" Enter activation code
& Loadfrom key fie
" Add kicense later

<Back Next > Cancel| | Heo |

We choose a locally stored licence key:

Quick Start Wizard

License

Choose key file:
|CZ\U‘.§HS\!" i

Al M—

[V Automatically deploy kcense to managed computers

Next, the installer carries out a thorough scan
of the network:

Metwork Discovery
Detecting computers.

W nitial network discovery is complete

Next > Cance Help I
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By clicking on “View discovered computers”
you can see the client PCs that have been dis-
covered:

2lx|

=] Managed computers
T AVCSRV
El-¢fs Unassigned computers
El-ofs AVCTEST
& AVCCLEENT

Next, we can configure the notifications for
the mail server:

Natifications
Choosing emai notification settings.

Recipient : I
SMTP server: I
SMTP server port: 2 =
[~ Use ESMTP authorization
Vser name: |
avovord qunnua
= |
< Back Nest > Carcel | Heb |

We then see a summary of the completed
tasks:

Settings
Creating indial configuration settings.

+  Policies
- Kaspersky Anti-Virus 6.0 for Windows Workstations
~ Kaspersky Anti-Virus 6.0 for Windows Servers

+  Group tasks
Kaspersky Arti-Virus 6.0 fior Windows Workstations
- Scan Computer

Update

Kaspersky Anti-Virus 6.0 for Windows Servers
= Scan Computer

Update

I/ Administration Server tasks
- Dowrload updates
- Backup

< Back Nexts Cance! Help




Product Review: Corporate Review 2010

The configuration wizard then downloads up-
dates to the administration server:

Quick Start Wizard

e
Downloading updates to the Administration Server

i} You don need o wat til update is complete. Click “Next” to continue the wizard. Downloading
will continue in background

e downboaded bases/av./hdb/1386/base79c kdc'

A great number of update files will be down-
loaded for the various systems, but there is no
need to wait for the update process to finish,
as it will run unattended in the background.
Like last year, Kaspersky's configuration wizard
is definitely one of the best we have tested, as
finishing one wizard leads to the start of the
next, so that no important tasks can be forgot-
ten.

x4

Initial setup is complete

¥ Start deployment

In order to complete the wizand, press the “Finish™ bution

=]

Next we start the deployment wizard:

|
Welcome to the Deployment Wizard

[This wizard helps you to select computers for degloyment and =]
Install Kaspersky Anti-Virus on them.

To continue the wizard, chck “Neod™.

|N=thCr|cd

Here we can select the installation packets
that we want to distribute to the clients. Any
installation packet not in the default list can
be added manually:

Deployment wizard x|
Installation package
Salect apphcation for deployment

Kaspersky Anti-Virus 6.0 for Windows Servers MP4 (5.0.4.1424)

Kasparsky AntiVins 6.0 for Windews Servers MP4 (5.0.4.1424)_1

Kaspersky Anti'Vinus 6.0 for Windows Workstations MP4 (5.0.4.14
indo ations MP4 (5.0.4.14

1
/
:
2
g

If the wizard has already been used before,
there is a choice of installing software to new
clients, or additional packets to existing cli-
ents.

Deploymentwizard x|

Computers
Select target computers for deployment

Deploy to a group of managed computers.

Select computers for deployment

b Computers where the same o newer versan of the selected apphication is already instaled will not
be affected.

- 68 -
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As this is the initial configuration, we have to
select the client PCs to be installed:

Deployment Wizard

Computers
Select target computers.

=05
E- [A#fs Unassigned computers
=-[F 4ty AVCTEST
7] AVCCLIENT

<Back Next > Cancel | Hep |

The next point is the selection of options for
the client installation. We particularly liked
the option for Active Directory integration:

Deployment Wizard

Setlings
Deployment task setfings.

¥ Using Network Agent
¥ Using Microsaft Windows resources from shared folder
¥ Do not install application f & is already installed

[~ Assign Network Agent installation in the Active Directory group policies

<Back Nexd > Cocel | Heo |

Now we have to select a licence for the client
installations:

Deployment Wizard

License
Select the keanse

"% Select one of the avalable kcanses or add a new one using the “Add” button.
L1

writy Intesmational Edtior

4 |

< Back MNeod >
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Kaspersky provide an exemplary choice of ac-
tions to be carried out on client computers
when a restart is necessary:

Deployment Wizard

Restart computer
Select one of the options to restant computer

d  the application instalation recuires the

Select an action that will be perf
restad.

" Do mot restart the computer
" Restart the computer

Computer will be restarted automatically
* Prompt user for action

User will be prompted to restart computer

Prompt will appear every 5 minutes
Comgputer wil be restated after 30 minutes

Mogfy
I™ Force closing the applcations in blocked sessions

<Back Next > Cancel | Hep |

The installer can be configured to remove any
incompatible applications, such as other anti-
virus or firewall programs:

Deployment Wizard

Incompatible applications
Remeving incompatible applications

Removing incompatible applications from computers

Kaspersky Anti-Vinus can not be installed on a computer running ancther andivirus or firewall.
To Anti-Virus all in ’ removed.

Confiqure a1 tomatic mmoval

<Back Neot > Concel | Hep |

The next step allows client computers to be
assigned to administration groups:

Deployment Wizard

Computer relocation
Adding compaters to the Managed computers.

Select the group into which computer will be moved after installation;

" Do nat move computers automatically
(¥ Move unassigned computers to the group:

< Back Next > Cancel |
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We then choose the Windows account to be
used for the installation:

Deployment Wizard x|

Account
Select accounts for accessing the target computers

) Add accounts which have administrative rights on the target computers. I the computers already

€ AVCTEST\Administrator

<Back | MNet> | Cancel | Hep |

The wizard now has enough information to
begin the deployment process:

Deployment Wizard ﬂ

Deployment
Ready to stant deployment

Click "Nexd™ to start deployment.

cBack [ Met> | Concsl | Hen |

The wizard then informs us that the deploy-
ment task has been created and started:

Deployment Wizard |

Deployment
Starting the deployment

The deployment has successfully started .
+/ Deployment lask crealed
' Deployment task started

Click "Neat™ for details.

It seems impossible, but Kaspersky is the first
manufacturer to have created a real-time in-
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stallation display that informs the user of the
current state of client installations:

LR

KT Wi + ks A SRR (e + Dy ey BT VD b D |7 W
ot P (6.0.4.1434)

i Deploy ¥ i=Wirus 6.0 for
P Workstations MP4 (6.0.4.1424)_1
ppe s Lasurdy Admaatratrn B2 1.t ApoSryts Sephoywed

Bunnineg:

Task rxreation

b et k.
B Siuap thee task

When the installation has been successfully
completed, a summary page is presented:

alllx

[T g Py pp————— A e 8.8 for

Deploy Kaspersky Anti-Wirus 6.0 for Windows
Workstations MP4 (6.0.4.1424)_1
otk Kasparebn ackamatraTins RE. Tt Apod st

e Completed sicoessdully
e - S
o, T Pk Sy

The only thing to be criticised here is the
speed with which the clients are installed.

The console is designed in the accustomed
clear and comprehensible manner. All the nec-
essary functions are present and easy to find.
This simplicity means that even inexperienced
users can find their way around easily, without
any need to consult the manual.
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Exchange 2007 protection

We begin with the mail security setup:

/15 Kaspersky Security 6.0 for Microsoft Exchange Se

Welcome to the Setup Wizard

The Setup Wizard will nstall Kaspersky Security 6.0 for
Microsoft Exchange Server 2007 on your computer. Click
Next to continue or Cancel to exit the Setup Wizard,

There is the usual licence agreement to accept:

i3 Kaspersky Security 6.0 for Microsoft Exchange Server 2007 o =l 1
End-User License Agreement h
Pleass read the following License Agreement carefully EK
Standard End User Licence Agreement il

NOTICE TO ALL USERS: CAREFULLY READ THE
FOLLOWING LEGAL AGREEMENT ("AGREEMENT"), FOR
THE LICENCE OF SPECIFIED SOFTWARE ("SOFTWARE")
PRODUCED BY KASPERSKY LAB. (KASPERSKY LAB").
IF YOU HAVE PURCHASED THIS SOFTWARE VIA
INTERNET BY CLICKING THE ACCEPT BUTTON, YOU
(EITHER AN INDIVIDUAL OR A SINGLE ENTITY)

CONCTNT TO DT DNATTAM DV ANTI DEOOAIT A DADTV TN

-

[V 1 accept the terms of the License Agreement]

prnt | <Back Mext > Cancal |

There is the choice of “Typical” or “Custom” in-
stallation:

{1 Kaspersky Security 6.0 for Microsoft Exchange Server 2007 = [=] 3
Choose Setup Type

T
Choose the setup type that suits your needs best

%

Typical

]
ﬁ Installs the mast comman program features. Recommended for most
= users.

Custom

&
j;;%! Allows users to choose which program features will be installed and
5 where they wil be installed, Recommended for advanced users.

The installer points out that additional param-
eters can be configured in the next stages:
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/¥ Kaspersky Security 6.0 for Microsoft Exchange Server 20 =10]x|
Additional application options =T

In subsequ dows you can edit anti-virus for

Security 8.0 for Microsoft Exchange Server 2007. Clck Next to proceed with the
additional configuration. Click Back to review or change any of your instalation settings.
Click Cancel to exit the wizard,

Here we can choose whether to start protec-
tion immediately after setup completes:

[@ Kaspersky Security 6.0 for Microsoft Exchange Server 2007 =0l x]
Anti-virus Protection ?'G_"l
Anti-Virus protection settings | V,
¥ Enable anti-virus protection diately after installation
<Back Next > cancel |

We were pleased to note that the installer
points out that some Microsoft services need
to be restarted after the installation.

=101
Restart services :.;_.:
The following services may be restarted during installation K
lattention! -

The following services and all depending services will be restarted
during Kaspersky Security 6.0 for Microsoft Exchange Server installation
or deinstallation:

» Microsoft Exchange Information Store service
(deinstallation only);

« Microsoft Exchange Transport Service (if transport
intercaptor installed only).

S SRty T et WA AP .5

{MIM)' CUKe![

The installer now has enough information to
begin:
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{17 Kaspersky Security 6.0 for Microsoft Exchange Server 20 =10] x|
Additional configuration is complete '.z_b__
The additional configuration of the application is complete K

The additional configuration of Kaspersky Security 6.0 for Microsoft Exchange Server
2007 is complete. To proceed, press Next.

The Exchange 2007 interface

The MMC-compatible management console for
the Exchange protection is very clear:

{i# Kaspersky Security 6.0 for Microsoft Exchange Server 200i

Application installation

Please wait while the Setup Wizard installs Kaspersky Security 6.0 for Microsoft
Exchange Server 2007.

Status:
I

(2] Kaspersky Security 6.0 for Microsoft Exchange Server 2007

Setup completed successfully

Cidck the Next button to run the Qiudk Start \Wizard.

The upcoming Kaspersky Security Suite for
Microsoft Exchange has fewer steps. We will
report in one of our next tests.

=51
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An initial screen allows us to define what serv-
ers we want to manage with that console. This
can be useful for some administrators, who by
some reason do not want to use Administra-
tion Kit.

If you switch to managed server you can see
installed components and basic license over-
view.

There is a limited range of options here, so it
is an easy task to configure the available set-
tings. These are notification, reaction in the
event of an infection, backups and reports:

KASPER§KY

LY |
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Server protection menu have two tabs related
to two main tasks the product is charged with
- Anti-Virus and Anti-spam protection.

KASPCRIKY

7 Enaie vt pevsecnon b e Masion 1ie
7 Enabie as-vins protection kot e Hulbs Tramsigint rhe

Ut o e vire
weckictws [Desmvectes 3]
e 3
Comaned ot [Hhow -

¥ Save ooy of e chrect b Bachup

Trsies Bor eachushon from e sean scoge

Protection formaibozes

Anti-SPAM protection tab allows us to define
rules for spam processing.

PE Kagervky Sccurity B8 for Mermolt Exchange Servers

M Acton  Vew e

(il I

5 M besbont Ka 80
el for Microsoft Exchange Servers
h, uocnies

weadt | @ Server protection

e Anti-Virus protection | Anti-Spam protection

KASPERSKY

etarwity et o
Fobes fod apam processng

At of s Ao AT ey ddilebel Label i message beacer

Spam [ F r oS
Frobabie tea [ = F r W [PPebstkesess]
Fomalnoesien  [How 3] r e
Cepactcortmen v o [ =] r ol E—
Biscrsund [Een = * r L (=
White and black lis settings.

Adwanced semngs -

Updates management also allows setting up
update source and frequency, again as a sepa-
rate settings for Anti-spam and Anti-virus pro-
tection.
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P, Kangerrakey “aecursty B0 for Microalt Exchange Servers

@ updates

KASPERSKY

Anti-Virus database update

Sttus Database wpdsied | =

Aunit-Spam databases wpdase

Pt o the: sl spebish:
Cormpleted suocesshly

Updishe seasen:

& Kasparsky Laiv's update servers

7 HTTP sareer, FTP sarvan. kocal o network folder

s ek

[Foctety 3] ww[F:[= 32
== I

Connection seElings

St Update | .
|

Dutsbase isswd on:
14902010 18:2%

Notification settings allow us to set up notifi-
cation rules for main predefined event types.

°F: Kanperuicy security L0 for Mcrosolt Exchange Servers

rﬁ Microsoft Exchange Servers

I Regter m Wiendaws Event Log

oty sbot cnTupEd sbjcts

KASPLRIKY

Mcaity st gxotected objects

Koty about wystem eroes

Ecl surcing semeca

Reports management allows us to create and
view reports on virus and spam detection.
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P, ey e

KvY
FERPCR) KASPLR{KY

™ oty bt nourmeng amars by emad
 Progese Fiea 3 Saropeiioge

Dta wicrage
¥ Fastnct the Backup siorage wse

Backug size may ot eosed [ 510 - MB
I Rsc he durion ol abyect sorage i Backp

s | El.wmu-_ru L] Stove cbpects e lorgerthan [ 35 1 dws
B Freserce sl dan
Notmorean [ 1 5 [Feam =]
al I o T .
Report Anti-Virus for the period 0F oxy 2010 (UTC) M%
14 Anti-Virus report KASPERJKY?
¢ ::":'J'r'.“;”"l'-ll'cl 4 m:::.-m sl:ou 2010 (uTE) - 13 0et 2080 LTC) mﬁ?ﬂr‘; Senvars
And final License tab used for license man-
Clean cbjects [ 0% ous
Desinfected objcts ] 0% oug agement'
Non.gisinfected objects
Infipcted objects: ] % oue
Suicscdut obiert (] % oug
e p— ] [ ous
Comupeed objects: o 0% ous
Unprocessed obiects
Leenge violaiton o % oug :
AV databe v o [ aus e sancs I . KASP[RSKV
Erocessing eror o % ous sota =
o o o oms

| Pepiscn | oo [

Hotty sbonst bcwmme ey = [T 5 2o

Heport Anti-Spam for the penod 0F oxr 2010 (UTC) - 13 okr 2000 (UTC) ‘mﬂ
2
14 Anti-Spam report KAS PERYKY?
- rername DG agpersky Sequnity 8.0
) Reported pariod 07 0ct 2040 (UTC) - 1302t 2040 (UTC) for Morosoft Exchange Servers

| 1 M
Conitang no spam 0 % oM
Soam [ % L1
Brobabis st 0 0% oME
Formal ratfeaton 8 0% ore
Slackisted o % oms
Trusted 0 % ore
tiot scarac L % omE
Total 0 o oms

Settings tab used to set up some main system
configuration like logging and backup storage
capacity.

AV

comparatives

- 74 -
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Summary

Manufacturer’s website

Kaspersky's website (www.kaspersky.com) con-
forms to normal Internet standards and is easy
to find your way around.

There is also a “security zone” where you can
find out about viruses and other types of mal-
ware.

The installation process

There is a lot of information to be entered
during the setup process. However, the clever-
ly designed setup wizards are a big help, and
so even inexperienced users can carry out the
installation quickly and easily.

The configuration is also made easy by the
wizards.

The entire suite can be installed and config-
ured in minimal time, without having to con-
sult the manual.

The administration console

As with the product we tested last year,
Kaspersky knows how to make life easy for the
user, and so the entire configuration process is
child’s play.

The MMC-compatible console, with its graphical
presentation in the functions pane is particularly
pleasing.

Deployment areas

Kaspersky is at home in networks of all sizes,
and the Active Directory integration is a big
help. It is only in very large networks that the
product might be a little inconvenient.
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Antivirus clients

The client software is, as usual for Kaspersky,
very professionally produced, and hard to find
fault with.

Summary

Kaspersky has, as it did last year, produced a
very good corporate suite, which can be rec-
ommended to everyone without reservation.

The setup wizards and administrator interface
make working with the suite very easy.

It is of particular note that Kaspersky is one of
very few manufacturers to produce a real-time
display of the status of client deployment.

It is actually mystifying that other software
companies dont follow Kaspersky's excellent
example and allow the administrator to keep
up with the installation status of the clients.
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Pros

+ Real-time status of tasks

+

+ Simple remote Installation

+

Excellent setup wizards

+ Quick and easy installation

Deployment areas

Cons

- Limited Exchange functions

Graphic display in administrator console

Small Networks (0-50 Users)

Medium Networks (50-500 Users)

Large Networks (500-? Users)

Summary

Installation Wizard

User Navigation

Administrator Console

Default Values

MS Active Directory Support

Database Support

Remote Installation

Website

Manual
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McAfee

Test Software:

McAfee Total Protection for Endpoint — File Server Protection
Exchange Server Mail Protection

Client Virus Protection

AV

comparatives
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Installation process

Downloading the products

The layout of the McAfee website is simple. It
is, however, the least informative of all the
manufacturer's websites in this review. You
could be forgiven for thinking that it serves
rather more as a storage area for developers’
documents, and less as a source of information
for customers.

Even after searching the website for hours, it
is still not clear to the corporate user which
products to choose.

Having eventually reached the download area
for the trial versions, you are faced with a
huge variety of products. There is a filter func-
tion, but the labelling of the filter options is
just as mysterious as the naming of the prod-
ucts.

Registration is necessary to obtain a trial key.
This is valid for 30 days, which is sufficient
time to test the selected product thoroughly.

When we reviewed the beta release of McAfee’s
ePolicy Orchestrator management server we
were pleased to see it bypasses this web site
complexity. ePO provides a Software Manager
screen that presents the user a list of available
evaluation and licensed software for download
directly into the management server.
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Product installation

We begin the installation of the “Total Protec-
tion Suite for Endpoint”. The first task is to
confirm that additional software packets
should be installed:

McAfee ePolicy Orchestrator 4.5.0

Setup needs to install additional software on your system.
A
Do you want to continue?

| Yes I No

2

We confirm this installation. We note that
McAfee is one of very few manufacturers to
demand a restart of the server after installing
the C++ Redistributable Package:

McAfee ePolicy Orchestrator 4.5.0 '

The Microsoft Visual C++ Redistributable Package requires a
reboot to update system files.

Please reboot this computer and run setup.exe again.

=

Now the installation proper can begin:

HcAlee ePohoy Orchestrator 4.5.0 Pateh 1

McAfee

ePolicy Orchestrator

‘Welcome to the McAfee ePolicy Dichestiston setup fos Total Protection for Endpoint suite.

The sube makes deployrg ToPS for Endport sasy and efficient

It comes vath pee-nstalied ToP'S fo Ercpont pachages and a ToPS tour thd geovides vealihrough proceduses for the riial sehg
of ePobey Dechesiralor

The InatislShisid Wizand wal install the ¢P°D and ToP'S packages on you computer, To confinue, chok "Hest ™
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Next we have the choice of entering a licence
key, or using a test version:

MeAlee ePelicy Drchestrator 4.5.8 Patch 1

McAfee

Type Liconse Key

ePolicy Orchestrator

Type your ePokcy Orcheatrator keense by 1 pou do not have a Boerde ey, selsct Evabustion b inatall an evashustion version of
the soitware

" License Kay
|

A Evahustion

Miiee ePobcy Orchestistor 4 5 vl peodically nend back vaious wsiem and network, infomation. inchuding thee sl nfoimation
ardd cenie usage. to Modlee

For mons nbomaion, pleste fnd the FAT) on ou dovenload sl

| cpack T [pees] | | Concel

We accept the licence agreement:

McAfee Licensing

McAfee’

McAlee End User License Agreement

License eopiry date: Select location whers purchased and used:
Sunday. November 14, 2010 [unted States (defauk for use i US) =l
Eﬂﬂ Uzer License Agragment g

HOTICE TO ALL USERS: PLEASE READ THIS CONTRACT CAREFULLY. BY
CLICKING THE ACCEPT BUTTOMN OR INSTALLING THE SOFTWARE, YOU (EITHER
AM INDIVIDUAL OR A SINGLE ENTITY) AGREE THAT THIS AGREEMENT IS
ENFORCEABLE LIKE ANY WRITTEN CONTRACT SIGNED BY YOU. IF YOU DO NOT
AGREE TO ALL THE TERMS OF THIS AGREEMENT, CLICK ON THE BUTTON THAT
INDICATES THAT YOU DO NOT ACCEPT THE TERMS OF THIS CONTRACT AND DO
HOT INSTALL THE SOFTWARE

1. Definitions
3. “Software” means (a) all of the contents: of the files, disk(s). CO-ROM(s) or other
meadia (including electronic media) with which this Agreementis provided or such ;l

% | 3ccapt the temms in the kcense agresmant o l w!

1~ Ido not accept the terms in the lcenss agreement

Following this, we can choose the scope of
functionality to be installed:

Hehlee ePohicy Orchestrator 4.5.0 Pateh 1

McAfee

Choose Softwae to Evaluate

ePolicy Orchestrator

¥ Bo the oFD) pepostony

F

Iritals of obcy Orchestiator. checks n Moalles Agenl. ViesScan iprotects hom winsies] AntSpyware [Drotects fom
petentialy and Simhclviscs [web b salety]

7 Host Indssson Pravistion
Secures deskitops from minasion by combiring sgnature and beharvioral protection: also ncludes frewal and
protechon

I McAlos Secusty lor Lobas Dommo and M5 Exchange (GroupShiekd]
Privades: anfevaus and anli-pam protection and contant fteing lof Micrsolt Exchangs and IBM Lotus Do
servers

[ <ot N [Himts] |

The next step is to enter the user credentials
for the management console:

Machfiee efolicy Orchestrato:

ePolicy Orchestrator

el Adminastrator Endoamation

Enter the: ePolcy = et name and ol Upe this us
oy Oicheststor

and pasaword the fest time you log on by

rAdministiaios nbomalion
User name:

[acnin

Pazsword

Corfm pazzwoed

MicAler cPoboy Orchestrator 4.5.0 Paich 1

McAfee

Chotee Destination Location
Setect the foider whase Setug ruslal les

Miztien efithey

T imetalto this dolder. chok “Nest™ Toimatallto o dfferent lokder, chch “Browse™ and selact anothes foke:

Dastration Fikder
C\Program Fles (M cAles’aPoloy Dchestator, [

The access data for the database server is then
entered:

McAlre ePolcy Orchestrator 450 Patch 1

McAfee

St Databave information
Idanely the tppe of sccount and suthenicstion detask: that the sPT server uses 10 socess the datsbace
Distshsie Server
Dbt S prver copcdenils

& Wiedows stheriicaton Do

£ SOL autherduzaion I H
Uzer e
I
Pasawond
[

SOL sarves TCP pent I_

| cgoer | ey | Concm

B
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This is followed by the choice of ports for e shofry Orhetrator 3D et 1

communication with the suite: McAfee ePolicy Orchestrator

Selup Status

ePolicy Orchestrator

Set HT TF Configu stion
Endet the port b b e
Upidatrg component iageitabin
The ePolicy Dachesirator server communicates with the console and agents using HTTP. The HT TP ports sust be free on _
managnd syibemt. ardd on the system that hoits the sere
Agert-to-serves commaricahon port B
Aagert bi-ganvt SBCUNS COMMuUNICahon port 443
Agert wake-up communicstion port EE
Ageet boadosit conmrecsion Dot Fﬁ‘\'— =
Comole do-sppbeation server comemuncstion por- ETH
SRR K 480 COT i Dot B
Secuty Shreals communication port B
S0L sever TCP pot B . . N
When installation is complete, we start the
Lot i imCotey/ “Orchestrator” to carry out the configuration:
The installer now has enough information to Fickes oty Orhesimey S0 o2

McAfee ePolicy Orchestrator

complete its task:
InstallShickd Wizasd Complete

The InitalfSheeld Wizad has succeshully indaled Moiee sFobcy Duchestrator. Chck Frssh 1o et the wezsnd

7 e, | want 10 view the FeadMe .

T e | want o baunehs Meslis sPolecy Oichastiator rasw

MeAler cPobicy Orchestrator 4.5.0 Patch 1

McAfee ePolicy Orchestrator

Staut Copying Files
v smltragt bl ey fles.

Setup has encugh ndomation bo st copping the program fles. I you want 10 review of change any sefiings. chck "Back”. If
pous e e vath Bhe ettings, chol Nest™ to begin copying fle:

Cunert Settngs [ s T [y F I, cancel
[Desnaontok

AP O

Usemame: admin

Pasword ™=

D atabate information:
Server AVCSAVISOLEXPRESS
227

LlJ
Cancel

| 1 ok (Mot

B
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The management interface

After starting the ePolicy Orchestrator, we are
greeted by the login site of the web applica-
tion:

The first step is to authenticate yourself.

The standard password has to be entered here,
which can only be found by reading the hand-
book.

We confirm without changing the password
and log in to the management console for the
first time.

The management interface of the Orchestrator
has a very pleasing graphic design:

McAfee is entering new territory here by offer-
ing the user an interactive tour of the suite, in
order to learn how to use it, and what the next
steps will be:
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[ cPolcy Onhcrtraior A.50 (Bul £55)C RS I

Product descriptions

Tutal Droscrsin fae Endpssat ars grauped st thass

The first step is to create groups for network
organisation, and assign client PCs to these:

------

Datected Systams

. I Tag Catalog

By clicking on System Tree we can begin creat-
ing our security structure:
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T

Having created two groups, for the server and
clients respectively, we add the machines to
these:

e sin

e b b it

A0

This very extensive form allows the administra-
tor fine control over the process of adding
computers, and also enables pre-configuration
of some important settings, thus saving a lot
of work later.

Having activated the Computer Browser service
on the server and entered details of an admin-
istrator account, you can select the computers
and add them into the security structure:

Browse for Systems

=

I” sShow selected rows

Domain:lAVcTEsT

[T | Systems in Selected Domain

5
71| AvVCSRV

We import our server with a click on OK:
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System Tree stings

When the computer has been added into the
group, there is a variety of actions which can
be applied to it:

My Organization > Server

Systems FRCEHT

System : System Description

Quick find: [AVCSRY | ety | cloar | giemecee i
T | System Name A | Managed State Tags (=]
¥ | avecsav Managed Sarver 15
Deploy Agents
Medify Policies on a Single System
Modify Tasks on a Single System
Choose Columns Sit Dascription
Create Time Based Password Set Policy & Inheritance
Export Table Show Agent Log
Rogue Sensor » Transfer Systems
Tag ’ Update Now
Agent » wake Up Agents
__| Directory Management »
Actions ¥ " Wake Up Agents | ° Ping

1 selected |

The scope of the Orchestrator is very wide, and
the well-designed web interface makes it very
user-friendly. It is very easy to download the
necessary software packets and store them in
the Repository of the Orchestrator, from where
they can be distributed with just a few clicks.

To do this, we go to the Client Tasks area and
select “New Task"™:

AV
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My Organization > Server

Systems Client Tasks - Gmug Details :_
Task Name A  Schy Broken Inheritance 1
Install AntiSpyware Enterprise Client | Run| None r
Install Host IPS Client Run| None r
Install McAfee Security for Lotus Domi Run, None r
Install McAfee Security for MS Exchan, Run| None r
Install SiteAdvisor Enterprise Client Run| MNone r
Install VirusScan Enterprise Client Run| Mone r
New Task Run| MNone g
On Demand Scan (VSE 8.7) Wee None r
Update Client Protection Daili Mone r

Actions ¥ :: New Task

The wizard that then starts has a wide variety
of tasks which can be applied to our selected
computers.

This type of configuration is found throughout
the interface and is very easy to get used to.
The individual areas are clear and easy to un-
derstand, and laid out in a well-structured
manner.

The Interactive Learning Tour is intended to
make using the suite easier for less experi-
enced users. However, it must be said that the
suite is designed more for very large and com-
plicated networks, which of course requires
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more in the way of knowledge and experience
from the user.

The query area is ideally prepared for analysis
of the log files, and offers a huge variety of
pre-configured queries, which provide a con-
venient means of finding out all
information about the system.

important

It is also very practical that the Exchange pro-
tection has been installed at the same time,
and everything can be controlled using the
Orchestrator. McAfee has definitely created
one of the best all-in-one management con-
soles here.

B
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Summary

Manufacturer’s website

The McAfee website (www.mcafee.com) conforms
to normal Internet design standards.

Unfortunately, it is very easy to get lost on the
website, due to the confusing mass of different
products. For a corporate user, it is practically
impossible to find clear information about the
available suites. You are simply overwhelmed
with information and cannot get any sort of
overview.

This should be improved by McAfee as soon as
possible, either by simplifying their product line
or finding a way of presenting their products
more clearly.

The installation process

When you have eventually managed to find the
right suite, you can look forward to a very easy
installation.

The fact that the management console, Ex-
change protection and intrusion prevention
system are installed together by one setup
program saves a great deal of time and effort.

Other manufacturers should see this as an ex-
ample and follow suit. Too many “suites” come
in the form of separate products with separate
installers.

The administrator console

The ePolicy Orchestrator is currently one of the
best and most powerful management consoles
on the market.
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After just a short familiarisation period, the
user can carry out the most complex tasks
easily.

The enormous functionality and organisational
opportunities mean that the Orchestrator is
very suitable for large and complex networks.

Deployment areas

In short, all networks!

Antivirus clients

The client software is very user-friendly and
easy to find your way around, with no obvious
flaws.

Summary

After the initial confusion on the website, you
will be very pleasantly surprised by the suite.

Installation is very simple. The management
console provides trend-setting solutions in
several areas, and the degree of functionality
is impressive.

Whether you need to protect a small network
or a huge domain, the McAfee suite will be
ideally suited for all requirements.
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Pros

+ Outstanding administration console
+ Simple configuration

+ Very good grouping functions

+ Quick and easy installation

Deployment areas

Cons

Very confusing website

Small Networks (0-50 Users)

Medium Networks (50-500 Users)

Large Networks (500-? Users)

Summary

Installation Wizard

User Navigation

Administrator Console

Default Values

MS Active Directory Support

Database Support

Remote Installation

Website

Manual
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SOPHOS ‘

Sophos

Test Software:

SOPHOS Endpoint Security and Control __ File Server Protection / Client Virus Protection
/ Management Console

SOPHOS PureMessage - Exchange Server Protection

AV

comparatives
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Installation
Downloading the product

The website impresses with its pleasant de-
sign. It is simple, clear and fast.

Registration is necessary to obtain a free trial
key. This gives an adequate 30 days to test the
software.

The inexperienced user should take some time
to understand NAC; he or she may otherwise
waste time trying to find the additional mod-
ule, which may not be necessary.

By the time you come to download the prod-
uct, it should be clear which component does
what:

Endpoint Security and Data Protection

Step 1: Download Step 2: Optional Step 3: Optional
Enterprise Console download download
Install on Sophos NAC Data encryption
Windows Server 200220082008 § jngia an Install on
fi2 Windows Server 2003200872008 | Windows XPVistal?
43TUB |5 B2 (CDowionds)
|_Download | (_Downiloag | e —
e b You will get
Upgrading? -~ »»((rs - | | You will get » SufeGuard Disk Encryption
Wisitthe Upgrade Center first - NAC - SafeGuard PrrvateCrypto

+ Dacumentatian * Decumantation

You will get

= Management console
= Anti virus

= Chent firewall

= Data control

= Dewice coniral

= Application controd

= MAC

+ Documentatson
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Product installation

The first task is to unpack the installation files
to the local hard drive:

: Sophos Endpoint Security and Control 9.5 Network installer N

=1oix|

|Estraching tooks\AEAD test TXT
Eutracting readzec_45_eng himl
Estracting Servelnetaller\pre-teqehdatt elFramework\ dotretfs 35 exe

Deztination folder
Ic:\-.e-c_dﬁ

Installation progress

;] Hiowse-. |

Cancel

Instadl I

We are then greeted by the install wizard:

{¥ Sophos Enterprise Console 4.5.0 - InstalliShield Wizard

the InstaliShield Wizard for
Enterprise Console 4.5.0

Sophas Enterprise Console Setup is preparing the Instalishieid
‘Wizard which will guide you through the program setup
process. Please wait.

= Back ext >

|[ canca |

AV

comparatives
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Next, the setup programs checks that its re-
quirements are met:

/i3 Sophos Enterprise Con

le 4.5.0 - InstaliShield Wizard

The Sophos Enterprise Console setup cannot continue for the following reasons:

(2 Windows Installer 4.5 (KB9S8555) must be instaled before instalation,

4« 1 ¥

In=taiShistd

< Back

[(he> ]

Cantel I

In this case we have to update to the newest
Windows Installer (it is worth checking before
installation that this is up to date). Having
done this, we can proceed with the installa-
tion, and accept the licence agreement:

|'\;1 Sophos Enterprise Console 4.5.0 - InstalliShield Wizard

e

Please read the following bicense agreement carefuly.

SOPHOS END-USER LICENCE AGREEMENT ﬁl

|Please read carefully the following legally binding End-User Licence
Agreement between Sophos and Licensee (as defined below) for the
Software defined below. By selecting the accept option, breaking the

seal on the software package or installing, copying or otherwise using
this Software Licensee acknowledges that Licensee has read,
understands, and agrees to be bound by the terms of this End-User
Licence Agreement. If Licensee does not agree with the terms of this
End-User Licence Agreement, do not install the Software or, if =l

% 1 accept the terms in the license agresment Print [
1~ Idonot accept the terms in the kcense agreement

[ <ma ]

ImstailShield

Next > I Cancel |
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Next we can choose the installation folder:

15 Sophos Enterprise Console 4.5.0 - InstaliShield Wizard ' x|

mmmmmmm,mmmmmﬂmaﬁ]

1~ Install Sophos Enterprise Console to:

|c :\Program Files (v86)\Sophos\Enterprise Console|

InstatShield

<Badc Next >

Sophos gives us the option of a “Complete” or
“Custom” installation:

{7 Sophos Enterprise Console 4.5.0 - InstaliShield Wizard

Choose the setup type that best suits your needs.

Select a setup type:

& Complete
@ All program features will be instalied. Requires the most disk space.

" Custom

Choose which program features you want installed and where they wil
be installed. Recommended for advanced users.

InstatShicld

< Bade Next >

We choose the “Complete” option.
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As in last year's test, we can only applaud So-
phos’ optimal Active Directory support. The
next step allows us to choose an AD group
which will be given administrator access to the
suite:

{'._-,T! Sophas Enlerpns: Console 4.5.0 - InstaliShield Wizard

$M21000-5VEUBEXIO0LS =
$4Z1000-5V6UBEKIO0LE

Exchange Organization Administrators

|Exchange Public Folder Administrators

Exchange Recipient Administrators

Exchange Servers

Exchange View-Only Administrators

Exchangelegacyinterop

Group Pobicy Creator Owners
Diwenanin (7

i

| concel |

Sophos offers a service that sends information
on installation and operation of the system to
them, in order to improve support.

Again, we advise careful consideration as to
whether to use this service in high-security
environments.

i& Sophos Enterprise Console 4.5.0 - InstaliShield Wizard

@mum‘gm.

1f you agree, Sophos Enterprise Console wil send Sophos a report each week, This repart
will show the number of managed and unmanaged computers on your network, as wel as
information about the aperating systems and Sophos products that are in use,

Sophos will use your Sophos download username and/or contact email address to provide a
better support service and to increase our understanding of how you use our products,

The reports will not identify individuals or spedific computers. Sophos will not use the reports
to identify your company unless you provide us with your Sophos download username
and/for a contact email address.
ﬂmmnmymmmmwmmm,mmmmwmm
your Sophos: Enterprise Console settings.

¥ 1agree

InstallShield

< Back Next >

1phn¢ Enterprise Console 4.5.0 - InstaliShield Wizard

mmummmmu.

Click Install to begin the instalation,

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

NOTE: A new SQL Server instance called SOPHOS' will be created and populated during the
installation process.

Space Requred on C: 1707MB
Space Avalable on C: 18G8

Inst=iSmeld

< Back I Instal I Cancel

I

When installation has finished, the installer
informs us that the current user must log out
of Windows to complete the installation:

1 Sophos Enterprise Console 4.5.0 - InstaliShield Wizard

The InstalShield Wizard has successfully instaled Sophos
Enterprise Console. Chck Finish to ext the wizard.

To ensure Sophos Enterprise Consale runs correctly, your
mmﬁmﬂshbebggednﬁ. To log off automaticaly,
[Firash,

1f you want to log off later, uncheck the box below, and
then dick Finish.

¥ Log off now

Cancel

Immediately after the user has logged on
again, the Sophos wizard appears and connects
to the newly installed management server:

Sophos Enterprise Console ]

Connecting to the server...
This might take a few seconds.

The installer has now gathered sufficient in-
formation to proceed. With the Complete in-
stallation, SQL Server Express is installed:
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When the management console has started,
the configuration is checked:

T ———— =
% trdrem e 15 [ o B @ | 4§ tarens @t e
T T ——— e —— - |
E::_ [cmmmmie Y & [ O
! om0 (R SR rome
— d I
- R JEC] a3
I

t«_|.-w|umrd.l

The management interface

Sophos is one of very few manufacturers to
have their own management console design.
This is very well thought out and structured:

allinf
R e hiee e e hbevaen T
T S L B il bl Dl - s
) B
T T O 43
[— e I

§ e
"  Mestewta ¢ I e
e
O e — 3
s e ppe——
i =
=
o [ prp—— =] e e =l

el Sorn | Compu Dwini | Lo e | S e i | s Do | P s 67 Bt | apmtcomar Corors | Coem Cor | 1008

We particularly like the dashboard with its
overview of the state of all important security
aspects. The experienced user will see the im-
mediate tasks at a glance:

1. Create network organisation groups and
add computers to these

2. Configure updates
3. Remote installation of the client software

4. Changes to the central configuration
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The most important commands can be found as
buttons with appropriate icons on the menu
bar.

The second section is the configuration area,
where the organisational structures are created
and configuration is assigned according to
policies. This layout is simple and convenient.

Our first task is to start the download wizard
which will obtain the additional software
needed to protect the clients:

Download Security Software Wizard

Welcome to the Download
| Security Software Wizard

This wizard wil guide you through the process of
downloading and automatically updating the security

To continue, dick Next”.

£

T T |

Now we have to enter the username and pass-
word for the Sophos download account. In the
event that the system connects to the Internet
via a proxy server, this information can be
added in the same dialog box:

Downboad Security Software Wizard

Sophos download account details
Enter details of your Sophos download account.

|

@

Updates wil be downloaded from Sophos. Enter the usemame and password supplied by
Sophos on your lcense schedule,

Usemname: |[

Password: | Cherge |
™ Access Sephos via a proxy server

Proxy details

Address: | Port: |0
Username: |

Password: | Change |

I < Back I Mext = | Cancel

AV
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The next page of the wizard allows client soft-
ware for different operating systems, including
Mac and Linux, to be selected:

Download Security Software Wizard |

Platform selection
Sedect the platforms you wil be protectng on your network.

Platforms:

O windows ax
[ Windows 2000 and above
[ Macos X 10.4+

O sotaris 3/10 (SPARC)

O sodaris 9/10 (INTEL)

O mux

O =eux (1as4) 11,23+
O A (PowerPC) 5.3+

To make the initial download as quick as possible, select only the
need software now. You can change these settings later.

for which you

< Back Next >

The necessary files are now downloaded to the
hard drive. It is not necessary to wait until the
download has completed; you can click on
Next to go on to the next page. However, So-
phos unfortunately leaves you in the dark as to
how fast the download is progressing and
when it will finish:

Download Security Software Wizard

Downloading software
This shows you how downloading and preparation is progressing.

Sophos Enterprise Console will now download your software and prepare it for
installation on your computers, This may take a few minutes.

Downloading and preparing software:

mm:«mumhudaurhadwm Click
"Mext” now to continue downloading in the background.

< Back l Mext > I Cancel

The next stage allows you to use AD to import
computers into organisational groups:
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Download Security Software Wizard

Import computers from Active Directory
Create groups and import computers from Active Directory.

|

o

Selecting this option and dicking "Next” willimport your Active Directory container structure
and the computers in those containers. This may take some time.

™ Setup groups for your computers (if you use Active Directory)

Cancel

< Back I Next > I

At the end of the wizard, there is the oppor-
tunity to view a tutorial on the next stages of
the configuration process:

Download Security Software Wizard x|
Completing the Download Security
Software Wizard

You have successfully completed the Download Security
Software Wizard.

You may use Sophos Enterprise Console to install and
manage the software on your networked computers.

Select the check box if you require further information
[ on how to configure Sophos Endpoint Security and
Control

To dose this wizard, dick Finish”.

< Back

| Finish I cange!

As we unfortunately don't know how long we
will have to wait before we can start deploying
the software to the clients, investigate how
easy it is to manually create new security
groups.
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Find New Computers i 1’ Import from Active Directory Wizard x|
Find new computers using: Choose an Enterprise Console Group -
rImport from Active Directory (recommended) ——

+ Import -
m&:whhmmmﬂwmm \Which Enterprise Console grou do you want ta mport from Active Directory to?
You must then set up group polies. You can use & 'EB
Synchronize with Active Directory later to automatically
discover protect new groups and computers.
~Find
™ Find with Active Directory
" Find on the network
" Find by IP range
Select one of these options to add a list of networked
computers to the Unassigned group.
You must create groups, set up group policies and place
the computers in the groups before you can protect and
manage the discovered computers. T S e
[Tk ] conm |
The wizard above appears after we click on Next we look for the AD container with our
“Find New Computers”. Again we see that So- client PC in:
phos has the best Active Directory support of
any of the products we have tested here. Even &
importing complex AD forests is child’s play. Of Choose an Active Directory container ﬂ
course, it's also possible to add computers that =
Which Active Directory container do you want to import from?
are not part of AD. Enter the container name or select Browse to browse Active Directory.
For our test, we select “Import from Active
Directory”:
x|
| Import from Active Directory Wizard [ <ok | 1> Cancel

Overview
S8 The wizard helps you to import Active Directory containers and
use them as computer groups in Enterprise Console,

You can set up an Enterprise Console group structure that
cormesponds to Active Directory organizational units . .
contarars. T o o The container structure can be imported here

P e e oAty e Dy as well, making it the quickest and most con-

structure pressrved. . . .
" venient method of importing groups:
To contrnse, cick Next", Import from Active Directory Wizard '__ x|
Choose What te Import
T A
What do you want to import from Active Directory?
In the Sophos management console we create e
mwmbmmmm
a new group called Clients, and use it to im- containers,
port our Client group from AD: ' Contaners ey,
khdﬂbwlmbhnﬂwhmmm
container structure. You can use Synchronize with
muubdﬂmmhmnﬂd
from the containers.
< Back Next > Cancel
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A summary is displayed, and then the import
process can proceed:

Import from Active Directory Wizard 1 x|
Confirm Your Choices g
Import from Active Directory container: |mhfm-mmsmnmmde
Import to Enterprise Console group: | \Clients
Import the folowing objects:

» 1. nesw computer
+0 contains View detads... |
< Back Mext > Cancel

The results of the import wizard are displayed
at the end:

Import from Active Directory Wizard x|

Completing Import from Active
Directory

The following objects were successfully imported from
Active Directory:
® 1new computer
® () containers, creating 0 View Detals...
NEW groups

When you have set up polices, use Synchronize with
Active Directory to automatically discover
containers, create Enterprise Console groups and
protect the computers in them.

To dose this wizard, dick Finish™.

< Back I Finish I Canoel I

At this point we still do not know how far the
downloader has progressed with obtaining the
client software; we can do little except wait. It
is hard to understand why an otherwise highly
professional suite gives no information at all
as to the status of the download.

Once we have ascertained that the client soft-
ware is available, we can proceed with the
installation of the client PCs. To do this, we
right-click on the computer we have just im-
ported and select “Protect Computers”:
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The Protect Computers wizard starts:

Sophos Enterprise Console - Protect computers wizard ﬁl

Welcome to the Protect computers
wizard

This wizard will guide you through the process of instaling
security software on the computers on your network.

To continue, dick Next”,

< Bk I Next > | Cancel

Next we can select the features to be installed
on the client:

Sophos Enterprise Console - Protect computers wizard ﬁi

Select features
Select the security features you want to deploy to your computers
<

Select the features you would ke to deploy to computers protected with Saphos Endpoint
Security and Control for Windows. The anti-virus feature is always installed.

Features:
Features I Avadable on
Ll ikl
Anti-virus, Data Control, Device Control, Host In.., Windows 2000, dows 2000 Serve
O Firewall Windows 2000, Windows 7, Windows
O compiance Control Windows 2000, Windows 7, Windows
[ mhird-Party Security Software Detection Windows 2000, Windows 2000 Serve
2| | 2l

<ack [ mext> cancel |

AV
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Our client is immediately recognised, and the
deployment can proceed:

Sophes Enterprise Console - Protect computers wizard ) x|

Protection summary
Shows any issues that affect installation of the seurity software

If software cannot be installed lly, refer to the | Il instructions in the
Saphos Endpaint Security and Control quick starbup guide.

Computers:
ter Name | Protection issues ]
W AVCCLIENT

< Back Next > Cancel

We now enter the credentials of a Windows
account with the necessary privileges to carry
out the installation:

Sophos Enterprise Console - Protect computers wizard x|
Credentials
Credentials used to install security software on network computers
<]

Enter details of an account with sufficient rights to install software on network computers. If
this account is a domain account, enter the username in the form “domainuser”.

Username: | AVCTEST\Administrator

Password: Iooo"oeo|

Click Finish™ to dose the wizard and start instalation on computers.

<3nd:|FH§‘l| Cancel

When installation has finished, we can imme-
diately see that the policies are being pushed
out to the client, thus assigning it the config-
uration settings:

The entire suite follows this principle. Func-
tions are configured using policies, which are
distributed to the relevant PCs.
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Updating

#-EP Anti-virus and HIPS
[ (=2 Firewal

= NAC

#-=@ Application control

= Data control
(- faa Device control
i+l Tamper protection

The descriptions of the different policies are
self-explanatory, and the default settings ap-
propriate.

The clear ordering, with pre-defined filters,
makes administering even large networks very
straightforward:

Vew: [ 4 computers ] s tres v s ek i |
Stsha Computer Detats | pctste Dt | 1 | I | el
- dempnon | Toowepa | | asen
|3 AVCCLIENT Windows 7 AVETEST et
view: ¥ Al computers =[
Stats -
Managed computers
i Computers without Sophos frewall
2 AV Connected computers

J Disconnected computers
Computers with data control events (over the past seven days)
A Computers with device control events (over the past seven days)
Computers with frewal events (over the past seven days)
& Computers with apphcation contral events (over the past seven days)
& Computers with potential problems
S Managed computers with outstandng alerts
Managad with ding Virus fmahware alarts
bl Managed computers with outstanding PUAAdware alerts
b4 Managed computers with outstandng HIPS/SUS alerts
N3 Managed computers with patential polcy problems:
N Managed computers that differ from policy
'ﬂ Managed out-of-date computers -

The Report Manager, for example, hardly re-
quires any changes to be made to the standard
report:

Reootransger _igixi
Name = | I [ pext v [iss
Alert and event history Provides stabstics on alerts and events fro...

Alert summary Shows a summary of alerts by item name ov..,
Alerts and events by stem name Provides stabstics on alerts and events fro...
Alerts and events by tme Shows a summary of alerts and events from. .,
Alerts and events per locaton Provides statstics on alerts and events fro...
Endpent pokcy non-ompllance Shows numbers or percentages of non-com..,
Evenis by user Shaws the number of events generated by ...
Managed endpont protecton Shaws rumbers or percentages of protecte..,
Updating heranchy Lists update managers, the shaves they ma...
| | i
aeate.., || provertes., | Uschedie,, || meee | Cow | omme, | [ o= |
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Exchange 2007 protection

Again, we start by unpacking the installation
files onto the local hard disk:

Extiacting R ‘av\WInZKAS ophasBootDiiver.inf =
Estracting ResourceshsayiWwinLH_AMDENS ophosBootDriver. inf

E xtracting Resources\saviWwinlH_iZ8E\S ophosBootDriver.inf

Extracting Fi \sav\WinlH_LAEA\S ophosBoolDriver, inf

E stracting Resources\sav\WirkE_AMDE4\S ophosBoatDirmver inf

E shracting Resources\saviWwirddP_i38E\5 ophosBootDriverinf

Extracting Resources\eayiWwirtdP_LABA\S ophosBoolDriverinf

Exhracting Resounces \sauhpogram files\S ophos\dutol pdateyal Mor e

E stracting Resourceshsauiprogram files\5 ophos\Autol pdateh\&Lsve exe
Extracting Resources\sauhprogram fles\S ophos\dutol pdate’\ALUpdate exe
Extracting Resources\sav\program fles\S ophos\Sophos Antivirus
“BackgioundScanChent exe

Esxtracting Resources\sav\ConfigureSAW exe

Extrzcting Resources\dolnelfx35. exe

Destination folder
Ic:\pmek&l‘l_'}l

FOR MICROSOFT E

d Browse... |

X puremessage

Installation progress

Here we can select the features to be installed:

Sophos PureMessage - InstallShield Wizard

Select Features
Select the options you want to install.

Select the features you want to instal, and deselect the features you do not want ta instal

¢ PureMessage Service

IirstallShield

<Back | New> | Cancel |

Sophos PurelMessage - InstaliShield rd [ X]

Welcome to the InstallShield Wizard for Sophos
PureMessage

The |rstaliShield Wizard vall install Sophos PureMessage
on your computer, To contirue, chck Mext,

We accept the licence agreement:

Sophos PureMessage - InstallShield Wizard HI

Licenze Agreement
Please read the follovang icense agreement carefully.

SOPHOS END-USER LICENCE AGREEMENT fl

Please read carefully the following legally binding End-User

Licence Agreement between Sophos and You for the Software
defined below. By selecting the accept option, breaking the seal

on the software package or installing, copying or otherwise using
this Software You acknowledge that You have read, understand,

and agree to be bound by the terms of this End-User Licence
Agreement. If You do not agree with the terms of this End-User #

| iranra Aaraamant da nat inctall tha Safteara ar if Yoo hawa

_ P |

% | accept the terms of the license agreement
| do not accept the teirns of the license agreement

Irstallshield

[ <Back Hea> | Cancel |
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Next we define the installation folder:

Sophos PureMessage - Installshield Wizard ]

Choose Destination Location
Select folder whete setup will install files.

Setup will mstall Sophos Purebessage in the following foldes.
To install to this folder, chick Newt. To install to a different folder, click Browse and select
another folder,

Browse... |

D Folder
’V C:\Program Files\Sophos\PureMessage’

<Back New > Concel |

Here we have to supply Sophos with the regis-
tration information, in order to be able to
download updates:
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———_______________
Sophos Purchiessage - Instalhicld Wizard B
Sophos Download Credentials
Conifigure your download credentials Enter the credentials of the account to be wsed for the PuehMessage senvices.
Enter the downdoad credentials provided to you by Sophos. Tl'lsacmwtrwsedmle'd'; User name:

anti-vinuz and [if pour boense pemitz] anti-zpam updates fromn the Sophos websi I

User name: || Pleas supply i that mests the systemn’ ! ¥ iz a3 definad in
ity
Eat i | Password:
I’l....i.
Confiem password: | Corfem 4

Proxy detals ... I [eneannes|
- cove|

< Back MNext Cancel |

Now we can choose a database for the storage Here we can create a configuration group for

of quarantined items and other data: PureMessage:
Sophos PureMessage - InstallShield Wizard E PureMessage Configuration Group
PureMessage Database Settings Choose a PureMessage configuration group
Select the dstabace for storing quarantined iterms, reporting data
and PureM essage sellings.

This server needs to be added lo & new of exisling PureMessage configueation group. Flease
enter the name of the group below.

& Local
PureMessage configuiation group:

" Remote |PmeMessageSe|ver Group ﬂ

IF thés option is selected, then setup will instal the Microsoft SOL Expeess 2008 database.

< Back Next » Cancel

< Back Next » Cancel |

Then we enter the admin email address:
If there is no SQL Express server available, this

can be automatically installed too. Alternative-
ly, a connection can be made to an existing PureMeszage Administration Settings

Configure PureMessage administration settings.
SQL server.

PureMestage vall send sdministrater sletts to the email sddress of pour choice. Pleacs erter a
walbd email address below.

. . A Administiator emad addiess:
The next step is to enter details of the service [Edrministator@avciestlocal

account to be used to run PureMessage:

¢ Back. Next » Cancel

At this point it is possible to enter routing
information for the email domain, although
this can of course be done later.

-06 -
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There are a few details to be entered about the
company size and location:

Sophos PureMessage - InstaliShield Wizard =]

Company Information

Enter company rformation.

From the options below select what best descnbes your company. This information is used by
Sophos to improve the quallty of its products and services.

Se: [50-99 =
Indushy: [Oker =l
Countyy: I ~ |

< Back MNeat »

Once again, a summary of the installation de-
tails is displayed before the installer begins:

Sophos PureMessage - InstallShield Wizard E

Start Copying Files
Rleview setlings before copying fles

Setup has enough information to stat copying the program files. [F pou want bo review o
change any seftings. chck Back. If you are safished with the seifings. click Next to begin
copying files.

Cusrent Settings:

Install the following prerequisites:
i it Visual C++ Redi stable B4-bit
Microsolt Visual C++ Redistrbutable 32-bit components
Miciosolt Windows Installer 4.5 [this component may require a restait]
Mictosolt SOL Express 2008 (this component may require a restat]

Irestall the following Sophos PureMessage components:

: of

<Back Next> Cancel |

When setup is completed, the installer informs
us that a restart is required:

Sophos PureMessage - InstallShield Wizard

InstallShield Wizard Complete

Setup has finished one part of the installation and requies your
computer 1o be restaited, Setup wall contirue again
automatically after you restart.

% ez, | want to restart my computar now.

t " Mo, | will restart my computer later,

| Chick Finish to e sstup,

Finish
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Immediately after the restart, Sophos begins
post-installation tasks. For example, configura-
tion of SQL Server Express, if this is used:

Please waif while SQL Server 2008 Setup processes the cument opsration

& S Srrver 7008 Sctwp
Setup Support Files

Cihck fustalibo bnstall Setup Sunpont fles. To install crvpdate 0L Server206a, these fles are regered

Ferfzemag tindoms ea1sl e scmsns,

| ——. |
o | wes [ ]

4

As soon as these automatic tasks are complet-
ed, we can continue with our own configura-
tion:

Sophos PureMessage - InstallShield Wizard

InstallShield Wizard Complete

Setup has finished instaling Sophos PureMeszage on your
camputer,

Finish
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The management interface of Pure Mes- It is the clearly ordered and professional de-
sage sign that makes working with the console a
pleasure:

The management console for Sophos’s mail
protection is also very well-designed and pro-
fessional:

——— —— —
System configuratigh \_\L .-‘_'{ﬂ

| P b G | Tt B Py | B memwery | Lt | e
1 e Borrs. Rereg i - T semng

The wide variety of functions can be clearly
B ; seen, and leaves nothing to be desired:

The MMC-compatible format provides a clear
functional structure, with a good summary
page. Even the real-time summary display,
called “Activity monitor”, is a feast for the
eyes:

- 08 -
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The Exchange Server protection thus fits very
well with the positive impression created by
the entire suite.

With the Exchange Server protection too, So-
phos comes up trumps with outstanding AD
support:

P4 Active Directory

PureMessage can use Microsoft Active Directory to map message policies to
specific users or groups and for recipient validation.

Detect Active Directory |
—Active Directory settings
Server name: JAVCTESTJocal

Base DN for users and groups: [DC=AVCTEST.DC=ocal

Name attribute: fname kel

Email attribute: [mai - — —1 [~ "
Email lias attribute (optional): [proxyAddresses
Description attribute (optional): [description

 Logon credentials [optional)

User name: [

ok | Cancel Help

The configuration possibilities, with conven-
ient drop-down menus, work very well:

-99-
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Summary
Manufacturer’'s website

The Sophos website (WWw.Sophos.com) is
pleasantly designed, clear, and conforms to
current standards.

If you want to find out more about Network
Access Control, the Sophos website is an ideal
starting point. There is a lot of well-presented
information on the subject, with appropriate
references to suitable products.

The installation procedure

The installation is quick and easy, as is to be
expected from Sophos. A basic understanding
of network security is desirable, but the in-
staller leads you through the process well.

The single installer for the majority of the
products is to be commended.

The Active Directory support is also outstand-
ing, and makes child’s play of setting up ac-
counts etc.

The management console

As with last year’s product, the current Sophos
management console is a trend-setting solu-
tion.

- 100 -

The clear and simple design with strong report-
ing functions can cope with the most complex
requirements, and the configuration wizards
are convincing throughout.

This console should serve as an example for
many others.

Deployment areas

The Sophos suite is suitable for all networks,
without exception. Its strengths are particular-
ly suited to large and complicated networks.

Antivirus clients

Endpoint Protection is based on the principles
of Network Access Control (NAC). This is hardly
noticeable to the user, and the remote instal-
lation is very simple to carry out.

Summary

This year (as last) Sophos has, along with
McAfee, produced the best suite of those we
have reviewed.

The consistent design of the product line and
its installation is convincing throughout.

Almost no other suite offers the user more
functionality with such ease of use and organi-
sational features.
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Pros

+ Real-time status of tasks

+ Graphic design of administrator console

+ Simple remote installation
+ Excellent setup wizards
+ Quick and easy installation

Deployment areas

Cons

- Few Exchange functions

- No indication of download progress

Small Networks (0-50 Users)

Medium Networks (50-500 Users)

Large Networks (500-? Users)

Summary

Installation Wizard

User Navigation

Administrator Console

Default Values

MS Active Directory Support

Database Support

Remote Installation

Website

Manual

-101 -
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Trend Micro

Test Software:

OfficeScan 10.0
ServerProtect for Microsoft Windows
ScanMail for Microsoft Exchange 10

Control Manager 5.5

www.av-comparatives.org

f®) TREND.

Securing Your Web World

Client Protection
File Server Protection
Exchange Server Mail Protection

Management Console

AV

comparatives
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Installation process

Downloading the product

The manufacturer’s website offers everything
you would expect from a commercial website,
and it is easy to find what you're looking for.
Unfortunately, Trend Micro has adopted the
practice of offering suites consisting of indi-
vidual products, without offering an installer
that will install them all in the right order.

Download times:

SPNT58_en_repack1.zip
(234 MB)
05:36min (534kb/sec)

OSCE_10_WIN_ServicePack1_SinglePackage_
R4 (en)

(481 MB)
07:17min (489kb/sec)

SMEX10.0_GM_Build1412_R2 (280 MB)
04:4min (544kb/sec)

TMCM50_GM_repack2.zip
(550 MB)
08:10min (772kb/sec)

- 103 -

www.av-comparatives.org

Product installation

Until recently, only Version 5, Repack 2 was
available, which would only work with Win-
dows Server 2003 or earlier.

During our tests, Trend Micro brought out Re-
pack 3, which also supports Windows Server
2008. A few days later, version 5.5 of the Con-
trol Manager was released, which we then used
for our review.

Even then there was another hurdle to get
over. The Control Manager cannot be installed
on a server that is acting as a domain control-
ler.

Thus we decided to install the Control Manager
on a client PC with Windows 7, in order to
simulate an administration computer that is
used to manage the Trend Micro security envi-
ronment.

We begin with the installation of the Trend
Micro management console.

fovestion x

Installing Control Manager 5.5 requires Visual C++ 20055P1

! Redustributable Package. Installing Visual C++ 2005 5P 1
Redustributable Package may cause the system to reboot. If the
system reboots, please restart Control Manager installation. Click
Yes to install Visual C++ 2005 5P 1 Redustributable Package.

| Yes I No

The message above informs us that additional
software packets are necessary and will be
installed.
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There is also a message to let us know that
installation will require Microsoft’s IIS service
to be restarted:

ouestion | ) 1ene Locs system envioriment anspi el

v Installation of Control Manager 5.5 requires restarting your IIS
/' server. Restarting your IIS server can result in some applications
restarting. Click 'YES' to continue Control Manager installation.

e |~

www.av-comparatives.org

The next step is the investigation of the envi-
ronment, and a report on this is displayed:

Check Local System Environment x|

TREND MICRO ’m
Control Manager- wmswmsgwm Service Pack 1 ~

Host name of this computer:
Host name = AVCSRVAVCTEST local

Internet Information Server:
= Intemet Information Server version 7.0 is installed.
'Web Server List:
1. Default Web Site : IP address = All unassigned, Port nun

When we have confirmed that we wish to con-
tinue, the Control Manager installer starts:

Trend Micro Control Manager 5.5 Setup |

%, TREND.
#luicne b
‘Welcome to the InstallShield Wizard for Trend

TREND MICRO Micia Control Manager 5.5
Control Manager~

-

The InstallS hield Wizard wil install Trend Micio Control
Manager 5.5 on your compuber. To continue, chck Next.

Miciozolt Data Access Component
MDAL wersion is 6.0.6001.18000

Microsoft Message Queue:
Microsoft Message Queue version is 4.0 _':J
< »

¢Back Newt > Concel |

We can then choose an installation folder:

Select Destination Folder _>_<|I

5, TREND Setup will install Trend Micro Control Manager in the following
LAy fiolder. To install under a different folder. chick Browse and select
TREND MICRO another folder.
Control Manager-

Click Cancel to abodt this operation, Nest to continie,

We accept the licence agreement:

x
License Agreement 0 TREND
Please read the folowing licerse agreement carelully. __) MICRO

Press the PAGE DOWM key to see the rest of the agieement.

IMPORTANT: READ CAREFULLY. USE OF TREND MICRO SOFTWARE AND
SERVICES BY BUSINESS AND OTHER ENTITIES IS SUBJECT TO THE FCILLDMNG
LEGAL TERMS AND CONDITIONS

Trend Micro License Agreement

Trial and Paid Use License - Enterpise and SMB Soltware and Services
Date: May 2010

Englich/Muti

1. Scope. This Agreement appes to all Trend Micro software [ISoftware]]. services sold as
standalone products (IStandalone Services) and service components of Software ;]

Domwdhlmdhmm.ﬁymﬂlfm‘ Pririt |
select No, the setup will close. To install Trend Micro C b5,
youl st accept this agreement.
Irvstas heeld
<Back Yes Mo |

- Destination Folder
|:\Program Fies (+86)\Trend Micio Browse... |
Requited Disk Space 500 ME
Avaiable Disk Space 15530 MB
<Back Newt > Cancel |

The licence key now needs to be entered:

x|
) TREND, “ou must activate wour product to enable scanning and securty
LA iyakin:
TREND MICRO

Control Manager-  Registet Online| Toablanlhe‘ tvation K.ey, register the product

the supphed F!egshahun Key
Activate
Contiol Manager 5.5 (Required)

PO R0 SOOI
Dutbreak Prevention Senvices [Hecommendad|

< Back Neat > Cancel

- 104 - e
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Trend Micro also asks whether we wish to join
their threat network and send feedback:

| Trend Micro Smart Feedback i 5'
The Micio Micro Smart Protection Network
P, 17Eu0. | mmewcse | i8-8 next-generation cloud-chent content
OGS G @ i 3‘.{;:‘} new | Secutity infrastructuee designed to defiver
=/ | nerweax achive protection
Control Manager- ; P'hule agsinst the latest

¥ Enable Trend Micro Smart Feedback(recommendad)

., ‘When enabled, Smart Feedback shares snonpmous theeat
information ta the Smart Protection Metwosk for analysis. ‘You
can disable Smart Feedback anytime through the peoduct

You industy [ optonal); [[EETES = I ~ |

< Back Newt » Cancel

The next step is to choose the security level
and IP or hostname of the Control Manager
server:

Select Security Level and Host Address x|

9, TREND Sehotamliyhvela\dhhaﬁd&mtudhﬁnw
el Manager communication module. Host addiess infoemation wil be.
TREND MICRO mwmdﬂmmlumaﬂum

Contrel Manager-

Security level : [Medium - Strong enciypiion |
Host addiess
" Fully qualibed domain name [FADN] or host name

|AVESRV.AVETEST local =
& IP address

u

<Back [ MNews> |  Cancel |

We then enter details of the web server used
for Trend Micro administration:

x
) N0 Speciy the host addiess for the Conlrol Manager server.
TREND MICRO Wb site inf
Control Manager-
2 Web site: | Default Web Site x|
1P addiess: [152.168.23138 |

TCP poit: |3‘<:l S5L Poit: |443
WahmmmﬂyMEMedm-HﬁPSptimuy 'I

The SSL Pott it tequisite for Medim and High secusity level

If nio IP address iz assigned in lIS, sebect an P address ce &
FADM. The selection will not change the |15 configuration.

Back [ Mew> | cancel |

- 105 -

www.av-comparatives.org

Now we come to choosing a location for up-
dates and backups:

Trend Micro Control Manager 5.5 Setup x|

Choose Destination Location
Sedect folder whede setup wil instal fles.

Specdy the location for Cantrol Managet backup and suthenticstion fles.
Re-use this key, and keep it in the ciginal location, to retain control of the existing Agents.

Browse... |

I ristafShietd

< Back et > Cancal

The database settings are the next task. If
there is no SQL server available in the network,
SQL Express can be installed with the Trend
Micro suite:

Setup Control Manager Database x|

Select a databace for use with Contiol Manages, and piowide the
@Il}pjg wﬂﬂmmmmmmuh
TREND MICRO sal.

Control Manager- | € InstallMiciosoft SGL Express
* SOL Sever |1amu\su|_E><PREss
(e 10.231 5.1 or seiver rend comhaglaw )

— Diatak

(* SOL ServerAccount  C Windows Account

User name: Isa

Password: | teenenes

Trend Micto Control Manager database -
Dalabasa name: |d,_r' B anager

< Back Mext » Cancel

After verification of the database, we have to
create a Root (administrator) Account:

i
Trend Micro Control Manager 5.5 must have a root account. Use
) TREND. letters, numbers, dashes, and underscores; root accounts must be
' less than 32 chasacters long.
TREMD MICRO
Control Manager-
User ID: * Il
Full name: * |
Password: * |
Password confim: * |
Ermail address: * |
< Hac! e » Cancel
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Now we can configure routing and notification
settings, and enter proxy server details if nec-
essary:

Specify Message Routing Path x|
e Choose how the server's communication module receives
P, TREND commands, logs. and how & issues oulgoing commands to entties.

Nomally, you can use the defaul settings.

TREND MICRO
Control Manager-

- Source of INCOMING messages
& Direct from registered agents

" Prowy Server
- IPpottfoma'ci'gl

Route for outgoing mestages
(% Direct to registered agents
" Prowy Serves

Prowy Server Canfiguration |

<Back [ Mew> |  Concel |

When installation is complete, we can begin
configuration.

The management interface

The login box appears in a browser window:

(/] TREND.: control Manager

Please type your username and password to access the product console.
Username: root

Password:  ssssssss

Having logged in, we see the dashboard, which
gives an overview of the state of the system:

www.av-comparatives.org

The Control Manager is very well designed, and
the clearly structured web interface makes it
easy to find your way around.

We are pleased to note that the information is
presented in a clear and comprehensible way,
allowing the user to keep an overview.

In the “Dashboard” category, under the
“Threat Statistics” tab, information about the
threats found on the network is displayed. The
“Compliance” tab shows relevant system infor-
mation that can be used to check if the con-
figuration complies with internal IT audit re-
quirements.

A very convenient feature is the ability to cre-
ate your own tabs, which can be customised to
display the information most important to you:

New Tab [x]
Title: fage 5
Layout: o

Such a simple method of customising the tabs
would not be out of place on some websites.
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Under the “Products” category, you can find
installation packets and products which can be
installed or distributed around the network.

f® 1% Conirol Manager= T L

i I T

Under “Services” we find components that
were selected for installation during the setup
process, such as “Outbreak Prevention Ser-
vices.” Additionally, the latest messages from
the manufacturer are displayed on the “Trend
Labs Message Board”.

Next we take a look at the “Logs/Report” area:

f®y1mee  Control Manager ot o e et )

The enormous experience of Trend Micro is
shown here. The logging and reporting system
can be precisely customised to suit the admin-
istrator’s individual needs.

You have the choice of repeating queries which
have already been made, or running a so-called
“Ad Hoc Query”, which runs a wizard that will
extract the precise information you want.
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e Control Manager

Thus it is easy to create the most important
queries and run these again when necessary,
using just a few clicks.

The other reporting functions are also very well
designed. For example, there are 8 default
templates for commonly used reports, or more
experienced users can create their own tem-
plates for customised reports.

In the area of reporting and log options, the
Control Manager has everything you could pos-
sibly want.

In the “Updates” category, you will also find
everything you need:

| ¥ mene  Control Manager=

= Ml |

Patter files/ Cleanup bemplates

Amtinpam rubes

Engines
Gdfcascan Plug-in Programs
Product grograms and widget pool
Domnload settings

Hatey fregumacy
ey [
Automatsc deployment settings

s abach i Ehbae T s s bl it Saplaymatd iy Leastier,

The update settings can be configured down to
the last detail, and the Control Manager is well
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suited to even complex network environments
in this respect.

We were impressed to see that there is an indi-
vidual control with which you can precisely con-
trol how specific updates can be distributed.

The “Administration” area is responsible for
the management of the Management Console
itself. You can add new Control Manager users,
or change settings for existing ones. There is a
convenient choice of using Trend Micro’s inter-
nal user management, or adding a user from
Active Directory.

Active Directory user

®,
:

User name

Domain®*:

“Command Tracking” can also be found in this
area. This gives an overview of which actions
were carried out by which user at what time.

These functions in the Administration area are
well thought-out and make the Control Manag-
er suitable for use in large networks which
have their own security teams.

The clear and simple web interface and clear
structure mean that Control Manager is able to
display a huge amount of data in a compre-
hensible manner.

We now move on to the installation of the
server protection software, ServerProtect.

Anyone who has worked with Trend Micro cor-
porate products in recent years will find the
installation process of the current version very
straightforward, as the layout has remained
the same for the last 5 years.
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We begin with the installation of ServerPro-
tect:

ServerProtect Setup x|

‘Welcome to the InstallShield Wizard for
ServeiProlect v5.80

The InstaliShield \wizard will nstall ServerProtect v5.80 on
your computer. To continue, chok Next.

There is the usual licence agreement to accept:

ServerProtect Setup

-

Licenze Agreement —
Pleasa read the following icence agreament carefully. ﬁ

Press the PAGE DOWM key to see the rest of the agieement.

il

NOTICE: Trend Micro hcenses #s products worddwede in accordance wath certain tems ﬂ
and condbions. By breaking the seal on the CD jacket in the Soltwae package o

|rctaling the product senal numbe:, 'You accepled a Trend Micio beance agresment. A
mluymw&a:mmmeMuoLmunmﬂiemlm

iefenence below. The language and terms of the actual Trend Micro icenze ageement
lhu;mmmaﬁwvw Use of the Software shall be desmed to conffim Yo

gr ta the tems and conditions of the: onginal Trend Micio bcense agresment you
accepted

Trend Micro License Agresment ll

Do you accept all the terme of the praceding License Agreement? [f you Print
sefect Mo, the setup wil close. To install ServerProtect v5.80. you must —[
accept this agresment.

Fold

<Back [ Yer | N |

We then enter the registration data.

User Information

Yo wall need 5 serial numbat 1o enable e full verson of the praduet.
To obtan & sensl number, plsase visk:

to regester Ehe Registiation Key that came in the soltware packsge.
At registration. entes the genersted senal rumber into e bow below and
chok Head.

Nome: |

Compery |

Seist |

< Back Hea > Cancel
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After this, we can choose the individual func-
tions of ServerProtect:

Select Components x|

Sedect the components that you want to instal
- ServerProtect Server and destination folder
| ¥ Install server az & ServerProtect Information Server

[Warning An Informabon Servet nesds a Mommal Sever to
protect itzself from infection)

[V Install server as a ServeProtect Nomal Server
SAVESRVACSE. \Trend\SProtect Browse... I

- Management Console and it: destination folder ——————
¥ Install Management Console to local machine

ik =)

C:\ ATrend\S Protect

<Back Mewt> Cancel |

Next, we enter credentials of an administrator
account to be used to manage ServerProtect.

Next we enter the “Information Server” pass-
word and the domain:

Input Logon Information

To nﬁelaNmndSewuormlnlumalm Sm youl st

enter the account i the target server.
vauﬁmﬂmasmmnuwmlumm
connechion purposes.

~ Logon Information

Domain name:

Password: =" ]

Conlim passwoid:

<Bock [ New> Cancel |

ServerProtect Setup

- —_—
Selup Type —
Sedect the setup lype that best suits your needs

Sedect the program folder type: that you want

i

" Personal program folder
& Comrmon program foldes

<Back Nei> | Cancel |
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The next point concerns the creation of a pro-
gram group in the Windows Start Menu:

Setup will add program icons to the Progeam Folder heted below. “You may type & new folder
name, of select ane from the existing folders st Chek Neat to conlinue,

Progeam Folder

ServerProtect Setup
Select Program Folder
Pleaze select a program foldes,

i

Esisling Foldars:

| Adrmirestistive T ools

Extras and Upgrades
Maintenance

Microsoft Exchange Senver 2007
Microsoft SOL Server 2005
Startup

Windows PowerShel 1.0

< Back Next > Cancel

The installer now has enough information to
begin the setup process:

ServerProtect Setup x|

&

Start Copying Files
Rieviews seltings before copying files.

F;lj

Setup has enough information to start copyng the program files. | you want bo review of
dwma'ﬂ;sdmwkﬁm Itwuanah:haduihlhesou 5, chick Nest to begin

Cunent Seltings:

Console.
M anagement Console path:C:\Program FileshT rend\SProtect
Prograen folder infoc
Comenon program foldes

User:
Setial rumbes SPET-0011-9158-5056-5545
Instal & ServeProtect Information Server
lmtﬁ'\g a ServerPiotect Nemal Serves
SWAYCS!
Cancal

< Back Next >

On completion of the installation, we start the
ServerProtect Management Interface:

InstallShield Wizard Complete

The IrstallShield Wizard has successhully installed
ServerProlect v5.80. Chck Finith to et the wizaid

¥ | weank to view the README file.

[¥ Lasunch ServerProtect Management Console.
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The ServerProtect management console

The first step is to enter the password into the
familiar logon dialog box:

£# Trend Micro ServerProtect Management Console 5.8 E3

This server is password-protected. Please enter the:
Information Server password before continuing.

AVCSRY
Password: I. ,,,,,, 1

Information Server:

Next we have to decide if we want tips for
using the console to be displayed:

ServerProtect Management Console 5.8

Wiew tips for using ServerProtect Management Console?

[l |

[~ Do not show this message again.

We were pleased to see that an update is im-
mediately recommended:

Trend Micro ServerProtect Management Console 5.8 E

There might be a new pattern file or scan engine available on the
! ), Trend Micro ActiveUpdate server, It is highly recommended that
you perform an update before starting using ServerProtect.

[ 1

It seems that Trend Micro have adopted the
motto “Never change a running system” as their
company philosophy. The ServerProtect man-
agement console has not changed at all in the
last 5 years
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Nonetheless, the console is straightforward
and functional. On the left are links to the
individual areas that can be configured.

The ServerProtect system is structured simply.
There are Information Servers, which are re-
sponsible for the updates and administration
of ServerProtect branch servers.

This master/slave method ensures that the
system can be scaled appropriately.

The console is perfectly functional, but a
graphical facelift would definitely not hurt.
This would not affect functionality or use, but
would fit in better with modern operating sys-
tems.
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Installation of Trend Micro Of-
ficeScan 10

We begin the installation of OfficeScan:

Trend Micro OfficeScan

‘Welcome to the DfficeScan Setup program.

‘You are about bo begin instaling DfficeS can, Please make
sure you have Intemet connecton to successiully
complete the installation process.

Chek Mext to conbirue o Cancel to ext.

WARNIMG : This program is peotected by coppiight laves
and ntamational tasties.

Help Back Mext > Cancel

There's the usual licence agreement to accept:

License Agreement

Please iead the following bcense agreement carefully. @ IBEEE‘

IMPORTANT: READ CAREFULLY. USE OF TREND MICRO SOFTWARE AND ﬂ
SERVICES BY BUSINESS AND OTHER ENTITIES IS SUBJECT TO THE FOLLOWING
LEGAL TERMS AND CONDITIONS

i eement

[Personal Use License - Trend Micro Emal Encryption Chent
Date: Febmuary 2009
Enghsh/Multi-country

1. Scope. This A apples lo al T icro software [*Software”), services sold
a3 standalone products ["Standalone Sendces”) and service components of Software
["Service Comporients"]) sold to small and medwam business ['SMB"] and large enterprises « |

% | accept the lams of the license agresment
" | do not accept the tems of the license agreement

<Back Nest > Cancel |

Next we can choose between a local installa-
tion, and remote installation to one or more
different computers:

Trend Micro OfficeScan

Installation Destination
() TREND.
MiIiCRO

| willinstall/upgrade the OfficeScan server
@ Om this computes
" To a remate computer, of to multiple computess

Hep |  <Back [ Mew> |  Cancel
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The option is provided of scanning the target
computer for threats before installation:

Trend Micro OfficeScan

Computer Prezcan

Py 1reve.

The Setup progeam can scan the target computer for secunty lisks before instaling the product.
‘Would pou ke Setup lo scan the target computer?
& Scan the target computer

" [vo ot scan the tanget compater

Help < Back Next » Cancel

Next we choose the installation folder:

Trend Micro OfficeScan

Installation Path
D) TREND.
MICRO

Pleaze specify the OfficeScan installation path. ‘You may type a new folder name of browss to
your prefesred location.

< Back I MNewt > I Cancel

Now we have the chance to enter any proxy
settings necessary:

Trend Micro OfficeScan

Proxy Server

IF yous use & prosy serves o access the inlemet, specify your prosy settings below. DfficaScan wil
uza thiz information when downloading updates from the Trend Micio update server.

Servet namme of [P address: I
Fot [

Authenticabion [optionall User name:

Password:

Help <Back [ New> |  Cancal
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Next we enter the web server that will be re-
sponsible for managing OfficeScan on this PC:

web Server

@y 1Rene.

Flease choose the Wb seqver to use for the OificeScan server.

5 saved [is vaweb e =]
© Apache Web serves 2.0 (il be installed i nt yet installed)
HTTP pot: E=
¥ Enable S5L
Cerlificate validity period: [ yeads)
S5L port: 4343
Hep | <Back Next > Cancel

Here we can choose whether the client should
be located by its Windows hostname (“domain
name”) or IP address:

Computer |dentification
@ TREND,
MICRO
Specity whether OfficeScan chents vl identify the server by ks domain name of IP address.

Trend Micro recommends uging an [P address when the computer has mukipls network cards and
uzing & domain name when the computer’s IP address iz subject to change.

Hep |

< Back Hewt >

In the next step, we activate the product:

Product Activation
Step 1, Register cnline

Activation is & bworstep process:
1) Register online (Skip this step if you aleady have the Activation Code].
2) Enter the Activation Code.

Use the Registration Key that came with your product and click the button below to register
online. An Actrvation Code will be sent to pou via emal.

Next >
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Next we need to enter activation codes for the
various services:

Trend Micro OfficeScan

Product Activation
Step 2. Enter the Activation Codels)

Type the Activation Codes for the OfficeScan seMces'I wsing the following fomat:
[ o i

Antninus:

|

Damage Clearup Services:

Web Reputation and Anti-spysane:

[

Hep | <Back et >

At this point, we have the chance to install a
Smart Scan Server, which runs a fast Cloud-
based scanning service:

Trend Micro OfficeScan [x]

Inztall Integrated Smart Scan Server
P, TREND.
MICRO

Setup can instal an integrated Smart S can Server on the target computer, Manage settings for
thig server from the OfficeScan 'Web console.

Agide from the integrated senver, a standalone server ks available for installation on a Vidware
seaver. Consider installing thiz server fos failover purposes.

Do you wank to install the integrated server?

" Mo. | have instalied a standalone server of plan to inctall it a later ime.

* “es. Install the integrated secver. Thes server supparts HTTP and HTTPS protocols.
 |Ensbie S
Cerificate validiy period:
S5L port:

E year(s)
4345
< Back

Hep | Next>

We choose to install the Smart Scan Server,
and now we can choose additional functions.
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There is of course the usual enquiry as to
whether to join the manufacturer’'s feedback
mechanism, Smart Protection Network:

Trend Micro OfficeScan

Smart Protection Network
P) TREND.
MiCRO

The Trend Micre Smar Protection Metwork is a
next=generstion cloud-client content £ecuriey
infrastructure designed to deliver proactive
protection against the latest threats,

[¥ Enable Trend Micio Smast Feedback [racommendad)

When enabled. Smait Feedback shares anorymous threal information bo the 5 mart
Protection Metwork for analysis. You can disable Smart Feedback amtime thaough the

peoduct console,
Yout industy [optionall [Nl Speciied =
Hip |  «<Back Med> | Cancel |

Now we can enter administrator credentials for
the OfficeScan management console:

Trend Micro OfficeScan

Administrator Account Password
@) TREND.
MICRO

Specily the passwords for opening the Web console or unloads alirg the DificeS:
chent. Pazswords prevent unauthorized modification of 'Web mmhm«lunmdufh
DificaScan chant.

‘web corsole password:

Passwond: ]|

Confirm password: ]
Chent undoad and uninstal paczsword:

Passwond ]

Confirm password: ]

Help

< Back I Mest > |

Cancel

Unfortunately there is no option here to use
an existing AD account.

Next, we have to state a source folder from
which clients will obtain software update
packets.
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This is followed by the option of installing the
Trend Micro client firewall:

Trend Micro OfficeScan

Antivirus Features
D) TREND,
J MICRO

[ Enable firewal

< Back Neat » Cancel

Next, we can decide whether to use the “as-
sessment mode”, which ascertains whether
some potentially unwanted applications are
legitimate or not:

Anti-zpyware Feature
) TREND.
Mic RO

Agseszment mode was designed to allow you bo fist evaluate whether spyware,grawweare is
legitimate of not and then take action based on your evahuation. Chok Help for more information.
Wiould you ke to enable assessment mode?

" e, | would Bke lo enable assessment mode for I" | weekis]

™ Mo, please do not enable assessment mode.

< Back Neat »

Now we come to the next dialog box (it feels
like the hundredth), where we can decide on
the folder to use for Trend Micro shortcuts in
the Windows Start Menu:

Trend Micro OfficeScan

DfficeScan Program Shoitcuts
@) TREND

Setup vill add a folder containing the DificeScan program chortcuts to the Stat menu Accept
Thve: default folder name: or specify a new one. You can also select an exasting folder to which
thee program shortcuts will be added.

Folder name:

Existing folders:

Admirestrative T ools

Broadcom

Elaborate Bytes

Estias and Uporades
Martenance

Microsoft Exchange Server 2007
Microsoft SOL Server 2005

< Back Mest >
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At last the installer has enough information to
proceed:

Installation Information
@) Trene
Below is the summary of your DfficeSican senver installation.
Antivinas
‘Wb Reputation and Anti-spywaie
Server identification:
AYCSRY
Tanget directory:
C:\Program Files [x8EN\Trend Micro\DifficeS canh,
Folder name: -
Kl _'l_!
Frstalizhield
<Back intal | | Cancel |
The installation of OfficeScan takes rather

longer than that of competing products.

Trend Micro OfficeScan

Installation Complete

- /‘1 “You have successhly installed Trend Micro OfficeScan,
1™\
-
I Wiews the readme file

[T Open the Web conscle
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The management interface
OfficeScan 10

We are greeted by the login dialog of the con-
sole:

N
£ s ot | | B0 e pagen sty e Tesk s
=
¥, TREND. OfficeScan”
WEB CORSOLE LOGON
...... 1y your uber meme nd peseword 15 Iccess the Web conscke
User name= oot
Pasrnerd: [wanmanme LogOn
Yews cam provade usens the following clant instaber bk
etnac S aveeryid: conscis reml) Chang[matall’
=
[bone N Local irranet | Protected Mode- OFF 0%

Here again, Trend Micro sticks with a familiar
and proven interface:

[ R e T T T |

(o 2 R

e — [ T - B i e

e OfficeScan Som Simos @ —
G @ 3

= st | e 9 rElRy

To protect a computer with OfficeScan, we go
to Networked Computers | Client Installation |
Remote. To select a client, we have to enter
the appropriate login credentials.
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Next we are informed that Remote Installation
will not work with Windows XP Home or Vista
Basic. But, these 0S's, lack of an enterprise
networking stack prevents deployment using
remote deployment. There are other methods
to deploy the software - login script, MSI
packager, exe, web install, etc.

8w Sy o = S0 e P ety e

mrre | OfficeScan

o S s [P e o

There are various methods of installing the
client software. There is the choice of remote
installation via the OfficeScan console, send-
ing an email with a link to the installation
files, or using a login script.

Once the software has been installed, the cli-
ent can be managed using the management
console:

= - =] et | 42 [ 2

D R 1 -0 - P Gshiy s Taee @

m oeon. LolsLx . T o=, Tiemine. [
40 o - ms .

The OfficeScan console impressed us with its
clear structures and self-explanatory menus.
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Exchange 2007 protection

We begin the installation of Trend Micro
ScanMail:

Trend Micro™ ScanMail™ for Microsoft Exchange Setup

Welcome to Trend Micro™ ScanMail ™ for
Microsoft Exchange Setup

Setup will nstall or uninstal ScanMad on your
computar(s). Chck Neat to continue or Cancel to
od.

WARNING: This program is protected by copyright
lzws and intemational ireaties

[tet> | _cocd |

We accept the licence agreement:

Trend Micro™ ScanMail™ for Microsoft Exchange Setup

Please read the following kcense agreement canefully

IMPORTANT: READ CAREFULLY. USE OF TREND MICRO EI
SOFTWARE AND SERVICES BY BUSINESS AND OTHER ENTITIES
IS SUBJECT TO THE FOLLOWING LEGAL TERMS AND
CONDITIONS

Trend Micro License Agreement
Trial and Paid Use License ) =

" I do not accept the temms in the license agreement

Select an Action

Install, upgrade, or uninstall the program. ”“ I?EEE
& fostal/Ungrade]
€ Uninstal
WARNING: Instalation will close all Microsoft Management Consales on the target
computer.
< Back Next » Cancel

Somewhat confused, we continue with the
installation. The next question is another we
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haven't seen before; other manufacturers don't
find it necessary.

Trend Micro™ ScanMail™ for Microsoft Exchange Setup

Please specy the server version to which you wart to install ScanMail. »; I?Et‘g

' Hub Transport / Maibox Servers / Chusterad Madbax Servers
" Edge Transport Server

< Back Neod = Cancel

Now we even have to state what the target
server for installation:

Trend Micro™ ScanMail™ for Microsoft Exchange Setup

Select Target Server(s) .
Please specy the serverls) to install to »; 1REND

o wo | _some |

AVCTEST

Total servercount: 1 Remove I

The login credentials for the target server have
to be entered.

Trend Micro™ ScanMail™ for Microsoft Exchange Setup

Log On
Log on to tanget sanvens ”‘I?Et‘g

An administrator account with Exchange Organizational Administrator privileges is required
for ScanMai installation. Domain Administrator prvileges are requined for End User
CQuiarantine: (EUG).

(Domain\User name)

< Back Neat > Cancel
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Here too we can state the path to the desired
installation folder:

Trend Micro™ ScanMail™ for Microsoft Exchange Setup

Configure Shared/Target Directory
Piease specky the shared drectory and target drectory o, TREND

A shared folder on the target server i wsed to ftore suppod files during installation.

Shared drectory: [&

¥ Defaul path: <Defaull Program Flles Path>\Trend Micro'\Smex

NOTE: UNC path format is nat supported.

< Back Next > Cancel

Next we have to enter the web server settings:

Trend Micro™ ScanMail™ for Microsoft Exchange Setup
Web Server Information
Please specfy Web server infomation », TREND.
Microsoft Intemet Information Senvices S.0orabove | IERIEIE G
Port Number and S5L Settings.
Port mumber: 16372
I~ Enable SSL
NOTE: Microsoft™ Intemet Information Sarvices (115) must be installad befors instaling
ScanMai
<Back Nect > Cancel |

As we have so far sorely missed automatic
detection in the setup process, we are espe-
cially surprised to see the next dialog:

Trend Micro™ ScanMail™ for Microsoft Exchange Setup

Checking Target Server System Requirements
(]

I, Please watt whie Setup checks the target server(s) for system requirements.

Qlick the server link to configure SOL server settings for installing ScanMail data
files and select a shared disk lor cluster servers only).

Computer Name Exchange Server | Role = Chuster Status

| |2
FPassed for new installation: “CA=Clent Access UM = Unified Messaging
Passed for upgrade: HT = Hub Transpot  ET = Edge Transport
Faied: MEX = Mailboo:
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Now the installer confirms the information
which we have had to enter manually:

Trend Micro™ ScanMail™ for Microsoft Exchange Setup

Checking Target Server System Requirements /%, TREND
] Ml C RO
[, Please wat whie Setup checks the target serveris) for system requirements.
Click the server link to configure SQL server settings for installing ScanMail data
files and select a shared disk (for cluster servers only).
Computer Name: Exchange Server | Role * Cluster Satus
aﬁ‘-’fSR'\J Exchangs 2007 5P1 MBX / HT / CANo Fresh install
1 (I
Passed for new instalation: 1 “CA = Chient Access UM = Unified Messaging
Passed for upgrade: ] HT = Hub Transport ~ ET = Edge Transport
Faled: 0 MBX = Maibox
< Back HNext > Cancel

The installer still needs more input from the
user, namely proxy settings:

Trend Micre™ ScanMail™ for Microsoft Exchange Setup

Connection Settings
Specify connection settings .

[~ Procy Seftings

Poytpe: G HITP € SO0

cE;ekIﬂnd)ICarml

Next we have to enter the activation code:

Product Activation
Activate your product to enable scanning and updates m‘IEEEE

You must activate ScanMad o enable scanning and securty updates

Register Orkine {To obtain an Activation Code, register the praduct
oriine using your Registration Key )

< Back Next > Cancel

- 117 -

www.av-comparatives.org

Again we are asked if we want to take part in
the manufacturer's data sharing program,
called World Virus Tracking Program:

Trend Micro™ ScanMail™ for Microsoft Exchange Setup

Wodd Virus Tracking Program

Trend M s r its from work . complles
realtime statistics. an-dtﬁulm‘homunh\hu“w Usslhlmlommbmfw
each continent and selected countries:
= Yes, | would likce to join the Wodd Vinus Tracking Program, I understand that when

& wirus is detected on my system. aggregated detection information. inchuding vins:

names and number of detections. will be sent to the World Virus Tracking Program.

& will not send cut company names. individual names. machine names. ste
names, |P addresses, or any other

Iwmlmmmmmmmammw

changing the configuration to "Na™ within the product’'s managemeant console.

" No. | dont want to participate

<ﬁaek|um>l

Cancel

Every detail is asked separately. Now we have
to decide what to do with spam mails:

Trend Micro™ ScanMail™ for Microsoft Exchange Setup

Spam Prevention Settings

Select a Spam Prevention method ”"IEEEE
% ntegrate wih Outlook Junk Ema
" Integrate with End User Guarantine
W 4 End(Lieer U
' -
| Specify
< Back Nead > Cancel

Trend Micro™ ScanMail™ for Microsoft Exchange Setup

« Back Mt
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In this step, we can use AD to select a group Trend Hicro™ ScanHail™for Hicrosoft Exchange Setup
to manage ScanMail: Installation Progress

Please wai bafore instalation completes. This may take a few minutes.

Trend Micro™ ScanMail™ for Microsoft Exchange Setup

Group Selection

Select an Active Directory group for ScanMal management. /] I'-‘EEE Elapsed time: 00:00:13
Status:
Installation in progress: 1 soner

This allow Lssers in the group penmissions to manage the product,
Installation successfully completedon: 0 Server

(% Spechy an Active Directory Group Browse_ | Installation faded an: 0 sarver

Our Exchange server is now protected by

Conce ScanMail:
Finally the installer has gathered all the neces- I
. . Installation Complete #9) TREND
sary information: IREND.
Setup successfully installad ScanMail
Trend Micro™ ScanMail™ for Microsoft Exchange Setup ¥ m

Rewview Settings
Plaase review and confirm all settings. ”-‘ If‘E’n‘E

The following information is used during installation / uninstallation:
Target Server(s) kst: j
AVCSRY

[Destination Directory:
Use defanit destination directory

Wab Sarver:
Server Type: IS
Port Mumber: 16372

SGIL Senveris) kst

AVCSRV:  Local SGIL server =

¥ [Update patiem files when installation s complete |

<M|!‘h¢>|w
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The ScanMail management Here too, the self-explanatory descriptions
interface used are extremely helpful, so it is easy to find
and use all the functionality.

o - i o . The scope of the functions in ScanMail is very
b good, leaving nothing to be desired.

A, TREND. ScanMall” for wicroscir” Excnange

e Thus, apart from the truly poor installer, there
= aam is nothing here to criticise.

| Vi 1o et | im0 AERES

The ScanMail management console uses the
same design as that of OfficeScan, and so any-
one familiar with OfficeScan will find their way
around easily.

The detailed summary page of the console is
particularly good, giving an overview of all
important information:
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Summary

Manufacturer’'s website

The Trend Micro website
(www.trendmicro.com) is suitably designed
and easy to find your way around. It conforms
to normal Internet standards.

The site gives information about current
threats and contains all the normal antivirus
functions.

An online scanner is also available.

The installation process

The installation of the individual products
requires a lot of information to be entered
manually.

Once you have worked your way through the
installers for OfficeScan and ScanMail, you will
find a very useable interface which allows easy
configuration.
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The administrator console

Despite the fact that the administration inter-
face of OfficeScan and ScanMail has hardly
changed in recent years, it remains very prac-
tical to use. It was a very well-designed inter-
face when it came out, and proves that some
designs are so effective that they do not need
to be changed.

Deployment areas

The Trend Micro suite is equally suited to both
small and large networks.

Antivirus clients

The OfficeScan client is certainly one of the
simplest clients on the market. It runs unno-
ticed on the client PC, and with a well-
configured OfficeScan console, no intervention
is required.

Summary

Trend Micro is a suite that fits the require-
ments of both large and small networks. After
a somewhat more demanding installation, the
administrator can expect a proven interface
with a functional design. The Control Manager
can be customised easily to your own require-
ments.
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Pros

+ Proven interface for OfficeScan and ScanMail
+ Management console

+ Functional web interface

Deployment areas

www.av-comparatives.org

Cons

- Long, irritating installation

- High degree of manual input required

Small Networks (0-50 Users) | Medium Networks (50-500 Users) | Large Networks (500-? Users)

Summary

Installation Wizard

User Navigation

Administrator Console

Default Values

MS Active Directory Support

Database Support

Remote Installation

Website

Manual
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Feature List
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Feature list

Recommended Prod-
uct for

up to 5 Clients, 1
Server

Avira AntiVir Profes-
sional

BitDefender Internet
Security

ESET Smart Security
Business Edition

G Data Antivirus
Business

www.av-comparatives.org

Kaspersky ‘

Kaspersky Small
Office Security

McAfee

McAfee SaaS and
Email Protection

Sophos Computer

Security (Small Busi-
ness Edition)

Trend Micro

Trend Micro
Worry-Free Business
Security

up to 25 Clients and 1
Fileserver

Avira NetWork Bundle

BitDefender Small
Office Security

ESET Smart Security
Business Edition +
ESET File Security for
Windows File Server

G Data Antivirus
Business

Kaspersky Business
Space Security

McAfee SaaS and
Email Protection

Sophos Computer
Security (Small Busi-
ness Edition)

Trend Micro
Worry-Free Business
Security Advanced

up to 25 Clients and . BitDefender Corporate ESE.T Smart‘Sgcunty G Data Antivirus Kaspersky Enterprise McAfee SaaS and Soplies SECL.mty Su1.te Ve M1cr9
Fileserver and Mes- Avira NetWork Bundle Secur; Business Edition and Enterprise Space Securi Email Protection (Small Business Edi- | Worry-Free Business
saging Server ) Messaging Bundle P P by tion) Security Advanced

more than 25 Clients,
more than 1 Fileserv-
er, more than 1 Mes-
saging server

Features Management

Server

What is the maximum
number of clients
overall?

Avira AntiVir Business
Bundle

20000

BitDefender Corporate
Security

Recommended 1000
per single server.
Scales to 10000 if

Master/Slave is used
(1 Master and 10

Slave Servers).

ESET Smart Security
Business Edition and
ESET Mail Security

unlimited

G Data Antivirus
Enterprise

50000

Kaspersky Enterprise
Space Security

unlimited

McAfee SaaS and
Email Protection

unlimited

Sophos Endpoint
Security and Data
Protection

unlimited

Trend Micro
Enterprise Security
for Endpoints and

Mailservers

unlimited
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Feature list

Bitdefender
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Kaspersky

Trend Micro

What is the maximum
number of clients
that can be managed
from a single man-
agement server under
the following condi-
tions: All necessary
components (data-
base, repositories,
update mechanisms,
reporting, etc) are
installed on this
server and the Clients
communicate with
the server either
continuously or at
least once per hour

20000

1000

10000

1000

50000

Unlimited,
Management Server is
Web NOC

25000

20000

Required minimum
hardware
(CPU/Memory/Disc)

Server: 128MB RAM,
512MB HDFrontend:
32MB RAM, 16MB
HDAgent: 32MB RAM,
16MB HD

Intel Pentium com-
patible processor

* 800MHz (1 GHz
recommended) for
Windows 2000/XP

¢ 1GHz (Core2 Duo or
equivalent recom-
mended) for Windows
Vista/7

e 256MB (512 MB
recommended) for
Windows 2000

® 512MB (1GB rec-
ommended) for Win-
dows XP

* 1GB RAM (1.5GB
recommended) for
Window Vista/7

HDD: 200MB (400MB
for installation)

Hardware needs only
to be strong enough
to support the 0S,
and only optionally
the database

Core 2 Duo 2 GB RAM
1,5 GB

Intel Core 2 Duo
E8400, 3GHz, 4GB
RAM, HDD SATA
300GB

Intel Pentium Pro-
cessor or compatible
architecture; 512Mb

Ram; 500MB Disk

space

2GHz Pentium or
equivalent/512
MB/300 MB HD

OfficeScan server:
1GHz CPU, min 1 GB
RAM , min 3.5 GB free
hard disc space
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Feature list

Bitdefender
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Kaspersky

Trend Micro

Does the product
provide a mechanism
to limit the data
transferred over WAN
Links when updating
clients in remote
locations?

By designating one
client as local source
for definition updates
(Super Agent, Group
Update Provider)

Does the product
provide a mechanism
to prevent updates
over expensive net-
work connections like
uMmTs?

configurable

configurable

Does the product
provide a delta up-
date mechanism?

Does the product
allow customers to
use 3rd party tools for
virus signature distri-
bution?

Which options does
the product provide
to ensure that only
authorized adminis-
trators can administer
the product?

Authentification
username, password

Authentification
username, password

Password protection,
encrypted communi-
cation

Administrator
account

Authentification
username, password

Username/Password
requirements

Password protection,
encrypted communi-
cation, role-based
administration

Authentification
username, password

Require minimum
password length

Depends on Windows
Security Policy

Lock administrator
account after enter-
ing a password multi-
ple times (prevent
brute force attack)

Depends on Windows
Security Policy
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Feature list Bitdefender Kaspersky Trend Micro

Log out administrator
if idle for a specified o
time

Client / Server
Communication

Does the client au-
thenticate the server?
Does the server au-
thenticate the client?
Is the communication
between the client
and the server en-
crypted?

Does the product
support a 'pull' com- o o o o o O o o
munication mode?
Can the communica-
tion interval be modi- o o o o o . o o
fied?

What is the recom-
mended communica- 60 minutes 5 minutes 5 minutes 5 minutes 15 minutes 4 hours Real Time Real Time
tion interval?
Does the product
support a push com- o o o o o o
munication mode?
Does the product
protect itself from
being tampered with o o o o o o
by the end-user or
malicious software?
Prevent processes
from being stopped
Prevent files and
folders from being o o o o . o
modified or deleted
Prevent product
registry entries from
being modified or
deleted

Proxy Server

Depends on Windows
Security Policy
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Can a proxy server be
specified?

For HTTP

For FTP

Does the product
support proxy server
authentications?

Master-Slave-Server

Multiple AV Servers

Master server controls
slave server in differ-
ent offices

Slave server for dis-
tributing updates

Notes

Client Installation

Which client de-
ployment methods
does the product
support?

Update Server is
separate from the
Slave Server. It is

possible to install and
configure more Up-
date Servers in cas-
cade

Slave servers can be
nested multiple lev-
els; they each have
their own credentials
for full access and for
read-only access.
Policies from upper
server can be propa-
gated to lower serv-
ers.

Various product ver-
sions can be managed
within a few clicks

Does the product
include a mechanism
that allows the ad-
ministrator to push
the software to the

clients?
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Can the installation
of the clients be
staggered over time
to ensure that the
network is not over
utilized?

Can the administrator
see the status of the
deployment (i.e.
Transfer, Installation
in Progress, Installa-
tion complete, etc.)?

Does the product
include a mechanism
that allows the end o o ° o . o o
user to download and
install the software?

Can the admin sent a
link which allows the
user to download and
install the software?

Does to product
support the creation
of MSI packages for
deployment with 3rd
party tools and Active
Directory (GPO)?

Does the product
support the creation
of single file executa-
ble (.exe) installer
(i.e. for logon scripts
or CD distribution)
Which options can
be set for the client
installation in the
user interface?

- 128 -



Product Review: Corporate Review 2010

Feature list

Bitdefender

www.av-comparatives.org

Kaspersky

Trend Micro

Does the product
allow the administra-
tor to define the
installation options
(i.e. silent, interac-
tive, installation
folder, etc) in the
user interface?

Which installation
types can be defined
in the user inter-
face?

Silent Installation (no
user interface is
displayed)

Unattended installa-
tion (the end-user
sees the progress of
the installation but
can not modify the
settings)

Interactive Installa-
tion (user chosen the
preferences)

Can the installation
folder be specified in
the user interface?

Can the administrator
define whether the
program is added to
the Start Menu?

Other installation
options

Modules

Define if user is
restricted or power,
define what modules

to install or ena-
ble/disable, restart
options, scan before
install, set adminis-

trative password

Virtually all options
of the client can be
specified as a param-
eter of the push
installation

Group on bootstrap
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General Capabilities ‘

Is the system Multi-
tenancy capable (host
multiple customers on
the same infrastruc-
ture but separating
the data)?

Does the product
allow administrators
to assign different
policies to different . . . . . o . .
groups of computers
(regardless of the
person logged in)?
Does the product
allow administrators
to assign policies to
users (regardless of
the computer they
use)?

Does the product
support static groups
(i.e. user or computer
are assigned manually . . . . . J . .
to a group or are
imported from a third
party system)?

Does the product
support dynamic
group assignment o ° o o O U U
based on criteria like
IP addresses?

Does the product
support hierarchical
groups with inher-
itance?
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Location Awareness

Is the product capa-
ble of using different
policies, settings and
rules depending on
the location of the
computer?

Which set-
tings/policies can be
changed depending
on the location?

Protection technology
policies

Antivirus policies

Firewall policies

HIPS & IPS policies

IPS only

IPS only

Device Control poli-
cies

Other protection
technology policies

Updating

Anti-Spam, Web
Content filter, Inter-
net usage control,
Application control

Anti-Spam; Proactive
Defense; Anti-Banner;
Anti-Dialer; Anti-
Hacker; Updating

Browser control

Updating

Web Reputation

Client settings

User interface config-
uration

Communication set-
tings

Content update set-
tings

When the client
detects the notebook
is running on battery,

scheduled scans are
automatically delayed
and updated program
components are not
downloaded

Can the customer
define an 'unlimited'
number of locations?
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Which criteria can
the customer use to
define locations?

Client IP Configura-
tion

By specifying IP
addresses / IP ad-
dress ranges

over AD

By specifying Gate-
way

By IP address / range

By MAC address

The client must have
the specified Gateway

The client must not
have the specified
Gateway

By specifying DHCP
server

By IP address / range

By MAC address

The client must have
the specified DHCP
server

The client must not
have the specified
DHCP server

By specifying the DNS
Server Address

The client must have
the specified DNS
server

The client must not
have the specified
DNS server

By specifying DNS
suffixes

over AD
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By specifying the
type of network con-
nection used or not
used by the client
(e.g. Ethernet, Wire-
less, VPN, Dial-up,
etc.)

always the adapter
that provides the
gateway

over AD

By checking whether
a client can or can
not resolve a DNS
host name

over AD

By checking the
Registry

over AD

Can multiple criteria
be used to define a
location?

over AD

When is location
criteria evaluated?

Periodically

Immediately when a
change in the net-
work configuration
takes place (i.e.
network adapter
enabled / disabled)

Can the end-user be
notified about a
location change?

Are location changes
logged?

Group Import &
Synchronization

Can computers be
imported from a text
file?

Can computers be
imported from Active
Directory?
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Keeping the OU struc-
ture defined in Active
Directory

Using other criteria
to assign computers
to groups

Can changes in Active
Directory be synchro-
nized?

Can the synchroniza-
tion schedule be
defined?

Can computers be
imported from multi-
ple Active Directory
servers?

Can computers/users
be imported from
other LDAP server?

Can computers be
imported by a GUI

Can different actions
be defined based on
the malware catego-

ry?

Scan Location

Can the administrator
exclude/include files
and folders from
being scanned?

By file extension

By predefined lists of
extensions provided
by the product

By administrator
defined lists of exten-
sions

By filenames
("file.txt") regardless
of folder or location
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By filenames & spe-
cific folder
("c:\Directory\file.txt
Il)

By folder name . . . ° o o .

Standard Windows
folder (i.e.
%WINDOWS%,
%SYSTEM32%) re- . . o R
gardless of the oper-
ating system lan-
guage

Does the product
provide preconfigured . . . . o N
exclusions?

Microsoft Exchange

Exchange 5.5 . .

Exchange 2000 . . . . .

Exchange 2003 3 . . . .

Exchange 2007 o . o . .

Exchange 2010 o ° . .

Network shares

Is scanning of net-
work shares disabled . . . . . J .
by default?

Can a user or admin-
istrator scan network
shares after entering
a password?

System memory /
Processes

Does the product scan
processes in memory o o o o o J o o
for malware?

Can the administrator
define exceptions
(i.e. which processes
to ignore)?
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Email Messages

Does the product scan
existing email in the
message stores of the
following applica-
tions?

Microsoft Outlook

Microsoft Outlook
Express

Lotus Notes

Thunderbird

Microsoft Windows
Live Mail

Microsoft Windows
Mail

The Bat!

Does the product
scan incoming and
outgoing emails and
attachments in the
following protocols?

SMTP

POP3

IMAP

Archives

ZIP/RAR/ARJ & ar-
chived installers

how deep at on de-
mand (by default)

20

15

10

100

unlimited

unlimited

10

Does the product
protect itself against
Zip of Death and
similar attacks?

By limiting the recur-
sion depth
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By limiting the num-
ber of files unpacked
By limiting the size
of an unpacked ar- . 3 o . . . o
chive

By limiting the pro-
cessing time for . . .
unpacking archives
Offline files and
sparse files

Does the product
allow administrators
to define how files
with the offline bit
set should be han-
dled?

Skip offline files o . .

Skip offline and
sparse files with a o . .
reparse point
Scan resident por-
tions of offline and . .
sparse files

Scan all files without
forcing demigration
Scan all files touched
within a defined
timeframe without
forcing demigration

Other locations Scan media at com- Removable media
puter shutdown

Does the product
provide preconfigured o . . .
scan locations?

On Demand Scans

Can the administrator
define when scans o ° . . . . . .
should take place?
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Can the system im-
pact vs. scan speed
be defined?

Can the administrator
specify which Scan
Locations should be
included / excluded?

On Access Scan

Can the administrator
define when a scan is
triggered?

Can the administrator
specify which Scan
Locations should be
included / excluded?

Files / Directories

Log

Which information is
logged?

The Date and time
the infection was
detected

The name of the
infection and the
original location
where the infection
was found (incl. file
name)

The malware category
(i.e. Virus, Worm, etc)

The computer on
which the infection
was found

The user who was
logged on at the time
the infection was
detected
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The action and cur-
rent status of the
infection (i.e.
cleaned, deleted,
quarantined, still
infected)

The current location
of the infected file
(i.e. local quarantine)

The scan that detect-
ed the infection (i.e.
On Access, Manual,
Start-up, etc)

End-user Interaction

Let the end-user
choose the action

Notify the end-user

By displaying a pop
up or balloon

Can the notifications
be customized?

By adding a warning
to an infected email
body or subject
(email)

By replacing an in-
fected attachment

Can the notification
be customized?

Run a script or appli-
cation after detection

Can a second or
alternative action be
defined (i.e. if the
first action fails)?

Which file specific
actions can the
product perform?

Clean
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Can the product
create a backup of
the file before at-
tempting to clean it?
Quarantine on the
local system
Quarantine in a cen-
tral location (i.e.
management server, o o o o o
quarantine server,
etc)

Delete . . . . . . ° °

Deny Access (for On
Access Scans)

Which processes
specific actions can
the product perform

Terminate the process . . o 3 o . .

Stop the service . ° . . .

Registry Access Rules

Does the product
allow monitoring and
preventing access to U ° . °
registry keys and
values?

Does the product
allow to de-
fine/exclude for
which processes . . . .
(application and
services) a registry
access rule applies?
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File and Folder Ac-
cess Rules

Does the product
allow monitoring and
preventing access to o o
specific files and
folders?

Does the product
allow to de-
fine/exclude for
which process a
file/folder access rule
applies?

Which selection
criteria does the
product provide to
specify files and
folders?

By Name . ] . .

By Filenames
("file.txt") regardless . . . .
of folder or location
By Filenames & Spe-
cific Folder
("c:\Directory\file.txt
)

By Filename and
Windows Folder(i.e.
#System32#\hosts")
Using wildcards (i.e.
*,?)

Using regular expres-
sions

Limit by Location

only if mounted as a

(i.e. local drive, CD, . . . .
USB Stick) removable drive
Any Local Hard Drive o oy it mounteq as a o
removable drive
only if mounted as a o . .

Any CD/DVD Drive removable drive
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Any Network Drive . . .

only if mounted as a

Any removable media * removable drive

USB/firewire .

Process Access Rules

Does the product
allow monitoring and
preventing launching
processes?

Does the product
allow monitoring and
preventing terminat-
ing processes?

Does the product
allow to de-
fine/exclude for
which processes a
process access rule
applies?

Does the product
provide selection
criteria to specify o
processes, e.g. by
name?

Process Definition

How can processes
(i.e. applications &
services) be specified
that are al-
lowed/disallowed to
perform actions (i.e.
modify files, read
registry keys, load
dlls)?

By file fingerprint /
hash

By filenames & spe-
cific folder
("c:\Directory\applica
tion.exe")
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Using wildcards (i.e.

*,?)
Limit by location (i.e.
local drive, CD, USB .
Stick)
By user authorization
and by Behavioral
Other Genotype-based

whitelisting identities
produced by So-
phosLabs

HIPS Actions
Which actions can be Block, allow, allow

Block, report only,

taken when arule is once, block once, Block Block Block, allow A
. . terminate
triggered? ignore
Allow Access to the
[ ] [ ] [ ] (] [ ]
resource
Block access to the
[ ] [ [ ] L] [
resource
Terminate the process
trying to access the .
resource
Can the end user be
notified when a rule . . .

is triggered?

Can a log entry be
created when a rule is o . ° . .
triggered?

Conditions

Which conditions
can be checked
using the user inter-
face (without using
scripts)

Conditions for files
and folder: How can
files be specified?
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By filenames
("file.txt") regardless
of folder or location

By filenames & spe-
cific folder
("c:\Directory\file.txt
Il)

By filename and
windows Folder (i.e.
#System32#\hosts")

By referencing a
value in the registry

Which conditions
can be specified for
file existence

File exists / does not
exist

File has specified
hash / file fingerprint

File version

Directory exists

Which conditions
can be specified for
file (application)
versions?

File version is equal /
not equal to specified
version

File version is higher
/ lower to specified
version

Conditions for regis-
try keys and values

A specified registry
key or registry value
exists / does not
exist

Conditions for nu-
meric (DWORD)
registry values?

- 144 -



Product Review: Corporate Review 2010

Feature list

Bitdefender

www.av-comparatives.org

Kaspersky

Trend Micro

Is equal / not equal
to specified number

Is greater / less than
specified number

Conditions for text
(String) registry
values?

Is case sensitive
equal / not equal to
specified text

Is case in-sensitive
equal / not equal to
specified text

Contains / does not
contain specified text
(case sensitive)

Contains / does not
contain specified text
(case in-sensitive)

Conditions for bina-
ry registry values?

Is equal to specified
value

Contains specified
value

Conditions for pro-
cesses

Process or service is
running / not running

Conditions relating
to the operating
system

Type of operating
system

Language of operat-
ing system

Service pack level of
the operating system

Is equal / not equal
to specified value
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Is higher / lower than
specified value

If .. Then .. Else

Logical (AND, OR)

Can the checks in-
teract with the end-
user?

Notify end-user (i.e.
that an operation will
take some time to
complete, e.g. by an
assessment %)

Query end-user

Does to product
provide preconfig-
ured conditions?

Preconfigured Antivi-
rus Check

Preconfigured Firewall
Check

Preconfigured Patch
Management Check

Other

Standard and Expert
configuration

AntiSpyware

Remediation

Does the product
provide remediation
capabilities?

Which remediation
action can be de-
fined in the user
interface (without
resorting to
scripts)?

Registry remediation
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File remediation

Delete files / folders

Download files

Process remediation

Run application in
user / system security
context

Start service in user
security context

Start service in sys-
tem security context

Software Remedia-
tion

Download software
and patches

Alert user when 0S is
not up-to-date
(patched)

Virtual Patching

provided via the

Intrusion Defense
Firewall

Install / uninstall
software and patches
in user / system
security context

End-user interaction

Inform user

Query user

Enforcement

Can the product
prevent that a client
failing the client
health check con-
nects to a network?

Which enforcement
frameworks does the
product support?

Microsoft Network
Admission Control

Cisco Network Access
Control

- 147 -




Product Review: Corporate Review 2010 www.av-comparatives.org

Feature list Bitdefender Kaspersky Trend Micro

Symantec Network
Access Control

Other OPSWAT DHCP, 802.1X, VPN

Does the product
have inbuilt en-
forcement capabili-
ties?

Host Based Enforce-
ment / Self Enforce-
ment (i.e. leveraging
a desktop firewall to
prevent network
connections)

Other OPSWAT

Behaviour detection ‘

Behavior detection . . . . . .

Is this technology
enabled by default?

General capabilities

Is the firewall state-
ful for TCP and UDP o o ° o o . o o
connections?

Can the firewall ana-
lyze VPN traffic

Firewall Rules

Does the product
come with default
policies?

For workstations o ° . ° ° . . .

For server ° . o

Which criteria can
be used when defin-
ing rules?
Application
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By filenames ("appli-
cation.exe")

By filenames & Spe-
cific Folder
("c:\Directory\applica
tion.exe")

By File Fingerprint /
Hash

By Process . . . .
Network adapter
type

Ethernet . . . . . .

Wireless . ° . . o °

VPN o ° ° ° . °

Dial-up o o o . . o

Direction

Local / Remote o . . . . .

Source / Destination . . . . o . .

Remote Host

By IP address / IP
range

By MAC address .
By DNS Name . . .
By DNS Domain . .

By Technology Type
(incl. RDC, VPN,
SSH/SCP, Terminal
Services and Citrix)

Protocol
TCP/UDP/ICMP . . . . . . .
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Raw Ethernet

Ability to control
network traffic below
the IP layer like EAP

or PPP and legacy
protocols like IPX and

Apple Talk

Other

128 protocols sup-
ported

IPv6-ICMP, IGMP,
GRE, ESP, SMP

IGMP, GGP, GUP, IDP,
GRE

PPTP

Which Actions can
be taken when a
firewall rule is trig-
gered?

Allow/Block traffic

Ask the end-user

Notify end-user when
traffic is blocked

Log

Log the incident

Include packet data
in log

End-user Interaction

Can end-users be
allowed to create
firewall rules?

Can the administrator
define rules that can

not be overridden by

end-user rules?

Can the administrator
define rules that can
be overridden by end-
user rules?

Can the end-user be
allowed to disable the
firewall?

Can the firewall au-
tomatically be ena-
bled after a defined
time?
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Can the number of
times an end-user can
disable the firewall
between reboots be
limited?

Can the end-user
easily block all net-
work traffic?

Can the end-user be
allowed to see the
network traffic in real
time?

Firewall Logs

Which logs are pro-
vided?

App. Blocked and
allowed with the
reason (automatically
because of MD5,
publisher, or due
game mode), port
scan, Service started,
stopped, FW enabled,
disabled,

Critical warnings,
Errors, Warnings,
Informative records
and/or Diagnostic
records. For trouble-
shooting, all blocked
connections can be
logged.

Network attacks,
Banned hosts, Appli-
cation activity, Pack-

et filtering

Allowed in last 10
mins, Allowed today,
Blocked 10min/today,
Processes, System log

Can the firewall rules
be exported and
imported?

Client Management

Client User Interface

Can the administrator
limit or control con-
figuration changes by
the end-user?

Can different policies
be applied for differ-
ent computers?

Depending on the
location of the device
(i.e. Office, Hotel,
Home, etc)
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Depending on group
membership of the
computer

Depending on group
membership of the
user (i.e. administra-
tor vs. normal user)

Actions

Which actions can
be initiated in ad-
ministration con-

sole?

Update signatures

Reboot computer

Possible using a
script

Scan computer

Enable On Access
Scan

Enable/Disable Fire-
wall

Other

All actions available
in the client product

Change all aspects of
configuration, includ-
ing handing off a
client to another
server

mail scan
on/off/software
update

Comply with policy,
Clean up, Initiate
scans, Acknowledge
alerts, Protect (in-
stall/reinstall) etc.

connection verifica-

tion, uninstallation,

outbreak prevention,

configuration chang-
es

On which systems
can the actions be
initiated?

A single computer

A group of computers

All computers match-
ing certain criteria
(i.e. identified by
logs or reports)

partially - outdated
clients, firewall rules
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Other

Computers with a
specific user logged
on (policies per user)

Any set of computers
(task for a set of
computers) or accord-
ing to the administra-
tion group’s hierar-
chy.

Automatically deploy
to discovered ma-
chines in AD

Can the status of the
actions be tracked?

Is there a web based
console?

Administrator Man-
agement

Rights

No. The console is
windows based and
can run from any
computer on the
network and access
the server from there.
The console software
is portable and can
run from a thumb

drive.

Does the product
support multiple
administrators?

One per server (mas-
ter server, slave
servers)

Does the product
support different
access levels for

administrators?

Access Control

Can access for admin-
istrators be limited?

Authentication
mechanism

Can administrators be
authenticated using
an integrated authen-
tication mechanism
(i.e. username /
password)?

U/P for the adminis-
trator console or
Windows/Domain

authentication can be

used
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Does the product
enforce minimum
password lengths?

Depends on Windows
Security Policy

Does the product
enforce maximum
password age?

Depends on Windows
Security Policy

Can administrators be
authenticated using
Active Directory?

Can administrators be
authenticated using
RSA Secure ID tech-
nology?

Other

Administrator ac-
count

SEC uses AD, NAC and
Encryption use sepa-
rate authentication

Account Security

Does the product lock
an administrator
account when a
wrong password is
provided multiple
times (prevent brute
force attacks) and
can it be unlocked
automatically after
some time or manual-
ly by the administra-
tor?

Depends on Windows
Security Policy

Does the product log
an administrator out
after being idle for
some time?

Administrator Audit-
ing

Does the product
keep an audit log?

Which changes are
logged?

Log-in / Log-out

Over AD
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Changes to policies

Changes to system
settings

Changes to groups

Change to administra-
tive accounts

Which information
is logged

Time of change

The administrator
who performed the
action

The action that was
performed

Device Control

Does the product
allow administrators
to limit the use of
external devices (USB
sticks, printers, etc)?

Can the product
identify devices by

Device ID

Manufacturer ID /
Unique ID

Can you exclude e.g.
printer USB Ports
from being scanned

Block

Can you lock

DVD

Floppy

external media

usB
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other

Can the product
prevent computers
from receiving Net-
BIOS traffic originat-
ing from a different
subnet?

All ports and all
removable media can
be locked, but it's
possible to add ex-
ceptions for any
individual ports or
media

webcams

WiFi, IR, Bluetooth,
Modems, Firewire,
SATA, PCMCIA,
Blueray, CD, Unen-
crypted/Encrypted
USB devices, Network
bridgin

network resources

Prevent MAC spoofing
by allowing incoming
and outgoing ARP
traffic only if ARP
request was made to
that specific host

Detect ports cans

Does the product
detect and prevent
denial of service
attacks?

Does the product
provide a signature
based network intru-
sion prevention sys-
tems?

Can a customer create
custom IPS signa-
tures?

Does the product
include attack facing
signatures?

Does the product
include vulnerability
facing signatures?
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McAfee

Trend Micro

Which actions can
be performed?

Kaspersky ‘

Traffic can be allowed
/ blocked / dropped

Incident can be
logged

Failover

What if the AV Serv-
er (local) hang-ups

automat. switching to
a second local server

updates from vendor-
server instead of local
server

other

Quarantine

any other network
shared folder

Quarantine Folder

Is there a centralized
quarantine-folder

No, but administrator
console provides a
centralized view of
the quarantine on

clients

Is there a quarantine-
folder on the client

can administrators
specify the location
of the quarantine
folder anywhere

rechecking quaran-
tine

after a signature
update, is the quar-
antine folder
checked?

automatically

manually
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McAfee
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undo av-action if
false positive is de-
tected

Kaspersky ‘

Feature overview
Messaging

Exchange

Exchange

Exchange

Exchange

Exchange

Exchange

Exchange

Exchange

Modules and func-
tional areas

Special module for
Exchange. Full inte-
gration with MS
Exchange, scans the
whole Exchange
store. Manageable
from the central
management server.
Supports 64-bit Ex-
change.

Gateway Solution

Complete defense
against spam, phish-
ing, malware and
data leakage. An
upcoming add-on will
enable email encryp-
tion.

antimalware, anti-
spam, content filter-
ing, attachment
blocking, Url filtering

Malware detection

Recursive scan of all
e-mails and file at-
tachments in real
time, event-and time-
controlled.

Information Store
scans on every server.

Support of automatic
virus pattern updates.

Scanning of e-mail
message text and
attachments.

Detecting file at-
tachments by means
of clear, non-
manipulable file
patterns or by file
type, detects and
blocks even manipu-
lated files
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Definition of file
limitations by a
combination of file
name, file extension
and file size.

only by file extension
and by time

Application of the
restrictions on file
archives such as zip,
rar

Automatic detection
of new mailboxes

Examination of en-
crypted e-mails for
viruses in combina-
tion with Crypt

Optionally possible
through integration
with email encryption
server or as part of
upcoming on-box
encryption capability.

Scanning of existing
mailboxes

scan according to the
company's policies on
prohibited, not desir-
able or confidential
content

Blocking unwanted e-
mail senders (spam
senders, mailing lists,
etc.) as well as to
unwanted recipients
(e.g. competitors)

YES to blocking un-
wanted senders, NO
to blocking unwanted
recipients

YES to blocking un-
wanted senders, NO
to blocking unwanted
recipients

Analysis of images on
undesirable content

(e.g. pornography)

Using current spam
pattern for the fast
detection of new
spammer tricks
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User-Specific Man-
agement of White-
and blacklists on the
server solely for
effective blocking
unwanted e-mails
Definition of trans-
mitter / receiver
channels on a dedi- .
cated e-mail commu-
nications

Freely editable exclu-
sion list for addresses
and content in sub-
ject and message text
Flexible notifications
of blocked e-mails
(directly or schedule)
to administration or
transmitter/receiver
email

User-specific access
to e-mails in the o . . .
quarantine
Centralized quaran-
tine management

. . . Only for addresses o °

Formation of compa-
ny-specific e-mail o o
categories

Automatic classifica-
tion of e-mails to one . . . .
or more categories
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Trend Micro

Response Manage-
ment through defined
classifications, for
example, the custom-
er support automatic
forwarding of e-mails
to qualified employ-
ees

Document protection:
Following categories
may, for example, all
outgoing e-mails on
company-related
content should be
examined

A content audit of e-
mail attachments is
also possible

if the same mail is
delivered several

times, would it be
blocked as spam

Feature overview

Messaging

Modules and func-
tional areas

General Windows

General Windows

General Windows

Integration with most
Windows mail servers
is possible through
the command line
scanner

General Windows

Gateway Solution

General Windows

General Windows

General Windows

Complete defense
against spam, phish-
ing, malware, and
data leakage

General Windows

Malware detection

Recursive scan of all
e-mails and file at-
tachments in real
time, event-and time-
controlled

Information Store
scan on every server
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Support of automatic
virus pattern updates

Scanning of e-mail
message text and
attachments

Detecting file at-
tachments by means
of clear, non-
manipulable file
patterns or by file
type, detects and
blocks even manipu-
lated files

Definition of file
limitations by a
combination of file
name, file extension
and file size

Application of the
restrictions on file
archives such as zip,
rar

Automatic detection
of new mailboxes

Examination of en-
crypted e-mails for
viruses in combina-
tion with Crypt

Scanning of existing
mailboxes

Anti-Spam

scan according to the
company's policies on
prohibited, not desir-
able or confidential
content

- 162 -




Product Review: Corporate Review 2010 www.av-comparatives.org

Feature list Bitdefender Kaspersky Trend Micro

Blocking unwanted e-
mail senders (spam
senders, mailing lists,
etc.) as well as to
unwanted recipients
(e.g. competitors)
Analysis of images on
undesirable content . . .
(e.g. pornography)
Using current spam
pattern for the fast
detection of new
spammer tricks.
User-Specific Man-
agement of White-
and blacklists on the
server solely for
effective blocking
unwanted e-mails.
Freely editable exclu-
sion list for addresses
and content in sub-
ject and message text
Flexible notifications
of blocked e-mails
(directly or schedule)
to administration or
transmitter/receiver
email

User-specific access
to e-mails in the . .
quarantine
Centralized quaran-
tine management

Formation of compa-
ny-specific e-mail . .
categories

Automatic classifica-
tion of e-mails to one . .
or more categories
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Response Manage-
ment through defined
classifications, for
example, the custom-
er support automatic
forwarding of e-mails
to qualified employ-
ees

Document protection:
Following categories
may, for example, all
outgoing e-mails on
company-related
content should be
examined

A content audit of e-
mail attachments is
also possible

if the same mail is
delivered several
times, would it be
blocked as spam

Feature overview

Messaging

General Linux

General Linux

General Linux

General Linux

General Linux

General Linux

General Linux

General Linux

Modules and func-
tional areas

Special product for
Linux mail servers.
Includes Anti-Spam,
web administration
interface. Manageable
from the central
management console.

Gateway Solution

Complete defense
against spam, phish-
ing, malware, and
data leakage.

Malware detection

Recursive scan of all
e-mails and file at-
tachments in real
time, event-and time-
controlled.
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Information Store

sCans on every server.

Support of automatic

virus pattern updates.

Scanning of e-mail
message text and
attachments.

Detecting file at-
tachments by means
of clear, non-
manipulable file
patterns (,finger-
prints") or by file
type, detects and
blocks even manipu-
lated files.

Definition of file
limitations by a
combination of file
name, file extension
and file size.

Application of the
restrictions on file
archives such as zip,
rar.

Automatic detection
of new mailboxes.

Examination of en-
crypted e-mails for
viruses in combina-
tion with Crypt

Scanning of existing
mailboxes

Anti-Spam

scan according to the
company's policies on
prohibited, not desir-
able or confidential
content
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Blocking unwanted e-
mail senders (spam
senders, mailing lists,
etc.) as well as to
unwanted recipients
(e.g. competitors)

YES to blocking un-
wanted senders, NO
to blocking unwanted
recipients

Analysis of images on
undesirable content

(e.g. pornography)

Using current spam
pattern for the fast
detection of new
spammer tricks

User-Specific Man-
agement of White-
and blacklists on the
server solely for
effective blocking
unwanted e-mails

Freely editable exclu-
sion list for addresses
and content in sub-

ject and message text

Flexible notifications
of blocked e-mails
(directly or schedule)
to administration or
transmitter/receiver
email

User-specific access
to e-mails in the
quarantine.

Centralized quaran-
tine management

Formation of compa-
ny-specific e-mail
categories

Automatic classifica-
tion of e-mails to one
or more categories
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Response Manage-
ment through defined
classifications, for
example, the custom-
er support automatic
forwarding of e-mails
to qualified employ-
ees

Bitdefender

Document protection:
Following categories
may, for example, all
outgoing e-mails on
company-related
content should be
examined

A content audit of e-
mail attachments is
also possible

if the same mail is
delivered several
times, would it be
blocked as spam
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Language:

In which languages
are your corporate
products available?

English, German,
Spanish, Russian,
Ttalian

English, German,
French, Spanish,
Chinese Simplified,
Japanese, Chinese
Traditional, Brazilian
Portuguese

Management Server
and Console (English,
Japanese, Russian,
French, Spanish,
Polish, Chinese Sim-
plified, Chinese Tradi-
tional)

Client (Bulgarian,
Simplified and Tradi-
tional Chinese, Croa-
tian, Czech, Danish,
Dutch, English, Esto-
nian, Finnish, French,
French Canadian,
German, Hungarian,
Italian, Japanese,
Kazakh, Korean,
Norwegian, Polish,
Portuguese, Romani-

German, English,
French, Italian, Span-
ish, Russian, Brazili-

an, Turkish, Polish,
Japanese

KAV for Windows
Workstations & KAV
for Windows Servers:
12 languages (Eng-
lish, Russian, Estoni-
an, French, German,

Italian, Japanese,
Polish, Portuguese,
Portuguese (Brazil),

Spanish, Turkish).

Kaspersky Administra-
tion Kit: 7 languages

(English, Russian,

French, German,

Spanish, Polish,

English, Danish,
German, French,
Chinese (Simplified or
Traditional), Dutch,
Hebrew, Italian,
Japanese, Korean,
Portuguese (Brazilian
or Iberian), Spanish,
Russian, Finnish,
Norwegian, Swedish
and Turkish.

English, Spanish,
French, Italian, Ger-
man, Chinese, Japa-

nese

Server Products:
English only

Desktop Products:
all languages in
which the products
are available

In which languages
are your (help) man-
uals available?

Server: German,
English.
Client: German, Eng-
lish, Spanish, Rus-
sian, Italian

English, German,
French, Spanish,
Chinese Simplified,
Japanese, soon to be
released: Chinese
Traditional, Brazilian
Portuguese

an, Russian, Slovak, Italian).
Slovenian, Spanish,
Swedish, Turkish,
Ukrainian)
KAV for Windows

All languages in
which the products
are available

German, English,
French, Italian, Span-
ish, Russian, Brazili-

an, Turkish, Polish,
Japanese

Workstations & KAV
for Windows Servers:
10 languages (Eng-
lish, Russian, French,
German, Italian,
Japanese, Polish,
Portuguese, Spanish).
Kaspersky Administra-
tion Kit: 7 languages
(English, Russian,
French, German,
Italian, Japanese,
Spanish)

English, Danish,
German, French,
Chinese (Simplified or
Traditional), Dutch,
Hebrew, Italian,
Japanese, Korean,
Portuguese (Brazilian
or Iberian), Spanish,
Russian, Finnish,
Norwegian, Swedish
and Turkish.

English, Spanish,
French, Italian, Ger-
man, Chinese, Japa-

nese

Server Products:
English only

Desktop Products:
all languages in
which the products
are available
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for SLA customers

No
For Business Products
we offer support
during business hours
in US (EST), UK,
DACH, Spain, Roma-
nia

for SLA customers

for SLA customers

For customers with
active support ac-
counts

for SLA customers

Dial Rates

Depends on location

Regular (no addition-
al fees)

Toll Free Numbers are
available in most
countries

Depends on location

Depends on location

Depends on location
and support agree-
ment

Depends on location

Regular (no addition-
al fees)

Supported Support
Languages

German, English

English, German,
Spanish, Romanian,
French (our partners

offer Tier 1 support in
their local languages.
They are more than
the languages speci-
fied above).

ESET has four region-
al offices (US and
Canada, Slovakia,

Czech Republic, Ar-
gentina); all of the
offices provide tech-
nical support in their
local languages. In
addition ESET has
exclusive distributors
in 50 countries and
value added resellers
in over 100 addition-
al countries. Support
in those countries is
provided in local
language by the local
distributor, who in
turn receives support
directly from ESET.

German, English,
French, Italian, Span-
ish

Local in countries of
presence and English

Local in countries of
presence and English

English, Spanish,
French, Italian, Ger-
man, Japanese

Local in countries of
presence and English

Remote Desktop
Control for support

Support per Forum

Support over Email
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Tiered based on the Tiered based on the
partner or client Guaranteed response partner or client
response within i Gc])ld 4h 24/7/365 business port Entitlement ) G:)ld 4h
- Silver 6h SLBEIRE T2 L - Silver 6h
- Bronze 8h - Bronze 8h
Romania. For other
On-Site service? . regions e Gt . . . . . .
service is based upon
issue severity.
Managed by Vendor,
this means, can the
whole management Possible by reseller Possible by reseller . . .
process be done as a
service by the ven-
dor?
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Why should users
choose your product
and not another?

Best detection, fast

product, 20 years of

experience and conti-

nuity, Proven protec-
tion

1. BitDefender has
very high detection
rate awarded the
highest possible
ADVANCED+ award
and also very few
false alarms for its
anti-virus engine

2. BitDefender pro-
vides a more exten-
sive set of Web-based
threat protection
than any other ven-
dor

3. BitDefender deliv-
ers updates more
frequently than most
of its competitors

4. BitDefender is the
only vendor providing
Endpoint Auditing
and Management
scripts

5. BitDefender Client
Security has more
extensive system and
user control features
than other vendors

ESET offers the best
performance and
requires the least

resources on work-

station. ESET is also
the unmatched leader
in proactive protec-
tion - ESET holds the
most AV-
Comparatives
ADVANCED+ awards in
Proac-
tive/Retrospective
tests. Centralized
management is easy,
effective and fits
organizations of all
sizes.

G Data security solu-
tions offer the high-
est malware-
detection by using
the G Data Dou-
bleScan technology.
The G Data concept of
easy administration
saves time and money
- long term trainings
are not any more
necessary.

Our product was
designed with large
enterprise corporate

networks in mind. We
do have multiple
enterprise customers
with 50K+ who have
chosen our system
due to its flexibility
and manageability.
We do support server
hierarchy with unlim-
ited nesting. The
same is also applica-
ble to user groups.
We strongly believe
that in large corpo-
rate networks the
only way to eliminate
chaos is through
properly designed
structure of user
groups.

McAfee Security-as-a-
Service solutions are
designed to provide
organizations of all
sizes, from small to
large enterprises,
with a comprehensive
set of security prod-
ucts built on a Soft-
ware-as-a-Service
model. This strategy
leverages McAfee’s
core strength in
threat prevention,
our diverse SaaS
portfolio, and our
industry-leading
global threat intelli-
gence, powered by
McAfee Labs.

Sophos and Sophos
products are geared
towards supporting
businesses. Offer
Anti-virus, anti-
spyware, data loss
prevention, device
control, application
control, network
access control and
encryption through a
single product. Sim-
ple-to-use products
with low total cost of
ownership. Central
management of Win-
dows, Mac, Linux,
Unix clients. Broadest
platform support.
Direct support
24/7/365 included in
license. Upgrades and
updates are included
within the license
price (no extra charg-
es). Protection pro-
vided by global,
integrated So-
phoslLabs 24/7/365
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McAfee

Trend Micro

Scenario A: 5 cli-
ents, server, outlook
as mail client
BitDefender Internet .
Avira AntiVir Profes- | Security + BitDefend- . G Data AntiVirus Kaspersky Small MCAfee SEER z.and Sophos Computer' et M1cr9
recommended product . . . ESET Smart Security . . . Email Protection Security (Small Busi- | Worry-Free Business
sional er Security for File MultiUser Office Security . " .
Servers for 5 users (with GOLD support) ness Edition) Security
1 year Euro 175 167 187 74 208 263 250 270
3 years Euro 350 360 392 195 625 506 500 620
1 year USD 245 205 198 95 209 359 243 370
3 years USD 490 440 396 250 418 754 485 850
Scenario B SMB:
1 SBS 2003 Server,
25 Clients
. BitDefender Small ESI.ET Smar"c =AY G Data AntiVirus Kaspersky Business McAfee SRR Efmd S0l Secgnty Su1jc € Ve M]C“?
recommended product | Avira NetWork Bundle OF¥ee Samry Gl Client + File Server Enterprise Sreea e Email Protection (Small Business Edi- | Worry-Free Business
Security P P (with GOLD support) tion) Security Advanced
1 year plan EURO 1015 79 680 1045 716 1104 1606 1652
3 year plan EURO 2030 1578 1428 2122 1610 2126 3212 2589
1 year plan USD 1420 963 930 1340 780 1509 1380 2260
3 year plan USD 2840 1925 1862 2722 1560 3169 2762 3540
Scenario C:
1 Fileserver,
1 Exchange server,
200 Clients
ESET NOD32 Antivirus . .
Avira AntiVir Business BitDefender SBS 4 + ESET File Server G Data AntiVirus Kaspersky Enterprise McAfee SIS ?nd Soph9s 0 e M]m?
recommended product - . . . . . Email Protection Security and Data Worry-Free Business
Bundle Security Suite Security + ESET Mail Enterprise Space Security - . .
Server Security (with GOLD support) Protection Security Advanced
1 year plan EURO 8600 6880 4910 5575 5166 7407 7550 9700
3 year plan EURO 17200 13760 10311 11878 11622 14261 15100 15520
1 year plan USD 12050 8390 6380 7152 6210 10124 8600 13280
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recommended product

Avira AntiVir Business

BitDefender SBS

+ ESET File Server

G Data AntiVirus

Kaspersky Enterprise

Email Protection

Security and Data

3 year plan USD 24100 16780 12760 15238 12400 21260 17200 21260
Scenario D, 2
Fileserver, 1 Ex-
change server, 1000
Clients
ESET NOD32 Antivirus McAfee SaaS and S [ Trend Micro

Enterprise Security

recommended product

Avira AntiVir Business

BitDefender SBS

+ ESET File Server

G Data AntiVirus

Kaspersky Enterprise

McAfee SaaS and
Email Protection

Sophos Endpoint
Security and Data

Bundle Security Suite Security + ESET. Mail Enterprise Space Security (with GOLD support) Protection for Er_\dpomts and
Server Security Mail Server
1 year plan EURO 27090 27060 16020 19258 18647 23861 25250 48730
3 year plan EURO 54180 54120 33662 39719 41954 45947 50500 77970
1 year plan USD 37900 33000 20932 24706 25351 32617 28750 66750
3 year plan USD 75800 66000 41864 50955 50601 68505 57500 106800
Scenario E: 10
Fileserver, 10 Ex-
change server,
10000 Clients
ESET NOD32 Antivirus Trend Micro

Enterprise Security

case by case

case by case

Bundle Security Suite Security + ESET. Mail Enterprise Space Security (with GOLD support) Protection for En.dpomts and
Server Security Mail Server
The price for more The price for more The price for more
than 10000 users is than 10000 users is than 10000 users is
negotiated case by negotiated case by negotiated case by
1 year plan EURO 163400 117100 192380 134930 166030
case. Please see the case. Please see the | case. Please see the
reference price for reference price for reference price for
1000 users 1000 users 1000 users
3 year plan EURO 326800 Price is negotiated 245310 396790 303500 319630 Price is negotiated Price is negotiated
case by case case by case case by case
1 year plan USD 228820 Price is negotiated 152120 246800 207200 226850 Price is negotiated Price is negotiated
case by case case by case case by case
3 year plan USD 457650 Price is negotiated 304240 509040 414410 476450 Price is negotiated Price is negotiated

case by case

All prices are Manufactured Suggested Retail Prices of 2010. Actual retail prices may differ considerably esp. for scenarios D and E, as esp. for large projects
many factors and savings/discounts may apply. Please contact the vendors for actual project prices. The here listed prices are just a rough estimation.

Furthermore, some products may be more expensive as they include e.g. additional Support (or Suites instead of AV clients only).
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System Requirements AVIRA AVIRA AVIRA ESET ESET ESET G Data G Data G Data Kaspersky  Kaspersky  Kaspersky
Supported Operating Management  Management Protection Management = Management Protection Management = Management Protection Management  Management Protection
Systems Server Console Client Server Console Client Server Console Client Server Console Client
Apple
Mac 0S
Mac 0S X .
Mac 0S X Server
iPhone 0S
iPod 0S
Professional . ° . ° . . . . .
Server o . ° . . . .
Advanced Server . . . . . . °
Advanced Server 64 Bit . R .
Intel
Advanced Server 64 Bit
Ttanium
Data Center Server Untested Untested Untested o
Dgta Center Server 64 Untested Untested Untested
Bit Intel
Data Center Server 64
Bit Itanium
Windows XP
Home . . . . . . ° ° . °
Professional . . . . . . . . .
Professional 64 Bit
(] [ ] (] (] (] [ ] () (] (] [ ] (]
Intel
Media Center . . . . . °
Media Center 2004 . . . . ° .
Media Center 2005 ° . . . . .
Tablet PC Edition . . . . ° .
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System Requirements AVIRA AVIRA AVIRA ESET ESET ESET G Data G Data G Data Kaspersky  Kaspersky  Kaspersky

Embedded !l ' - | - | - [ - | - | - | | | _° |

Windows Server 2003

Standard . ° . . . . . . . .
Enterprise 32 Bit ° . ° . o . . . . .
Enterprise 64 Bit ° o ° . . o . . . . .
Data Center 32 Bit ° ° Untested Untested Untested ° ) . . o .
Data Center 64 Bit ° ° Untested Untested Untested ° o . ° o .
Small Business Server . . . . . . . . . . .
Cluster Server Untested Untested Untested 0 o o

Storage Server . ° . . . .

Web Edition . ° . . . ° . . °
R2 Standard 32 Bit . . . . ° . . . . . . .
R2 Enterprise 32 Bit ° ° . o . . . . . B . .
R2 Standard 64 Bit o . . ° . . . . . . . .
R2 Enterprise 64 Bit ° . . . . . ° . . . ° °

Windows Vista

Home Basic 32 Bit o . . . . . ° . .
Home Basic 64 Bit . . . ° . . . . . ° .
Home Premium 32 Bit [ . . . . . ° . . . .
Home Premium 64 Bit ° ° ° ° . . . . . . °
Business 32 Bit . . ° ° ° ° . . . . °
Business 64 Bit . . . ° . . . ° . ° °
Enterprise 32 Bit ° o . . . o D . . ° .
Enterprise 64 Bit e . o . . . . o . . .
Ultimate 32 Bit . ° . ° . . . . . . °
Ultimate 64 Bit . . . . . . . . . ° .

Starter Edition . ° ° . . . . .

Home Premium 32 Bit o . ° . . . . . . . .
Home Premium 64 Bit . . ° ° . . . . . . .
Professional 32 Bit o . . . ° ° . . . ° .
Professional 64 Bit . . . ° ° . . . . ° .
;Jétig?tate / Enterprise o . . . . . . . . . .

i
Ultimate / Enterprise
64 B]’t [ ] [ ] [ ] [ [ ] [ ] (] [ J [ ] [ ] [

Windows Server 2008
Standard 32 Bit . . . . . . . . . . .
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ESET

command line

ESET

command line

ESET

command line
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G Data

G Data

G Data

Kaspersky

Kaspersky

Kaspersky
only KAV for

Installation only only only WSEE
Standard 64 Bit ° ° o . B . . . .
Standard 64 Bit - Core command line | command line | command line N only KAV for
Installation only only only WSEE
Enterprise 32 Bit . . ° o . . . . .
Enterprise 64 Bit o . . . . o . . .
Server R2 64 Bit

. [ ] [ [ ] [ ] [ ) [ ] [ [ ] [
(Standard/Enterprise)
Data Center 32 Bit Untested Untested Untested . o . Untested Untested O"ll(lvlé':\é for
Data Center 64 Bit Untested Untested Untested . . . Untested Untested OnlS\’N'gAE\é for
Web Edition 32 Bit . o o o 0 a Untested Untested 0nly\/N|§AE\E/ for
Web Edition 64 Bit . . . o c A Untested Untested Onls\lNléAE\é for
Foundation 32 Bit . . . . . .
Foundation 64 Bit . . . . . .
HPC 32 Bit Untested Untested Untested . ° .
HPC 64 Bit Untested Untested Untested o o o

Windows Mobile

Windows Mobile 5.0

Smart Phone ° AIBEE
Windows Mobile 5.0

PocketPC * i e
Windows Mobile 6.0

Standard * A B
W1ndows Mobile 6.0 . KMS EE
Professional

Windows Mobile 6.1

Standard ° i [E
W1nd0m{s Mobile 6.1 . KMS EE
Professional

Windows Mobile 6.5

Works for Citrix Untested o o . o o 0nl3\/N|§AE\é far
Symbian

059.0 KMS EE
059.1 KMS EE
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AVIRA

AVIRA

ESET

ESET

ESET
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G Data

G Data

G Data

Kaspersky

Kaspersky

Kaspersky

Series 60
Linux
Redhat

Redhat Enterprise
Linux 3.x 32 Bit

Redhat Enterprise
Linux 3.x 64 Bit

Redhat Enterprise
Linux 4.x 32 Bit

Redhat Enterprise
Linux 4.x 64 Bit

Redhat Enterprise
Linux 5.x 32 Bit

Redhat Enterprise
Linux 5.x 64 Bit

SUSE Linux Enterprise
Desktop 9.x 32 Bit

SUSE

SUSE Linux Enterprise
Server 9.x 32 Bit

SUSE Linux Enterprise
Desktop 9.x 64 Bit

SUSE Linux Enterprise
Server 9.x 64 Bit

SUSE Linux Enterprise
Desktop 10.x 32 Bit

SUSE Linux Enterprise
Server 10.x 32 Bit

SUSE Linux Enterprise
Desktop 10.x 64 Bit

SUSE Linux Enterprise
Server 10.x 64 Bit

Open Enterprise Server
OES 32 Bit

Open Enterprise Server
OES 64 Bit
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AVIRA

AVIRA

AVIRA

ESET

ESET

ESET
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G Data

G Data

Kaspersky

Kaspersky

Kaspersky

Open Enterprise Server
0ES2 32 Bit

Open Enterprise Server
OES2 64 Bit

ESX 2.5.x

ESX 3.0.x

ESX 4.0.x

Other supported 0S

Database

Novell
NetWare,
DOS, Solaris,
NetBSD,
FreeBSD

Does the product
require a database

YES, built-in
and supports
some others

For how many users/

Which additional
databases are support-

ed
Microsoft SQL Server

Microsoft SQL Server
2000

clients is the free data- unlimited unlimited 5000
base recommended

Which database is Microsoft

included (i.e. Mi- Access (jet .

crosoft SQL, Sybase, teiloree) SQL Express | SQL Express Microsoft SQL
MySQL, etc) engine

Microsoft SQL Server
2005

Microsoft SQL Server
2008

Microsoft SQL Server
2008 R2
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System Requirements AVIRA AVIRA AVIRA ESET ESET ESET G Data G Data G Data Kaspersky  Kaspersky  Kaspersky
MS-Access,
Other any 0DBC MySQL, Oracle SQL Azure SQL Azure
database
Microsoft Exchange . o ° . . .
Domino . . . . .
Tobit Untested . .
Linux o o [ ° ° °
Mac ) . . .
Novell Netware Server . °
Dell NAS .
Kerio .

System Requirements Part 2

System Requirements Sophos Sophos Sophos McAfee McAfee McAfee  Trend Micro Trend Micro Trend Micro  Bitdefender Bitdefender Bitdefender
Supported Operating Management  Management Protection Management  Management Protection Management  Management Protection Management  Management Protection
Systems Server Console Client Server Console Client Server Console Client Server Console Client
Mac 0S

Mac 0S X o via plugin

Mac 0S X Server . via plugin

iPhone 0S

iPod 0S

Windows 2000

Professional o o o
Server . . .
Advanced Server ° ° o o
Advanced Server 64 Bit o o . . . o
Intel

Advanced Server 64 Bit N N .

Itanium

Data Center Server . . . . . .
Data Center Server 64 . . o o N .

Bit Intel
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System Requirements Sophos Sophos Sophos McAfee McAfee McAfee  Trend Micro Trend Micro Trend Micro Bitdefender Bitdefender Bitdefender

Data Center Server 64
Bit Itanium

Windows XP

Home (] ° ° . ° ° .
Professional . . ° . . . . . .
Professional 64 Bit

Intel [ [ ] [ ] [ ] [ ] [ [ ] [ ] [ ]
Media Center ° . ° . °

Media Center 2004 . . . ° °

Media Center 2005 (] . . . °

Tablet PC Edition . . . . . .

Embedded . . . . .

Windows Server 2003

Standard ) ° ° . ° . . . . .
Enterprise 32 Bit ° o o ° o . . . . .
Enterprise 64 Bit . . . ° o . . . . °
Data Center 32 Bit (] . ° . ° . . . .
Data Center 64 Bit ° o ° . . . ° . .
Small Business Server o o . . ° . ° .
Cluster Server o . . . ° . . ° .
Storage Server ° . . . . . . . .
Web Edition . . . . . . .
R2 Standard 32 Bit . . . . . .
R2 Enterprise 32 Bit . . . . . o
R2 Standard 64 Bit ° ° . . . .
R2 Enterprise 64 Bit ° . . . . .

Windows Vista

Home Basic 32 Bit (] o . . ° . .
Home Basic 64 Bit . . . . ° . .
Home Premium 32 Bit ° ] . . . . .
Home Premium 64 Bit ° (] . . . . .
Business 32 Bit (] . . ° . . ° ° .
Business 64 Bit ° . . . . ° . . .
Enterprise 32 Bit . . . . . . B . o
Enterprise 64 Bit . B . . . . . . .
Ultimate 32 Bit o . . o . . . . .
Ultimate 64 Bit ° . . . . . ° . .
Starter Edition . . . . 5
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Sophos

Sophos

McAfee

McAfee

McAfee
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Trend Micro

Trend Micro

Trend Micro

Bitdefender

Bitdefender

Bitdefender

Home Premium 32 Bit

Home Premium 64 Bit

Professional 32 Bit

Professional 64 Bit

Ultimate / Enterprise
32 Bit

Ultimate / Enterprise
64 Bit

Standard 32 Bit

Windows Server 2008

Standard 32 Bit - Core
Installation

Standard 64 Bit

Standard 64 Bit - Core
Installation

Enterprise 32 Bit

Enterprise 64 Bit

Server R2 64 Bit
(Standard/Enterprise)

Data Center 32 Bit

Data Center 64 Bit

Web Edition 32 Bit

Web Edition 64 Bit

Foundation 32 Bit

Foundation 64 Bit

HPC 32 Bit

HPC 64 Bit
Windows Mobile
Windows Mobile 5.0

Standard

Smart Phone : Via plugin

Windows Mobile 5.0 o via plugin

PocketPC

Windows Mobile 6.0 5 via plugin

Standard

Windows Mobile 6.0 . via plugin

Professional

Windows Mobile 6.1 i i
. via plugin
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System Requirements Sophos Sophos Sophos McAfee McAfee McAfee  Trend Micro Trend Micro Trend Micro Bitdefender Bitdefender Bitdefender

Windows Mobile 6.1

Professional * via plugin
Windows Mobile 6.5 via plugin
Works for Citrix 3 . . . .
Symbian

0S 9.0 via plugin
0S9.1 via plugin
05S9.3 via plugin
Series 60 via plugin

Linux

Redhat
Redhat Enterprise

Linux 3.x 32 Bit * *
Redhat Enterprise . R
Linux 3.x 64 Bit
Redhat Enterprise o .
Linux 4.x 32 Bit
Redhat Enterprise . .
Linux 4.x 64 Bit
Redhat Enterprise . R
Linux 5.x 32 Bit
Redhat Enterprise . .

Linux 5.x 64 Bit

SUSE Linux Enterprise

Desktop 9.x 32 Bit * *
SUSE Linux Enterprise . .
Server 9.x 32 Bit

SUSE Linux Enterprise . R
Desktop 9.x 64 Bit

SUSE Linux Enterprise . .
Server 9.x 64 Bit

SUSE Linux Enterprise . R
Desktop 10.x 32 Bit

SUSE Linux Enterprise . R

Server 10.x 32 Bit
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System Requirements Sophos Sophos Sophos McAfee McAfee McAfee Trend Micro Trend Micro Trend Micro  Bitdefender Bitdefender Bitdefender

SUSE Linux Enterprise . o
Desktop 10.x 64 Bit
SUSE Linux Enterprise . .
Server 10.x 64 Bit
Open Enterprise Server . R
OES 32 Bit
Open Enterprise Server o o
OES 64 Bit
Open Enterprise Server . .
0ES2 32 Bit
Open Enterprise Server . .
0ES2 64 Bit
ESX 2.5.x ° o o
ESX 3.x . . . .
ESX 4.x . . . . . . ]
FreeBSD,
OpenBSD,
TurbolLinux,
AIX, HPUX,
Solaris,
OpenVMS, .
Other supported 0S Netware, 5CO, Solaris 10
Ubuntu,
NetApp
DataONTAP,
vSphere 4.0m
Hyper-V 2008
Database
Does the product
. o ° ()
require a database
For how many us-
ers/clients is the free 20000 1000
database recommend-
ed
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Sophos

Sophos

McAfee

McAfee
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Trend Micro Trend Micro

Trend Micro

Bitdefender

Bitdefender

Bitdefender

Which database is
included (i.e. Mi-
crosoft SQL, Sybase,
MySQL, etc)

Which additional
databases are support-

ed
Microsoft SQL Server

Microsoft SQL Server
2000

MSDE SQL

DB2

Microsoft SQL
Express in-
cluded free of
charge (can
support SQL
Server, if the
customer has
a license for
the database)

Microsoft SQL Server
2005

Microsoft SQL Server
2008

Microsoft SQL Server
2008 R2

Other

Microsoft Exchange

SQL Express
2005 and
2008

SQL Express

Domino

Tobit

Linux

Mac

Novell Netware Server

Dell NAS

Kerio
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Copyright and Disclaimer

This publication is Copyright © 2010 by AV-Comparatives e.V. ®. Any use of the results, etc., in whole
or in part, is ONLY permitted with the explicit written approval of the Management Board of AV-
Comparatives e.V., prior to their publication. AV-Comparatives e.V. and its appointed representatives
carrying out the tests cannot be held liable for any damage or loss which might occur as a result of,
or in connection with, the use of the information provided in this document. We have taken every
possible care to ensure the correctness of the basic data, but no liability can be taken for the correct-
ness of the test results by any representative of AV-Comparatives e.V. We do not give any guarantee
for the correctness, completeness, or suitability for a specific purpose of any of the infor-
mation/content provided at any given time. No one else involved in creating, producing or delivering
test results shall be liable for any indirect, special or consequential damage, or loss of profits, arising
out of, or related to, the use or inability to use, the services provided by the website, test documents
or any related data. AV-Comparatives e.V. is a registered Austrian non-profit organization.

AV-Comparatives e.V. (October 2010)

- 185 -



