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1. Tested product

We tested the Jlatest Safe’N’Sec Enterprise Pro product of
S_N.Safe&Software available at the beginning of January 2008.
Safe’N’Sec Enterprise Pro iIs a product designed to protect computers
in corporate networks (not for home users). The description of this
product (available on http://www.safensoft.com/sns/snsentpro_eng.exe) sounds very
promising and we were a bit sceptical from the start if this
software can really keep what it promises. Therefore, we tested it
regarding prevention of unknown worm spreading in the network,
hacker attacks and unauthorized access from outside, prevention of
damage caused by various malware, active rootkits,
malicious/imprudent actions from inside network users, etc. We
decided to 1include many pictures in this report, for better
illustration and explaining what Safe’N’Sec does, how it works and
what it offers. A presentation of how to install/uninstall and work
with this program is available on the vendor’s website.

2. Review and Screenshots

We had some issues installing this software over the network, but
after consulting the help file, we Tfinally got it working without
major problems. We were unable to find a detailed error message
about why the installation over the network Tfailed, but the
technical support of Safe’N’Sec (which can be reached even on MSN or
Skype) replied promptly to support requests.

The interface of Safe’N’Sec Admin Explorer is very clear structured
and nice-looking, allowing the admin to access and configure
everything in no time. Creating automated/scheduled tasks or
updating the clients is very easy and fast to perform.
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| Properties

Computers
Total number of computers: 2

The activity control of Safe’N’Sec Enterprise Pro monitors all
activities and if configured properly it blocks any kind of
malicious action. As it can be seen it the Advanced settings of
Activity Control, the program had - at the time of testing - still
some minor bugs (mostly in program setting), like displaying some
buttons iIn Russian language or some English mistypos, as well as not
sorting events correctly in chronological order on user request. The
mentioned bugs have been already fixed In the meantime.
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DANTOOINE properties

—
Safe'n'Sec Admin Explorer
@} General settings Activity Control
I_[E Licanses
% Activity control [Flon (Recommended)
E This settings contral application activity and allow automatically
[ﬂ Applications block any dangerous action that can harm your computer or data.
@ Evants
Ea,. Reports [CJLearning mode

All unknown legitimate application activity will be
automatically registered in program knowledge base as not
dangerous. This mode recommended for initial penod after
program installation,

Clo

we don't recommended switch protection off when vou use

Internet or work with private data,

[#]send all alerts to sdrinistrator

@ v

The Activity Control should be setup in a learning mode for some
days, in order to avoid false alarms. The duration of the learning
period can be set in the advanced options.

Advanced activity control settings
p—

Safe'n'Sec Admin Explorer

Protected areas | Learning Mode|

Areas

[ File: system

Check spplicabion sctivitias with important system and user data flas (read,
modify, delete}. Prevent from unauthorized changing of system setting and access
to user data.

[#] System registry

Check application activities with systemn registry keys and keys value (read,
modify, delete). Prevent from unauthorized application registration for autormatic
startup and changing setbing of user program.

[l Processes

Check process interaction (injection, términation, running anather process etc),
Block any atternpts to break system processes and legitimate user application,

[ Hetwork

Check application network activities {establishing network connection, send and
receive data by network). Prevent from hackers attacks and user data hijacking.

[¥] applications

Check special application actions {set global keyboard hook, register driver or
system service etc). Prevent from confidential data hijacking and comproemising.

@ Help I Ok I [ Cancel I [ MpHuemnTe I
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The application control allows running unknown or new applications
in a secure zone, in order the system not to be harmed.

DANTOOINE properties
F.

Safe'n'Sec Admin Explorer

E} General settings Application control
[ﬁ Licenses
v Apoplication zones
% ptiwibyiconkea) There are two special application running mode that prevent
@ Applications legitirnate applications from attack and provide restricted running

for new or unknown application.

@ Events

{E‘b Reports Customize

Application activity Policy

Set of application actions with defined decision. Global policy
warks for all applications and application policy for single
application.

Processes and applications
List of active processes and applocations have been launched on
computer.

@) v

There are two zones for applications: a protected zone (for known
applications) and a restricted zone, where unknown applications can
be tested:

Jﬂ.ppllt._ilirm rone properties
—

Safe'n'Sec Admin Explorer

Application zone properties
Protected zone

Safely running zone for legibmate applications. External application
cannot harm your application and data.

[[] Autematically run known application in Protected zone

Restricted zone

Common environment to run unknown applications and protect
computer against dangerous activities, These applications have
minimal rights and orivileass to access svstem and confidential data.

[] Automatically run unknown applications in Restricted zone

Attention, To move application from or to required zone, open application
manager {main consale or systam tray menu).,

@ Help I O l [ Cancel I MpHHEHNTE
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As it can be seen in the picture below, Safe’N’Sec allows to create
rules for practically everything which needs to be under control /
protection.

Rules explorer -

i 5afe'n'Sec protection
wstem File protection
= HOST file protection
(2] Windows SYSTEM3Z file protection
| Windows File protection
WINLINI file protection
=] MSDOS,5YS file protection
= BOOT,IN file protection
(2] SYSTEM.INI file protection
] CONTROLIN file protection
= (7] TASK Fle protection
=[] User Data protection
[ Personal data contral
[C1[E] Startup cbject control
= [#)] Processes control
©| Process inberaction control {chid)
=] Process interaction contral (any’)
Metwork conkrol
2] ey network ackivity
[“1[E] DwS oukgoing TCP connection
[#[E] DHS outgoing UDP conmection
(5] Oukgoing DHCP Server
=] Loopback
(%] PPTP Control Connection

Q Help [ Import/export... ” oK H CanoelJ

The admin can also see and control which processes and applications
are currently running on a specific client:

Processes and applications -0Ox
safe n Sec Admin Explorei
Add MName Company Name Status Application zone & Desi &
__Custom applications
Allow
Protact ALBUMDBZ.EXE Mot runm.ng Custamn
. HC‘MD.EKE Mot runming Custom
Custamize FMrinG.Exe Mot running Custom
. MoerrRaG.EXE Mot running Custom
Froperties 1
MoFreuTFs EXE Mot runining Custom
Restrict BHELPSVC.EHE Not runm:ng Custarmn
il [::IWMEPRUSE.EKE Mot running Custorn
CAPABILITYMANAG... Not running Custam
Blace SCHED.EXE Avira GmbH Active Custom Antiy
Delete APPLEMOBILEDEVI... Apple, Inc. Active Customn appl
ASWLSVC EXE Achive Custom
AVESYC.EXE Avira GmbH Active Custom Antivy
MDNSRESPONDER..., Apple Computer, Inc. Active Custom Bonj
DEVSVC.EXE InterVideo Inc. fctive Custam Capt
CRYPSERV.EXE Kenonic Controls Ltd. Active Custom Cryp
SGTROX.EXE CANON INC. Active Custorn Secan
MXTASK.EXE V Communications, Inc. Active Custam The |
FXSVR2Z.EXE Logitech Inec. hchive Custom Quicl
APPLICATION LAUN... Active Custarm Appli
| LSSRVC EXE Hewlett-Packard Com... Active Custom
ASWL2K.EXE Active Custom
LEXBCES.EXE Lexmark Internationa... Active Custam LexB
ALMSIIARR EVE At Pl A mdiiam FalTrs P L

@ v

Safe’N’Sec runs silently iIn the background and takes very less
system resources. Safe’N’Sec has also firewall functions integrated
and a version including an Anti-Virus module is also available. If
needed, Safe’N’Sec can also work with any other antivirus or
firewall, providing additional protection against zero-day malware
and network intrusions.
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When e.g. malware tries to harm the system or a new unauthorized
software is getting installed, Safe’N’Sec will show a warning window
notifying that it has blocked the potentially malicious action or
that the permission of the Admin is required (depending on how it

was configured)
WM REEE—————F F S J 7 O

Apphcation s 1|"|'i||1;| to Chanige coentrolled Windows

|40 sysiem paramelers
.|

Rdvine Further oty of e Bpicsan & Hapenied So0oetng 15 tha user Belvied comml
actrrty ruls HELH IRETALLED rogisbry groffoclion . [P recommanded you chooes the defacll
AT Jefrad Ty I SET = The ks

Abirn |hif dgrphecabize ey gic] Spieriont i dadinen ghigg)
rrewlasl Fai cEahing @ e e

Eppdaatt et afnl lemsrTkcn! il devoon glearl
suni's pasariaines far rasting & nee sl dn’ b

Some key features of Safe’N’Sec Enterprise Pro:

1) One of the most useful features of Safe"n"Sec Enterprise in
comparison with other HIPS class products is a self-education mode.
This mode is downloaded automatically immediately after Safe"n"Sec
Enterprise setting and controls applications activity and save the
data about applications®™ actions Tfor Tfurther analysis. After
Safe"n"Sec Enterprise installation the program uses the integrated
database of well-known applications and activity control policies of
these applications. This database 1is periodically updated with
Safe"n"Sec updates. However, corporate workstations can have some
programs installed which are unknown to Safe"n"Sec Enterprise but
are used regularly and Safe"n"Sec can detect some actions of such
programs as potentially dangerous. The self-education mode i1s aimed
to conduct an automatic research and creation of activity control
policies for such unknown applications. During the education period
Safe"n"Sec automatically creates activity control policies for such
applications without system administrator involved.

The education mode is applied to the applications which have been
installed on workstations prior to Safe"n"Sec Enterprise Client
program installation. New or unknown applications which appear
during the Internet navigation of workstations®™ users or which are
being copied from different electronic devices can be potentially
malicious. Thus, they are executed in an isolated zone by default.
The self-education mode can have time limitations which system
administrator can set manually and after that Safe*n"Sec Enterprise
will automatically be switched to the Protection mode.

2) One of the most useful features for system administrators is the
mobile management console. This console in Safe"n"Sec Enterprise is
not tied to any specific workstation in the network so that system
administrator can easily administrate the whole network and control
service tasks execution from any workstation. All databases
containing common settings and other necessary tools are stored on
SQL server for administrator®s convinience.
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3) Also the most frequent and efficient settings of intrusion
prevention systems for different types of servers are foreseen, such
as web servers, server databases etc.

4) The most interesting module 1in Safe"n"Sec Enterprise is
Safe"n"Sec Rootkit Detector (RD) which is able to detect hidden
modules on kernel level (drivers), detect system functions
interceptors and search for hidden processes. During start-up the
module registers and downloads the service with dynamically
generated name, which is deleted immediately after the work is done
without leaving its drivers and records in the register. The applied
methods of detection of hidden kernel level modules allow detecting
drivers hidden with help of rootkit mechanisms 1including Direct
Kernel Object Manipulation technologies. Besides system structure
and system memory analysis, Rootkit Detector uses the "trap”
technology. The detection of system functions interceptors includes
the analysis of system tables modifications (tables of system
services, kernel export, system breaks) and analysis of
modifications of the machine code kernel. At that Safe"n"Sec RD
checks the integrity of executable files in its database of control
sums (Ffor most spread OS builds). The module detects the majority of
redirected calls such as JMP, CALL, PUSH-RET, Debug Trap; code
modification by not detected adapter (the detector will inform about
the interception - “*unknown type*); detection of the module
processing the intercepted functions. Safe"n"Sec RD will 1inform
about any modifications of machine code kernel and define the name
of the nearest exported or SSDT function of the kernel, delta-shift
from its point of entry.

Safe’N”’Sec Enterprise Pro blocked all attempts to penetrate into the
network from outside, as well as blocking 100% of the randomly
selected malware and detecting/Zkilling active rootkits. After a
training phase (to avoid fTalse alarms) and proper strict
configuration, Safe’N’Sec Enterprise Pro is ideal for enterprises,
as it allows to control everything what happens in the network.
Installing unauthorized/unwanted software will not be possible
without the permission of the admin. The version we tested had some
minor bugs, which are in the meantime already Ffixed by Safe’N’Sec
team. Nevertheless, from the protection side, Safe’N’Sec Enterprise

Pro kept its word — it really works and the licensing scheme 1is
relatively cheap. S.N.Safe&Software provides the most complete
protection available - Safe’n’Sec Enterprise with additional Anti-

Virus, Anti-Spyware and Rootkit detector modules. A new version of
Safe’N’Sec Enterprise Pro with easier installation procedure and
other improvements will be released soon.

To know more about this product, go to http://www.safensoft.com
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3. Copyright and Disclaimer

This publication is Copyright (c) 2008 by AV-Comparatives. Any use
of the results, etc. in whole or in part, is ONLY permitted after
the explicit written agreement of Andreas Clementi, prior to any
publication. AV-Comparatives and i1ts testers cannot be held liable
for any damage or Qloss which might occur as result of, or in
connection with, the use of the information provided in this paper.
We take every possible care to ensure the correctness of the basic
data, but a liability for the correctness of the test results cannot
be taken by any representative of AV-Comparatives. We do not give
any guarantee of the correctness, completeness, or suitability for a
specific purpose of any of the information/content provided at any
given time. No one else involved in creating, producing or
delivering test results shall be liable for any indirect, special or
consequential damage, or loss of profits, arising out of, or related
to, the use or 1inability to use, the services provided by the
website, test documents or any related data.

Andreas Clementi, AV-Comparatives (January 2008)



