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1. Tested product

KasperskylLab (www.kaspersky.com) recently released a new product
version 7 of their Anti-Virus and Internet Security products. This
new version iIncludes a heuristic analyzer (emulator), which should
help in detecting new/unknown threats. We tested Kaspersky Anti-
Virus 7.0.0.119 with last signature updates of the 2" February 2007
and with highest settings (heuristic set to detail/maximum) under
Windows XP, to see how well this new heuristic of Kaspersky works.
The used test-set for this retrospective test is from the 2" May
2007 and the results are comparable with those from the
retrospective test of May 2007 (http://www.av-
comparatives.org/seiten/ergebnisse/reportl4._pdf).

2. Test results
Below the on-demand proactive detection rates of KAV 7.0 (same
results apply also to Kaspersky Internet Security v7):

Product Kaspersky AV
Program wersion Foo114a
Heuristic level detail S maximam
Murmber of virus records 26830
ProActive detection of "HEW™ samples
Windowes viruses 255 99 39%
Script malware a0 ] g%
Worms 4 075 1.220 0%
Backdoars 3873 2.406 B2%
Trojans 11 9EE 3.470 29%
other malware 260 E 2%
Ctheros malware 13 u] 0%
TOTAL  20.522 7207 35%

With a total detection rate of 35% in the retrospective test and a
very low rate of fTalse alarms (the same one TfTalse alarm like in
version 6), Kaspersky Anti-Virus version 7 would in our tests have
reached the ADVANCED certification Jlevel (PROACTIVE DETECTION
AWARD) .

May 07

Kaspersky includes since version 6 an aditional layer of protection,
called Proactive Defense Module (PDM) which is able to protect the
system against unknown malware during its execution, based on its
behavior. In a test we conducted (using random selected samples) we
found this proactive protection to work very well (but needs user
intervention) and to deserve our “PROACTIVE PROTECTION AWARD™.

Note: some more anti-virus products will be tested for “Proactive
Protection” soon.
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3. Copyright and Disclaimer

This publication is Copyright (c) 2007 by AV-Comparatives. Any use
of the results, etc. in whole or in part, is ONLY permitted after
the explicit written agreement of Andreas Clementi, prior to any
publication. AV-Comparatives and i1ts testers cannot be held liable
for any damage or Qloss which might occur as result of, or in
connection with, the use of the information provided in this paper.
We take every possible care to ensure the correctness of the basic
data, but a liability for the correctness of the test results cannot
be taken by any representative of AV-Comparatives. We do not give
any guarantee of the correctness, completeness, or suitability for a
specific purpose of any of the information/content provided at any
given time. No one else involved in creating, producing or
delivering test results shall be liable for any indirect, special or
consequential damage, or loss of profits, arising out of, or related
to, the use or 1inability to use, the services provided by the
website, test documents or any related data.
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