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1. Conditions in order to participate 
a) The Anti-Virus scanner should detect 100% of ItW-samples and at least 
85% of our zoo-samples on-demand. If a product that is actually being 
tested doesn’t reach at least 85% of detection in the zoo-samples for on-
demand test, no detection details will be provided in the results and also 
no samples will be supplied. If a product fails to reach 85% of detection 
in zoo-samples for two consecutives tests its permanence in the tests will 
have to be reconsidered. 
b) The product must use only (one) own scan engine(s). 
c) The scanner must be able to finish the scan of the full database with 
best possible settings within a reasonable time, without crashing or 
causing major problems. It must be able to scan a subdirectory tree and 
scan files with executable extensions defined by the tester. 
d) The scanner should not move or change in any way the files or system 
during the scan when running in report-only mode. The scanner should create 
a report file on the fly. If no report file is created, the scanner will be 
run in delete-mode. 
e) The labels for the on-demand detection rate of dialers are: “not 
present” (0-5%), “low” (6-40%), “mediocre” (41-70%), “high” (71-95%) and 
“excellent” (96-100%). Our dialer test-set consists of ~205.000 samples. 
f) We use the best possible settings in accordance with the producers. If a 
switch produces too many false alarms so that it would be senseless to use 
it, a lower switch will be used. 
g) Participating Antivirus companies sending samples for the test are 
allowed to receive all missed samples after the test if they send me their 
samples with permission to share them with other submitting companies. 
Participating companies that don’t send samples for the test will receive 
not more than 2.500 files chosen by the tester. This is done under request 
of the companies submitting samples. 
h) Participating companies have to agree not to take any legal action 
against those involved in the testing and agree not to try to discredit the 
tests or those performing the tests due the results of their tests or the 
test methodology (or due any other reason). 
i) Participating companies that use inappropriate detection methods (e.g. 
md5-signatures on missed samples of replicating malware) or engage in 
illegal practices or practices that are generally considered harmful to the 
AV industry will be excluded from future tests. Deliberate practices that 
may lead to wrong test results will be considered inappropriate. 
j) Participating companies will on our request provide a license key and a 
full working product version in order that we can test it. 
k) For doing the tests we accept donations on a voluntary base in order to 
cover expenses we have and to recompense our work and time spent. The 
donations are always done after the test and not in advance. The 
appropriate amount of any donation is up to the donor.  
l) Any company being tested in the comparatives that provide samples to 
virus writers, or other parties without legitimate need or experience and 
discretion to handle samples safely will be excluded from tests. Any 
company that has violated this requirement may not be accepted for testing. 
m) Any company that wants to join tests must send all samples that are 
being detected by their product and are not already in the test set. 
Companies that do not agree to provide these samples can still participate 
in the tests but will not be able to get any missed samples. New candidates 
for the test must be accepted by us and additionally accepted by 60% of the 
already participating companies before they can be included in our tests. 
n) Companies that do not respond to attempts to collect required 
information will be excluded from the tests at our discretion. 
o) We keep the right to change the conditions at any time and to exclude 
products included in the test. 
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2. Tested products 
Avast! 4.6.691 Professional Edition 
AVG Professional 7.0.338 
BitDefender Anti-Virus 8.0.200 Professional Plus 
Dr.Web Anti-Virus for Windows 95-XP 4.32b 
ESET NOD32 2.51.8 
F-Prot Anti-Virus for Windows 3.16c 
H+B EDV AntiVir Professional Edition 6.31.00.03 
Kaspersky Anti-Virus Personal Pro 5.0.372 
McAfee VirusScan 10.0.21 
Symantec Norton Anti-Virus 11.0.11.4 
Sophos Anti-Virus 5.0.5 
Trend Micro Internet Security 12.1.1034 
 
All products were updated the 5th August 2005 and set to use the best 
possible settings. Test-beds were frozen the 2nd August 2005. The 
tested product versions were chosen by the respective companies. 
GeCAD Reliable Anti-Virus (RAV) is no longer included in the test as 
the signatures updates stopped the 12th June 2005. 
 
3. Progresses made since last comparative 
Below you see how many of the missed samples in the February 2005 
comparative were detected/added after 3, 4, 5 and 6 months by the 
respective companies. 
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4. Test results 
 

 
 

 
 

 
 
If you have any questions about the tests or the results, please 
read the document with the FAQ’s that can be found on the website or 
ask us directly by visiting http://www.av-comparatives.org/forum 
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5. Summary results 
 
(a) Results over Windows viruses, Macros, Worms & Scripts detection: 
1.  Kaspersky   99.9% 
2.  McAfee    99.7% 
3.  Symantec   99.6% 
4.  NOD32    99.3% 
5.  BitDefender   97.4% 
6.  F-Prot    96.4% 
7.  Dr.Web    94.1% 
8.  TrendMicro   92.4% 
9.  Sophos, Avast  90.7% 
10. H+BEDV    90.1% 
11. AVG    88.4% 
 
(b) Results over Backdoors, Trojans and other malware detection: 
1.  Kaspersky   99.9% 
2.  Symantec   98.0% 
3.  BitDefender   96.0% 
4.  NOD32    95.8% 
5.  H+BEDV    95.5% 
6.  McAfee    92.4% 
7.  F-Prot    86.2% 
8.  Dr.Web    83.2% 
9.  TrendMicro    81.7% 
10. Avast, AVG   78.9% 
11. Sophos    67.7% 
 
(c) Total detection rates without ‘DOS’ and ‘OtherOS malware’: 
1.  Kaspersky   99.9% 
2.  Symantec   98.8% 
3.  NOD32    97.4% 
4.  BitDefender   96.6% 
5.  McAfee    95.8% 
6.  H+BEDV    93.0% 
7.  F-Prot    90.9% 
8.  Dr.Web    88.3% 
9.  TrendMicro   86.6% 
10. Avast    84.4% 
11. AVG    83.3% 
12. Sophos    78.4% 
 
(d) Total detection rates (including DOS and OtherOS): 
1.  Kaspersky   99.88% ADVANCED+ 
2.  Symantec   99.41% ADVANCED+ 
3.  NOD32    98.31% ADVANCED+ 
4.  McAfee    98.19% ADVANCED+ 
5.  BitDefender   97.34% ADVANCED+ 
6.  F-Prot    95.88% ADVANCED 
7.  H+BEDV    93.63% ADVANCED 
8.  Dr.Web    92.42% STANDARD 
9.  TrendMicro   91.25% STANDARD 
10. Avast    91.06% STANDARD 
11. Sophos    89.12% STANDARD 
12. AVG    87.44% STANDARD 
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We provide a 3-level-ranking-system (STANDARD, ADVANCED and 
ADVANCED+). All the overviews can be found on our website. Products 
belonging to a category can be considered to be as good as the other 
products in the same category regarding the on-demand detection 
rate. All products in the ADVANCED+ category offer very high level 
of on-demand detection. Selection of a product from this category 
should not be based on detection score alone. The quality of 
support, easy of use and system resource use should be considered 
when selecting a product. Products in the ADVANCED category offer a 
high level of detection, but less than those in the ADVANCED+. These 
products are suitable for many users. In our opinion, products in 
the STANDARD category or below are suitable for use if they also are 
ICSA certified (www.icsalabs.com) or CheckMark Anti-Virus Level 1 
certified (www.westcoastlabs.org/checkmarkcertification.asp), or frequently achieve 
Virus Bulletin 100% awards (www.virusbtn.com/vb100/archives/products.xml - requires free 
registration). 
 
6. Non-detected samples in the test-bed of August 2005 
About 68% of the test-set is detected by all 12 scanners. The non-
detected samples consist as follow: 
 

 
 
This figure shows how many samples were not detected by how many 
scanners in the used test-set. All samples were detected by at least 
one scanner. Examples: around 102 samples were not detected by 11 
scanners; one (NOT a single scanner!) of the 12 scanners detected 
them. Around 68.101 samples were detected by 11 scanners and not by 
one scanner (NOT a single scanner!). 
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7. Copyright and Disclaimer 
This publication is Copyright (c) 2005 by Andreas Clementi, Austria. 
Any use of the results, etc. in whole or in parts, is ONLY permitted 
after explicit written agreement of Andreas Clementi, prior to any 
publication. We can not be held liable for any damage or loss which 
might occur as a result of, or in connection with, the use of the 
information provided in this paper. We take every possible care to 
ensure the correctness of the basic data, but a liability for the 
correctness of the test results can not be taken by Andreas 
Clementi. We do not give any guarantee for the correctness, 
completeness, etc. for a specific purpose of any of the 
information/content provided at any given time. No one else involved 
in creating, producing or delivering test results shall be liable 
for any indirect, special or consequential damage, or loss of 
profits, arising out of, or related to, the use or inability to use, 
the services provided by the site and co-related data. 
 

  Andreas Clementi, Austria (August 2005) 


