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Tested Products

The following products were tested in March 2016 for their ability to filter out spam emails. We
always used the most up-to-date product version available. The selection of tested products is
based on suggestions by the German computer magazine PC Magazin.

Avast Internet Security 2016 Kaspersky Internet Security 2016
AVG Internet Security 2016 Lavasoft Ad-Aware Pro Security 11.1
Bitdefender Internet Security 2016 McAfee Internet Security 2016

BullGuard Internet Security 16.0 Microsoft Outlook 2013

ESET Smart Security 9.0 SuperSpamKiller Pro 6.30

F-Secure Internet Security 2016 Symantec Norton Security 22.6

G Data Internet Security 2016




AV-Comparatives - Anti-Spam Test 2016 www.av-comparatives.org

Introduction

Spam can be defined as unsolicited emails sent en masse’. These may be sent for advertising
purposes, in which case they may be seen as irritating but harmless. However, many spam mails are
clearly malicious. They may attempt to deceive the recipient into sending money to the scammer;
typical examples are pretending to be a friend or relative who has lost their wallet while abroad, and
so needs money to get home, or claiming that by paying a relatively small administration fee, the
recipient will receive a much larger sum as lottery winnings. Other malicious spam emails may
contain links to phishing pages or malware, or simply include malware as an attachment. The
Spamhaus Project explains the difference between spam and legitimate bulk email®. Users should
note that not all emails they regard as unwanted can necessarily be defined as spam. We ensured
that all the mails used in our test are indisputably spam, please see details of the test procedure
below.

Research by Kaspersky Lab in 2012% suggested that overall spam might be falling due to an increase
in legal advertising opportunities on the web, resulting in a reduction of non-malicious advertising
spam.

Recent research by Trend Micro* finds a more sinister reason for the reduction in overall spam levels.
It suggests that malicious spam mails are now being more carefully targeted at specific known
addresses, rather than using an email address generator that will produce huge numbers of potential
email addresses, many of which will not actually exist in practice.

Another 2015 report, in this case from Symantec’, notes that spam affecting business users is
currently at a 12-year low. Whilst this sounds encouraging, we note that the analysis is based on the
percentage of all emails received by business that have been classified as spam; this might mean
that fewer spam mails have been sent, or that more legitimate mails have been sent, or some
combination of the two.

The aim of this test is to provide readers with a guide to the effectiveness of some popular
consumer programs with antispam features. Please consider the following limitations of the test,
which focuses only on the spam-filtering capabilities of the products tested. It does not consider
any other features of the products (such as malware detection); however, as 12 of the 13 products
tested include malware protection, it is possible that some spam mails containing malware
attachments were deleted by a product’s antimalware feature before they could be marked as spam.

The test was performed in March 2016 under Microsoft Windows 7 SP1 64-Bit (English), using
Microsoft Outlook 2013 as the email client. Over 127,000 spam mails were used for this test.

1 https://www.spamhaus.org/consumer/definition/

2 https://www.spamhaus.org/whitepapers/mailinglists/

3 https://securelist.com/analysis/kaspersky-security-bulletin /36843 /kaspersky-security-bulletin-spam-
evolution-2012/#2

4 http://blog.trendmicro.com/the-decline-of-email-spam/

5 http://www.informationweek.com/software/enterprise-applications/spam-hits-12-year-low-symantec-report-

finds/a/d-id/1321367
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Test procedure

In 2015, we tested the products (with default settings) internally over a 6-month period, using
spam mails provided by Abusix®. Vendors received examples of misses, to check that our testing
methods work, and to provide feedback. Several products had very low scores in the internal test
run, and several bugs in the spam-filters and products were discovered and had to be fixed by the
vendors. In some cases, poorly-performing third-party spam-filters were fixed or even replaced. In
March 2016, we ran this public test.

With any detection test (including spam detection), it is important to test for false alarms. In this
case, it should be considered that some programs automatically increase their sensitivity when spam
mails make up a large percentage of total mails received. We conducted a short-term false alarm test
for this report, by running each product for one week on a customer machine and inspecting
afterwards if there were legitimate mails classified wrongly as spam (there were none for any of the
products tested). A large-scale test with genuine emails would be impossible without breaching
privacy; although this was not as statistically significant as we would like, we feel this was
sufficient to demonstrate that none of the tested programs was prone to FPs.

In the review of each program, we have checked to see if it adds its own tools to the Outlook
ribbon, whether any configuration is needed to activate the antispam component, and what settings
can be changed. We also looked for an option to clean the Inbox of any spam mails that were
received before the product was installed/activated.

Readers should note the following points:

* We tested consumer products (almost all other antispam tests involve corporate antispam
software)

* The products we tested were not allowed any form of training

 We disabled Outlook’s own spam-filtering feature on test machines running an additional
antispam product

* Any pre-filtering done by email-service providers (like Gmail, Yahoo, etc.) is not taken into
account

Overview

Spam Feed

Internal Software
SMTF Relay Static IP

[ Bulxl ] [ 8u|x2 ] [ Bulxn

! ! !

[ Product 1 J [ Product 2 J [ Product n J

¢ https://abusix.com
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Environment

Each product receives emails from a POP3 mailbox (one mailbox per product, exclusive access). The
products can use the domain and IP-address information in the received header of each mail;
however, as the emails are provided by one SMTP relay with a fixed IP address, the address of the
relay cannot be used for spam filtering.

Sent Emails

Emails are collected and transferred by Abusix. The spam feed is then pre-filtered (only valid emails
are taken). All emails are forwarded without any changes to the main text, but the headers are
rewritten, so that it appears to the receiver that the mail has been sent directly. The original
recipient is replaced by the email address of the tested product, such as "Recipient
<product id@internal server.tld>". All other fields remain untouched and are used as they come
from the spam traps. Mails which had corrupted headers etc. - for whatever reason - were not
counted in the results. Some of the emails in the Abusix spam feed have been anonymized (e.g.:
xxx@xxx.xx or alice@xxx.xx). Such emails are also not used for testing. Only emails from senders
with a full and valid email address are taken for the test. We also removed emails which did not
contain at least one Received field with an IP address in the header.

After filtering, the resulting set of emails is larger than is required for the test; mails for the feed
are selected at random at the rate of one every three minutes.

Additionally, the following lines will be added by the intermediate mail server:

Del i vered-To: product id@nternal server.tld

X-Original-To: product id@nternal domain.tld

Ret urn- Pat h: <sender @nternal server.tl d>

Recei ved: from | ocal host (internal _domain [ww xX.yy.zz]) by
serverl.internal _domain.tld (Postfix) with ESMIP id unique_id for
<product _id@nternal domain.tld> Thu, 13 Feb 2014 16:33:51 +0100 (CET)

The following conditions apply:

. Product ID ... unique ID for each participating product.

. internal_server ... the hostname of the mail server

. internal_domain ... the domain to which the mails will be delivered

. unique_id ... unique id for each mail (will be generated by the mail server)

. Timestamp in the "received header" ... the time the mail is received by the mail server

127,800 spam mails have been used for this one-week test.
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Sources of spam emails

The spam mails for this test were provided by Abusix, who provide the following explanation of their
spam-collecting procedure’:

“Abusix has a huge network with several domains tamdsands of email accounts. The
spamtraps we generate within this network are adstrated entirely by us. We do not use
traps from other parties. The email addresses &eddomains have never been used for any
purpose other than for traps. No signups or sulpgmns have ever been made with these
addresses. Therefore, every email that hits theges is a 100% spam. Senders that send to
these addresses have likely found the domainsteegis within the domain whois, and then
automatically created a range of similar email adsses, and started to send. This spam
technique used by spammers is called “dictionatack’. Another way we use to spread
email addresses are different types of harvesteinigues. Regardless of the method, both

identify non-permitted spam behavior in a precisd eeliable mannet

Future tests
Home Users

Several vendors are thinking of removing the antispam feature from their consumer security
products, as nowadays most users make use of webmail or mobile apps, and most antispam
products/components work only with dedicated desktop email clients (SuperSpamKiller Pro is the
only exception amongst the products in our test). Additionally, most consumer email service
providers filter spam mails both as they are sent and as they are received. The same is true of
hosted email services for business.

Corporate / Business Users

However, many companies still run their own email servers, which do not benefit from any sort of
cloud-based antispam services. Antispam products and services for such in-house mail servers are as
relevant as ever, and security-software vendors are concentrating on this area. So, future antispam
tests will focus on such products. Enterprise products are typically a lot more functional than
consumer products and often work at a different layer in the network.

7 https://abusix.com/fag.html#as
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Results

This test provides a guide to the anti-spam capabilities included in popular Internet security
products.

Below are the spam catch rates observed during the test. Microsoft Outlook provides its own spam
filter, the score for which is included in the table below. We have not included the scores for
products which scored below it, i.e. which were lower than the baseline®.

1. ESET 99.96%
2. SuperSpamKiller 99.72%
3. G DATA 99.41%
4. Bitdefender, F-Secure 98.84%
5. Kaspersky Lab 97.97%
6. AVG 97.81%
7. Avast 96.71%
8. Lavasoft 94.71%
9. Symantec 93.63%

10. Microsoft Outlook 89.87%

Graphic
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8 McAfee and BullGuard scored below Microsoft Outlook. Av
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AV-Comparatives Spam Map

This map shows the origin of spam attacks captured by the spam traps. The background colour of
each country represents the total number of spam mails sent, with the scale in the bottom left-hand
corner showing the range from yellow (least spam mails) to dark red (most spam mails). The blue
markers on the map represents the latest incoming spam sources (above example map shows the last
one hour).

There is an interactive version of the Spam Map on our website: http://spammap.av-
comparatives.org. In this version, the text links in the bottom left-hand corner (which are not
related to the colour scale) provide additional information; click on a link to display details of the
topic.

According to the above map®, the Top 10 Spam Countries are:

1. USA 40.3%
2. Brazil 15.6%
3. Vietnam 5.4%
4. Russia 3.8%
5. Japan 3.3%
6. China 3.2%
7. Hong Kong 3.0%
8. India 2.0%
9. Ukraine 2.0%
10. Taiwan 1.5%
° As of March 2016 (based on a sample set of over 500,000 spam mails). Av
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Avast Internet Security

wvast! |nternetSecurity

Scan

Q A 9

Tools Pas

YOU ARE F

Special offer

Keep your PC clean of junk with Avast Cleanup

and get Av:

User interface

Avast Internet Security adds a group to the
Home tab of the Outlook Ribbon:

:@4 V. .

Spam Not Blacklist Whitelist
spam
Avast Antispam
Configuration
The antispam component is activated by
default. Under Settings/Active

Protection/Antispam in the main window,
whitelists and blacklists can be managed and
options set:

-10 -

signin @ 7 _ X

Find out more

l:{nuc\sl! Spam Settings ?X

Please use the controls below to change the main settings of the Avast antispam module.

Sensitivity | \’I Medium

¥ Mark in subject of spam messages: % SPAM ik

! Mark in subject of phishing messages: ~ *** PHISHING ***

Add recipients of outbound emails to whitelist automatically
Add only domains of the recipients

| Retrieve new rules?

How often should Avast retrieve new antispam rules? 300 seconds
v Enable LiveFeed

MS Outlook only

| Automatically move spam messages to the junk folder
Add entries from address book to whitelist automatically

amples of incorrec arked e-m

Send false positive spam  Ask v

Send missed spam Ask

OK  Cancel

In our test, the automatically move spam
messages to the junk folder option worked as
expected - mails from blacklisted addresses
were moved to the spam folder.
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Cleaning the Inbox

We could not find a means of cleaning up
mails that have already been downloaded.
Blacklisting a mail from a particular address
only deletes this particular mail. Other mails
from that sender stay in the inbox.

Help

The ? symbol in the top right-hand corner of
the main program window opens a context-
sensitive help page, which just refers to the
screen visible at the time. There is an FAQ on
the manufacturer’s website, although we could
not find any articles relating to the Antispam
component.

-11 -
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Conclusion

Avast Internet Security’s Antispam component
requires no initial configuration. However, we
were not able to retrospectively clean up
spam mails already received, and the option
to move spam mails to the Outlook Junk E-
mail folder appears not to work. The program
blocked 96.71% of unwanted messages in our
spam-filtering test.



AV-Comparatives - Anti-Spam Test 2016

www.av-comparatives.org

AVG Internet Security

| | AVG. Internet Security

@)

@

Web
PROTECTED

Computer
PROTECTED

@ Scan now O

User interface

AVG Internet Security adds a group to the
Home Tab of the Outlook Ribbon:

Run AVG
User Interface

@ Mark As SPAM
Mark As Wanted
{}ﬂ Configure Anti-Spam

ANVG

This allows individual mails to be registered
as Spam or Wanted, and the AVG main
program window or Anti-Spam configuration
page to be opened. We could not find a means
of blocking a sender or domain from within
Outlook, only by going to the Anti-Spam
configuration page and manually entering
addresses to be blocked.

Configuration
AVG's Anti-Spam module does not require
configuration before it can be used.

I Join us on Facebook

Identity

PROTECTED

Fix performance

-12 -

x

Reparts 2 Support Options v

| You are protected

(B )
(o

O

Email

PROTEETED

0,

Firewall

ACTIVE

~y

. Protection is up-to-date

Cleaning the Inbox
We could not find a means of retrospectively
cleaning the Inbox.

Help

Clicking the ? symbol on the main window or
configuration page provides context-sensitive
help as a Windows Help file. This explains the
features available on the current page, but
does not easily let the user find a particular
page in the first place. There is also an online
FAQ page; searching this page for “blacklist”
turns up results for wusing the suite’s
blacklisting functions.

Conclusion

AVG Internet Security is very easy to install
and no configuration of the email account is
required. However, it is not possible to
retrospectively clean up spam mails already
received. The program blocked 97.81% of
unwanted messages in our spam-filtering test.
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Bitdefender Internet Security

Bitdefender INTERNET &

Last update: today

Go to Bitdefender Central

User interface

Bitdefender Internet Security adds its own tab
to the Outlook Ribbon:

FILE HOME Bitdefender Antispam
- 9 9 [ [
'¢' - Q/ - _v <. -
Settings Is Not Add Add Spammers Friends
Spam Spam  Spammer Friend
Settings Spam Friends/Spammers

The Is Spam button allows individual mails to
be marked as spam, which moves them to a
Spam subfolder of Outlook’s Deleted Items
folder. When the Deleted Items folder is
emptied, all the mails in the Spam subfolder
are permanently deleted. The Add Spammer
button marks an address as a spam sender,
meaning further mails from this address are
all treated as spam. Spammers and Friends
allow blacklists and whitelists, respectively, to
be managed.

-13 -
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Configuration

No initial configuration is required. Blacklist
and whitelist management, as well as the
possibility to turn on/off Asian and Cyrillic
charset filters, are the only significant
configuration options available.

Cleaning the Inbox

We could not find a means of cleaning spam
mails already in the Inbox.

Help

Clicking Help and Support in the menu of the
main program window provides access to the
online knowledge base in HTML format. This
provides simple but effective instructions for
configuring the product:

Configuring the Spammers List

content. Any

as SPAM, without further processing.
nage the Spammers st
)
ot Outlook/ Outlook Express / Windows Mail | Thunderbird, cick & Spammers button on the Bitdefender antispam toolbar infegrated
into
+ Altematively, folow these steps
1. Cick the B icon in the lower-left comer of the Bildsfender interface.

2. Select he Protection tab.
3. Under the Antispam module, select Manage Spammers.

select the E-mail , enter the address Syntax

and then cick Add. Syntax:

5. com> will be tagged as SPAM;
PAM;

Itis recommended to avoid adding entire domains, but this may be usefulin some situations
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Conclusion

Setting up Bitdefender Internet Security is
very simple. Whilst configuration options are
not extensive, we found that defining spam
and blacklisting addresses was made easy. The
program  blocked 98.84% of unwanted
messages in our spam-filtering test.

- 14 -
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BullGuard Internet Security

BullGuard";'H Internet Security

Antivirus (]

Realtime Protection is on,

s #

Quiick scan

Firewall
BullGuard Firewall is on.

Setiings

Spamfilter Q
Sparmfilter iz monitoring e-mail
traiffic.

PC Tune Up Q

Background optimiz ationz are on.

L

Configure contacts | ... Optimize

User interface
BullGuard adds a group to the Outlook Ribbon:

Open BullGuard Spamfilter
Launch Wizard
This is

spam This is not spam

BullGuard

The Launch Wizard button starts a spam-
training wizard, which asks the user to point
to folders known to be spam-free, and a folder
containing only spam mails. Open BullGuard
Spamfilter opens the main program window at
the configuration page for the spam filter.
The other two buttons allow mails to be
marked as spam or non-spam. Although there
is no explicit way of blacklisting addresses
from within Outlook, we found that having
marked a few mails from one address as spam,
further emails to this address were
automatically treated as spam.

Configuration

No initial configuration is necessary; the
feature is activated by default. Minor options,
such as which folder to send spam mails to,
can be configured in the main program
window’s configuration page. Addresses to be
blacklisted or whitelisted can be entered by

- 15 -

> Update 'thﬁngs lil RS

Backup Yulnerabilities (]
0.0 GEB used out of 5 GB Wulnerabilities found: 1
[ses |
[ee |
oo
Add to Backup Settings

Parental Control Q

Mo profile configured.

Add Profile

Shop Feedback Support

clicking Configure contacts in the Spamfilter
tile of the main program window. In this
window it is also possible to add safe and
blocked domains to the Spamfilter.

Cleaning the Inbox
We could not find a means of removing spam
mails that had already been received.

Help

Clicking the Support button in the bottom
right-hand corner of the main program
window opens the program’s online support
pages. These provide illustrated instructions
for configuring the various features:

T Managing the Whitelist and
Blackist (Guide)

Safe contacts and Safe domains

Backup.
PC Tune Up
Identity Protection

Social Media Protection

Conclusion

BullGuard is very simple to set up, and spam
mails can easily be marked in the Outlook
Inbox. The program identified (in its default
settings) fewer unwanted messages than
Microsoft Outlook in our spam-filtering test.
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ESET Smart Security

(es[E}) SMARTSECURITY ©

Home

Computer scan

Q o >

Update
Tools

Setup

@ % 0

Help and support

3 Lastupdate: 2 hours ago
ENIOY SAFER TECHNOLOGY™

v You are protected

@ Licensevalid until: 05-Feb-16

Banking 8 Payment

protection

nal data

User interface

ESET adds its own tab to the Qutlook ribbon.
This allows individual mails to be designated
as spam or not, and addresses to be

designated as spam or trusted:

FILE HOME

e 9

& @ ©

Spam Notspam Spam address Trusted address ESET Smart Security

ESET

The ESET Smart Security menu provides
additional options, including rescanning
messages and Antispam setup. Additionally,
ESET adds its own sub-menu to Outlook’s
email context menu (shown when a mail is
right-clicked):

E: ESET Zitart Letunby AR Rphai Py pelectd mrinages B8 pam

B Sddtm Blazikd
R A o Wkt

Configuration

Whilst some options are available for the anti-
spam component, such as changing the
subject line and moving spam mails to a
different folder, no configuration is necessary
to make the service work.

- 16 -

Cleaning the Inbox

This can be done by selecting Rescan messages
from the ESET Smart Security menu, with the
option Rescan already scanned messages.
Messages from blacklisted addresses will then
be moved to Outlook’s Junk E-mail folder.

Help

The online help service, which can be opened
from the Help and Support page of the main
program window, provides simple text
instructions for marking mails as spam, or
blacklisting and address, along with an
overview of the component’s configuration

page:
SMART SECURITY 9 ®? Qo

-

ESE] Kouisstase | ESEL Eonm

\')
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The program has some local help features in Conclusion
form of small ,i" icons as well: We found the integration of ESET Smart
o @ Security into Outlook to be very simple but
— effective, allowing easy marking of mails or
- addresses as spam. The program blocked
omm— 99.96% of unwanted messages in our spam-
s filtering test, the highest score of any product
’ : . tested.
=N
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F-Secure Internet Security

G F-Secure Internet Security I} - *

F-Secureg

Status Tools Statistics ),

Your computer is protected

@ All security features are up to date
@ Last successful update check: Today, 15:24

@ Browsing Protection ﬁ F-Secure Search @ F-Secure BOOSTER ? F-Secure

O setings - x

User interface S

The antispam component is not configurable. e o e e

Mark spam with [SPAM] in the e-mail subject

The program has no Outlook integration or
blacklist/whitelist.

Configuration

The Spam Filtering component is not
activated by default. It has to be enabled in
the settings of the main application. Mails
which are declared to be spam are marked
with [SPAM] on the beginning of the subject
line but remain in the Inbox. The user has to
create a rule in Outlook itself that moves the
marked mails to a different Folder.

Cleaning the Inbox

We could not find a means of retrospectively
cleaning the Inbox of spam that had already
been delivered.

Help

Clicking Help in the Spam Filtering tab opens
the program’s context sensitive knowledge
base. This is a local, detailed guide to each
available setting.

- 18 -
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Home.

Getting started
Security Cloud
4 Protecting the computer against harmful a.
Getting started
Scanning the computer for harmu fles
What s DeepGuard
What is a firewall
4 Block spam
Turn spam fitering on o off
Label spam messages
Set up my e-mail programs to fiter s..
Gaming mode
Using the Internet safely
What s Safe Search

Show content tree

Set up my e-mail programs to filter spam

You can create a spam and  phishing fitering rules in your e-mail program to move unwanted messages to
a separate folder automatically.

‘Spam fitering marks all spam and phishing e-mails tha it detects with a [SPAM] prefix in the e-mail
message subject field. f you want to move these messages away fom your inbox automatically. you need
to create a spam folder and fitering ules in your e-mail program. If you have multiple e-mail accounts. you
have to create the fitering rules for each e-mal account separately:

This section contains instructions on how you can create the spam folder and the fitering rule for Windows
Mail, Microsoft Outlook. Mazilla Thunderbird, Eudora, and Opera. You can also fllow these instructions to
create similer fitering rules in other e-mail programs

Note: Spam filtering supports only the POP3 protocol. Web-based e-mail programs or other protocols are
not supported.

« Blocking spam in Windows Mail
To fiter spam and phishing e-mail messages, you need to create a spam folder and the fitering rule

« Block spam i Microsoft Outlook
To fiter spam and phishing e-mail messages, you need to create a spam folder and the fitering rue
« Blocking spam in Hlozilla Thunderbird and Eudora OSE

o fiter spam and phishing e-mail messages, you need to create a spam folder and the fitering rule.

Blocking spam in Opera
To fiter spam and phishing e-mail messages, you need to create a spam folder and the fitering rule
Related tasks

Label spam messages

Close

-19 -
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Conclusion

The Antispam Component of F-Secure is easy
to set up, but has no configuration options.
The program blocked 98.84% of unwanted
messages in our spam-filtering test.
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G DATA Internet Security

G DATA INTERNET SECURITY

SecurityCenter

Your system is protected!

@ Active (all modules}
@ Idle scan: Paused

@ Firewall: Standard security
@ Web protection: Enabled

& Email check: Enabled

@ Spam protection: Enabled

License: Valid until: 14.03.2017

@ Protect more PCs...
Protect your Android devicel

User interface

G DATA adds its own context-sensitive tab to
the Outlook Ribbon. When an email is selected
in the Inbox or other folder, the following
buttons are displayed:

FILE HOME G DATA
_L@ B <5
Check folder Blacklist Whitelist
for viruses % =
Antivirus AntiSpam

The Blacklist and Whitelist menus both have
options to apply the action to the sender’s
address or the entire domain. The same
commands are also available in an add-on to
Outlook’s context menu, accessed by right-
clicking an email:

< Laschen

° G DATA, k @ Check selected items for viruzses
Eg whitelist v
E@ Blacklist ¥

Access data

-20 -

‘V" Virus signatures are up to date &)
& Lastupdate: 19.02.2015
@ Mext update: 43 minutes
@ Browser/app protection
@ BankGuard: Enabled
@ Keylogger protection:  Enabled
@ Exploit Protection: Enabled
E No messages
G DATA | SIMPLY SECURE

Configuration

No configuration is required to start using the
spam-protection component. Details can be
tweaked by clicking Spam Protection | More
Settings in the program’s main window:

G Settings | AntiSpam | Spam filter X
3 1t C‘
= &

Settings

b General

b Antivirus

» Antispam
» Spam fiter
» More fiters
» Miscelaneous

b Frewal

Cleaning the Inbox

We could not find a means of retrospectively
cleaning the Inbox of spam that had already
been delivered.

Help

Clicking Help in the bottom right-hand corner
of the Spam Filter Settings dialog opens the
program’s online knowledge base at the
relevant page. This provides simple text
explanations of the options available:
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Navigation: Setfings = AnfiVirus = AniiSpam =

Spam filter @6
The spam filter provides you with an extensive range of settings options for ~
effectively blocking email with undesirable content or from undesirable senders

{e.g. mass email senders). The program checks for numerous email characteristics
that are typical of spam. These characteristics are used to calculate a value

reflecting the likelihood of it being spam. You can use the Use spam filter button

to enable or disable the spam filter.

In order to switch the different filter types of the spam filter on or off, simply set or
remove the checkmark in front of the respective entry. To make changes to the
various filters, just click on the relevant entry. A dialog then appears for changing
the parameters. The following settings options are available
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Conclusion

G DATA Internet Security is easy to set up,
and its most important anti-spam controls are
easily accessible from the Outlook Ribbon or
context menu. The program blocked 99.41%
of unwanted messages in our spam-filtering
test, the third-best result out of all the
products tested.
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Kaspersky Internet Security

Vs Kaspersky Internet Security

Your computer is protected.

Details @

-

N
N

(g Sean

o O

Update

—= Safe Mone
y

ﬁa} Parental Control

Additional Tools

Other applications

My Kaspersky  Subscription: 97 days remaining

User interface

Kaspersky integrates a context-sensitive Anti-
Spam component into the Home tab of the
Outlook Ribbon. It is possible to mark
individual emails as spam or not spam.

kdark as  Rdark as
Sparm Mot Spam

Anti-Spam

Selecting a mail in the Inbox and clicking
Mark as Spam sends the message to Outlook’s
Junk E-mail folder, but does not add the
sender’s address to the blacklist.

Configuration
The anti-spam component is not enabled by
default. It can be activated by going into the
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settings of Kaspersky Internet Security,
Protection, and switching the slider switch for
Anti-Spam to on. The user can choose from
three protection levels:

Va Kaspersky Internet Security ? - X

(€ ) Anti-Spam settings

Anti-Spam
Filters unwanted ema (spam).

Security level

protectionin

- Low (minimum protecti

Advanced Settings
/e recommend that

use Advanced Settings, because

improper application configuration may reduce the level of

Other applications My Kaspersky  Subscription: 97 days remaining

Cleaning the Inbox
There is no means of cleaning spam mails that
have already been downloaded.

\')

comparatives
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Help

Clicking the ? symbol in the top right-hand
corner of the KIS window opens the local help
file. This contains simple instructions for

activating  the anti-spam  component:
&7 Kaspersky Internel Security 2016 ol
I & & 0
R bk Pt Qg
o
e v 5
:: BLOCKING UNWANTED EMAIL (SPAM)
°2 e ges {apam) srable the A Bpain Compane i St
2
: é‘ e ssmcury e
el Lie Clckine dow
@ e Setings
i P —
SR 4 m B . 50 Spam COMPORENL
3 veo Tri The window displays the sstings of Anl-Sp:
o 5. In e right part of he window, enabie ANI-SPam by using e swich
2 i
.4 * et
YR Lab ZAO. A1 Rights Reserved.

Conclusion
Kaspersky  Internet
component is

Security's
not activated by default,
although the help file explains how to do
this. The integration with the Outlook window
provides an easy way to mark mails as spam.
The program blocked 97.97% of unwanted
messages in our spam-filtering test.

anti-spam
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Kaspersky Lab inform us that according to
their statistics, Internet users today extremely
rarely use desktop mail clients and Anti-Spam
feature correspondently. This feature was
switched off by default in consumer products,
and was turned on and used in combination
with mail client by only one percent of users.
So, Kaspersky Lab’s efforts required to develop
and maintain plugins for mail clients will be
focused on other more demanded protection
features.
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Lavasoft Ad-Aware Pro Security

Ad-Aware Pro Security

Ad-Aware Pro Security

I Home

Scan Computer

Last Scan: 10/30/15 12:02:16

Real-Time Protection

Web Protection

Email Frotection

Definitions release date: 10730715 11:24:42
Murnber of signatures: 5738697

Real-Time Protection

Metwork Protection

Weh Frotection
App Management
they reachyour PC,

Maotification Center Ermail Protection

Protects against email borne threats and potentially malicious

Help Center content,

Metwork Frotection
Filters netwiark traffic, prevents malicious behaviar and

Advanced protection against suspicious system activity,

Inspects network activity and eliminates online threats before

protects running processes,

Protection Active

Protection Summary

oM

QN

QN

M

User interface
The program does not integrate with Outlook.

Configuration

No configuration is required; the component
is activated by default. The only possible
changes the user can make are to add or
remove email addresses from the safe senders
list, and choose Normal, Aggressive or
Permissive as the level of email protection.

Cleaning the Inbox
This is not possible, due to the lack of
Outlook integration.
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Help

Clicking the Help Center entry in the menu
panel on the left opens the help and support
page, which includes a link to the download
page for Lavasoft product manuals. The
product manual for Pro Security notes and
explains the (minimal) configuration options
described above.

Conclusion

Ad-Aware Pro Security does not provide
Outlook integration, and has only minimal
configuration options in the program itself.
The program blocked 94.71% of unwanted
messages in our spam-filtering test.
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McAfee Internet Security

e X : -
W) MCchfee | Internet Security
n intel Company
# Home
« Your computer is secure
@ Navigation
] i @ Help
L Virus and Spyware ‘ Web and Email Data Protection
Protection Protection
+ Real-Time Scanning: On " Firewall: On —
[
Schedule and run scans View firewall and anti-spam settings ., PCand Home
Network Tools
L McAfee Updates L Your Subscription e bR
since 10-Sep-14:
+/ Updates: Current & Subscription: Active i
l-'} Parental Controls | 89'290
Check for updates and view settings View details S iy Heoutt

Copyriaht © 2015 McAf ThreatMap | About MeAfes.

User interface An addition is also made to Outlook’s context

McAfee makes two additions to the Outlook menu:

Ribbon, a Group on the Home tab and an Tx Ignore

entire tab: Jo lunk »

i@ Mark as Spam X Delete

g Mark as Not Spam @ McAtee Anti-Spam » ~d Mark as Spam

&.Add Friend «@ Mark as Not Spam
Mcafee Anti-Spam d Add Friend

@2 [Search Peopie 7 All three components of the interface allow
R '1OME | MeAise Amti-Spam mails to be marked as spam or not spam, and

z‘é ﬁé & LEQ ¥ the email address to be added to the

whitelist. However, it is not possible to
Markas Markas Add Import Settings blacklist dd h
Spam Not Spam Friend Contacts acklist an address here.

Mcafee Anti-Spam

Configuration

No configuration is necessary; the product
starts working after installation. Settings can
be customised by clicking the Settings button
on the McAfee Anti-Spam tab on the Outlook

Ribbon. Av

comparatives
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Cleaning the Inbox

We could not find a means of cleaning up
spam messages that have already been
downloaded.

Help

Clicking the Help link in the main program
window allows the user to open the online
help pages. These provide simple text
instructions for a wide range of topics:

Home > Anti-Spam > Setting options for filtering > Mark a message manually

i =

[ Understanding the alert types

McAfee Hel
[ Addressing security issues cAfee Help

[ Using the Navigation Center Mark a message manually

[ Setting general options You can mark individual messages manually using the Anti-Spam
toolbar. Do this if you find spam in your Inbox, or false positives in
your Anti-Spam folder.

™ View your security history
™ View a security report
D) Check the threat map
) McAfee Central
[ Your devices

1 Select the message to mark.

2 From the Anti-Spam toolbar, mark the message.

To mark a message in... Do this...
P Your subscription i
P Protection updates Outlook
) Anti-Virus and Anti-Spyware
P Personal Firewall

Click the appropriate icon

o Mark selected messages as

} Parental Controls spam
e « Mark selected messages as
(] Not Spam
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Conclusion

McAfee Internet Security is easy to install,
and no additional configuration is required.
Abundant add-ins make it easy to access the
important features from within Outlook. The
program identified (in its default settings)
fewer unwanted messages than Microsoft
Outlook in our spam-filtering test.
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Microsoft Outlook 2013
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ozl 7 Posteingang -
HOME = SEND/RECEVE  FOLDER  VIEW
5 - 7 - v e
= [P Ignore x SN O g Mave to: ? 3 To Manager
=R Clean Up~ HIHE = E3 Team Email v Done
New  Mew Delete  Reply Reply Forward B pore~ |0
. y More= | E2 Reply & ¥
Emmail ftems+ o Junk~ A 0 & Reply & Delete Create New
New Delete Respond Quick Steps
< . - I .
4 Favorites Search Current Mailbox (Ctri-E] £ | Current Mailbox_~
Posteingang 281 All Unread By Date ~  MNewest + |~
Gesendlete Elemente ey
Gelaschte Elemente 3
4 @hotmail.com
Posteingang 261
Entwirfe
Gesendete Elemente
Gelaschte Elemente 3
Junk-E-Mail 1]
Postausgang
RSS Feeds
Search Folders
4 Monday
Mail Calendar People Tasks -+

MEMS: 1,477  UNREAD: 281

User interface

The antispam features of MS Outlook 2013 can
be accessed by using the Delete section in the
Home tab in the Ribbon, or from the context
menu shown when a mail is right-clicked:

& lunk 3

X Delete

."\ Block Sender
Mever Block Sender
Mever Block Sender's Domain (@example.com)

MNever Block this Group or Mailing List

® Junk E-mail Options...

Configuration

No initial configuration is necessary; the
feature is activated by default. Options like
blocking the sender of the mail or whitelisting
the sender’s domain are possible via the
context menu. The Settings can be accessed
from Junk-E-Mail -> Junk-E-Mail -Options.
There are four levels of spam filtering: No
Automatic Filtering, Low (default), High and
Safe Lists Only. At first start Outlook adds all
senders in the Sent Items folder to the Safe
Senders list. There are some settings for
automatic handling of spam messages as well:

@hotmail.com - Outlook

3y

-l Move Rules

[

| ~ N B | Sesrch People
=1 — A [ Address Book
Unresd/ Categorize Follow
Rod < Up- Y Filter Emal -
Move Tags Find

2 Reply 3 Reply All (S, Forward

ALL FOLDERS ARE UP TO DATE,
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CONNECTED TO; MICROSOFT EXCHANGE

? EH - O X%

o]

Junk E-mail Options - hdfbob@hotmail.com

(58

Options ‘ Safe Senders I Safe Recipients | BElocked Senders International|

%

special Junk E-mail folder.

to the Junk E-mail folder.

Qutlook can move messages that appear to be junk e-mail into a

Choose the level of junk e-mail protection you want:

() Mo Automatic Filtering, Mail from blocked senders is still moved

folder,

@ Low: Move the most obvious junk e-mail to the Junk E-mailg

Inbox

the Junk E-mail folder

[recommended]

[recommended)

-:-ﬂigh: Maost junk e-mail is caught, but some regular mail may be
caught as well, Check your Junk E-mail folder often,

() Safe Lists Only: Only mail from people or domains on your Safe
Senders List or Safe Recipients List will be delivered to your

DEErmanently delete suspected junk e-mail instead of moving it to

[/] Disable links and other functionality in phishing messages.

[¥] warn me about suspicious domain names in e-mail addresses,

Apply
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Help

Clicking the question mark button next to the
window control on the main page opens the
online or local help, depending on the
network status of the computer. It includes a
search box, making it easy to find the
required information.
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Conclusion

The integrated Antispam component of
Outlook 2013 is very compact but provides
most of the features needed. There is no
initial set up needed and spam mails can
easily be marked in the Outlook Inbox. The
program  blocked 89.87% of unwanted
messages in our spam-filtering test. Microsoft
inform us that their spam-filtering work is
concentrated on their own mail services
(Office 365 and outlook.com) rather than
developing antispam features in individual
mail client. We included spam-filtering results
for Microsoft Outlook as a baseline, i.e. the
level of protection a user would have without
an additional anti-spam product.
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SuperSpamKiller Pro

= SuperSpamKiller Pro 6.23

Datei Bearbetten Konfiguration Ansicht ?

Allgemein
Aufgaben

i E Auf neue E-Mails jetzt prifen -
|

= £ M auswarle "—s{ Markerte E-Mails loschen =

Journal...

Alle E-Mails  NormaleE-Maile  Spam-E-Mails

E E-Mail-Programm éffnen | ¥ Hilfe |

alle EMails wahlen = [ Keine E-Mails wahlen |

] Statistik. .
i@ Hilfe

User interface

SuperSpamKiller Pro is only available in
German. It is a stand-alone program that
allows the user to manage spam before
downloading it to Outlook (or other mail
client). It is effectively a simple email client
in itself, and can even be used to answer or
forward mails. The main pane of the program
window shows the emails on the mail server
waiting to be downloaded; it pre-selects mails
it has defined as spam, but lets the user
change the selection before deleting.

Configuration

When the actual installation has finished, a
configuration wizard starts. This warns that
mails deleted by the program are permanently
deleted and cannot be recovered. The wizard
then asks for the Internet connection type
(e.g. direct ADSL connection or via
LAN/WLAN), and the email client being used:
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Erhalten |Grofe

28/03/2... 33KB
22/04/2... 35KB
23/04/2... 47 KB
22/04/2... 34 KB
23/04/2... 9KB
23/04/2... 83 KB
16/04/2... 44 KB
06/05/2... 19 KB
13/04/2... 11 KB
17/04/2... 39 KB
20/04/2... 15KB
01/05/2... 49 KB
04/05/2... 23 KB
04/05/2... 4 KB
02/05/2... 47 KB
24/04/2... 8 KB
24/04/2... 98 KB
27/04/2... 13 KB
SuperSpamKiller Pro - Einrichtungsassistent il

@ SuperSpamKiller Pro

Im SuperSpamKiler Pro ist ein POP3-Server integriert. Dieser speziele
Server kann zwischen den POP3-Server Thres E-Mail-Providers und thr
E-Mai-Programm geschaltet werden. SuperSpamKiler Pro kann damit live
eingehende E-Mails auf Spam prifen. (NICHT fir IMAP-, AOL- und
Hotmai-Postfacher)

[ POP3-Server verwenden
Port: 110

Automatisch fir folgende E-Mai-Programme einrichten:

E-Mail-Programm Installieren Nichts tun

Microsoft Outlook Exo... QO ®
Microsoft Outlook i ® Q
Mozila/Netscae/Thu... O ®
Opera 7 und never O @®
Windows Mail (Windo... Q ®
Windows Live Mal (o] (O]
< Zurick | ‘Weiter > | Abbrechen |

The configuration wizard then attempts to
import existing email accounts. In our test,
this did not work, but we were able to
configure the account manually. This requires
exactly the same information as setting up an
account in Outlook, namely email address,
username, password, incoming and outgoing
servers etc.

Cleaning the Inbox

As SuperSpamKiller Pro works by deleting
spam before it is picked up by Outlook, it is
not possible to clean up mails that have
already been downloaded.
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Help

Clicking “? Hilfe” (Help) opens a standard
Windows Help window, with topics listed in
the left-hand pane.

E? HTML Help il =10l x|
A e

Hids Back Home Prnt Qptions

Content . » " =
Borbert | inex | Mit SuperSpamKiller Pro arbeiten :1

[2] Willkemmen
[7] Einfibiung
[7] Systemvorausseteungen
[7] Schnelieinstien
B}t SuperS pamkille Pro arbeiten)
[2] Das Joumel rutzen
[ @ Den POP3Server 2ur Live Fiterung i
= [ Konfiguration
Progiammeinstellungen
[2) Kenfigwation des POP3-Servers
[2] Kanfiguation der Postiacher
[9] Kerfiguiation der ‘wortFilter
[7] Konfigwiation des Bayes-Fiter
[9] Konfiguation der Erkennung von |
[2) Kanfiguation der WhieList
[2) Kanfiguration det Freunde
Sicherung und Wiederherstellung «
= @ Hife & Support
1 @ Lizenabestimmungen und Registrierung
@ Partnerprogiamm und andere Softwars

SuperSpamKiller Pro - 2 Modi

SuperSpamKiller Pro bietet einmal die Uberprifung
Ihrer Postfacher auf den Eingang neuer E-Mails
inki. Prifung auf Spam in bestimmten
Zeitabstanden. Die andere Methode ist die
Nutzung des integrierten POP3-Servers, der
zwischen E-Mail-Programm und POP3-Server Thres
E-Mail-Provider geschaltet werden kann.
Informationen zum POP3-Server zur Live Filterung
finden Sie unter POP3-Server zur Filterung von
SpanmrE-Mails.

In diesem Kapitel wird die erste Maglichkeit zur
Priifung Threr Postfacher in regelmaBigen
Abstanden beschrieben. Diese Maglichkeit muss
auch fiir AOL- und Hotmail- Konten verwendet
vierden.

P — ;! .

1 |
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Conclusion

SuperSpamKiller Pro is an independent
program that is installed and configured much
like an email client, and indeed allows users
to answer and forward mails. Some users may
find it inconvenient to have to use a separate
program window for spam filtering, in
addition to the email client. We wonder
whether the manufacturers might not try
adding some more email-client functionality,
such as the ability to compose new mails,
meaning that it could be used without a
separate email client. The program blocked
99.72% of unwanted messages in our spam-
filtering test, putting it into second place.
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Symantec Norton Security

V'c Norton Security Signlnm. — X

B 30-Day Report | 3¥ Settings ? Help

v You Are Protected
Protection Updates: Current

Last Scan: 4 hours aga | Quick Scan

Security

O

Run Scans Livel lpdate History Adwanced

i

4
Security Identity Performance More Norton

SUBSCRIPTION STATUS:  Active

User interface Configuration

Norton adds a new tab to the Outlook Ribbon: No initial configuration is necessary.
Blacklists and whitelists can be managed from
the program’s configuration page (this can be
Vi x opened by clicking Open Norton AntiSpam on
the Outlook Ribbon).

FILE HOME Norton

Open Norton  This is This is Empty

AntiSpam Spam not Spam Spam Folder
Norton Antispam Cleaning the Inbox
We could not find a means of cleaning spam

Selecti il in the Inbox and clicking Thi
electing a mail in the Inbox and clicking This already in the Inbox.

is Spam sends the message to Outlook’s Junk
E-mail folder. It also opens a dialog box

which lets the user easily add the sender to Help
the Blocked List: Clicking the ? icon on the AntiSpam Settings
page of the program opens the online support
Norton AntiSpam page for the AntiSpam component, which

explains the features and settings of the anti-

spam component:
Norton AntiSpam

Would you like to add to your Blocked List?
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V/ Nortor Conclusion

poackpsare | st IR oo We found Norton Security to be simple to
S | Exgen | ConstLs install and use. The program blocked 93.63%
of unwanted messages in our spam-filtering
test.

Support

Norton Security for Windows I
Change Product O i of Support

AntiSpam

With the increase in usage of email, many users receive a number of unwanted and unsolicited commercial email
messages that are known as spam. Not only does spam make it difficult to identify valid email messages, but some spam
contains offensive messages and images.

Your Norton product provides several powerful features to reduce your exposure to unwanted onfine content

Integration
with email  Adds several options to the toolbar in supported email programs.
programs
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Copyright and Disclaimer

This publication is Copyright © 2016 by AV-Comparatives ®. Any use of the results, etc. in whole or in
part, is ONLY permitted after the explicit written agreement of the management board of AV-
Comparatives, prior to any publication. AV-Comparatives and its testers cannot be held liable for any
damage or loss, which might occur as result of, or in connection with, the use of the information
provided in this paper. We take every possible care to ensure the correctness of the basic data, but a
liability for the correctness of the test results cannot be taken by any representative of AV-
Comparatives. We do not give any guarantee of the correctness, completeness, or suitability for a
specific purpose of any of the information/content provided at any given time. No one else involved
in creating, producing or delivering test results shall be liable for any indirect, special or
consequential damage, or loss of profits, arising out of, or related to, the use or inability to use, the
services provided by the website, test documents or any related data.

For more information about AV-Comparatives and the testing methodologies, please visit our website.
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