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EaftSphere Technolrgies

About Softsphere Technologies

SoftSphere Technologies was established in the year 2002 and consists of a team of highly specialized
and experienced programmers. The organization is primarily active in the field of information security
and its mission is to develop reliable means of protection against existing and future threats, such as
viruses, spyware or rootkits. In this context, SoftSphere Technologies gives due importance to ensuring
that its products are easy to operate and the applications are compact and not an undue drain on
resources.

The most important product of SoftSphere Technologies is “DefenseWall HIPS”, which we would like to
discuss in this review in more detail. According to information given by the manufacturer, DefenseWall
HIPS (Host Intrusion Prevention System) is the simplest and most comfortable way of protecting oneself

from harmful software, such as spyware, adware, keyloggers or rootkits.

Please visit our website www.av-comparatives.org for the latest results.
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Website & Information

The  SoftSphere  Technologies  website
(www.softsphere.com) has been designed
coherently and structured in a clear manner.
The website is available in English and Rus-
sian. Overloaded charts and diagrams have
been intentionally omitted, and emphasis
given to text-based content so that the
attention of the visitor is drawn to the most
important aspects dealt with by the website.
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The layout is reproduced correctly by all
prevalent browsers and you can also navigate
with the help of a Screen Reader. This means
that the site is free from barriers and even
persons whose physical abilities are restricted
have access to the products and support.

The navigation menu is located on the left side
of the screen beside the logo and provides an
excellent overview with its 10 entries. The first
three menu items (News, Products and
Downloads) immediately offer to most visitors
of the site what they need to download the
product DefenseWall HIPS and to test it free of
charge.

Softsphere Technologies is well aware of the
fact that such a project nowadays is not only
needed in English. Therefore, they provide also
localized versions of the user interface in Ger-
man, Polish, French, Swedish, Italian, Tradi-
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tional and Simplified Chinese, Estonian and
Brazilian Portuguese. With version 2.55 of
DefenseWall, also Russian will be supported.

Besides the two menu entries Support and
Forum, there also is the item Registration,
where it is possible to acquire and register the
full version of the product. Right at the end of
the navigation menu, there are other items for
various articles and press reports as well as a
brief on SoftSphere Technologies.

At this point, we would like to briefly describe
the area of Help & Support, which, in our opin-
ion, is very important for both testers and
users of the purchased version.

Help & Support

At SoftSphere Technologies, Support is subdi-
vided in e-mail support and the Forum within
the website (www.gladiator-antivirus.com). As

for e-mail support, a distinction is made be-
tween registered and non-registered users. The
former are assured a turnaround response time
of three working days. There are no assurances
made to unregistered users regarding the time
taken to respond to their queries.
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Softsphere does not have Hotline or Live Sup-
port. This makes rapid support impossible.
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Downloading the Test Version

All the important functions of the website are
easily accessible and we now proceed to obtain
a test version of DefenseWall HIPS.

We click onto “Downloads”. There we select
the product “DefenseWall HIPS”, which is
needed for our test.

No other input or registration is required to
download the 30-day test version, which is a
plus feature when compared to competitors’
products. Moreover, there is a link for
downloading the other language variants of
the user interface.

Our test system

In order to get the most comprehensive result,
we consciously used a somewhat older business
machine of IBM for this test. This was an IBM
ThinkCentre 8171-CTO having an Intel Pentium
4 CPU at 3 GHz and 512 MB RAM. The
operating system used was an English version
of Windows XP Pro with Service Pack 3. Quite
naturally, the system was re-configured
entirely in order to exclude the possibility of
any existing problems from introducing an
element of bias in the test.

Installation

We saved the test version on our desktop and
now proceed with the actual installation by
double clicking on the setup file. The setup
procedure consists of only 4 steps. The first
step consists of a brief explanation about the
manner in which DefenseWall HIPS works.
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¥ DefenseWall Installation - Step 1 of 4 @
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Defensetw/all HIPS iz a strong proactive anti-spyware pratection for your
PC. It gives you the maximum level of protection with a minimum of effort
by wou. The main idea of Defensetwall HIPS is to separate applications
into trusted and untrusted groups, and protect sensitive registry and file
areas from being modified by untrusted applications.

By placing your internet browser, e-mail, multimedia, IM and P2P clients
in the untiusted group, any adware or speware that is automatically
downloaded will be unable ta infect your system due to the restiictions
impozed by Defenszetw/ all.

Itiz recommended ta install Defense'w/all HIFS on 'clean’ system and

finish all P2P downloads first

In the second step you have to accept the
terms of the usual software license agreement.
If you do not accept it, you cannot proceed
with the setup. In the third and most
important step, you must specify the desti-
nation for the installation, whereby the default
in the “Program Files” folder would be the
right choice for most users. In the fourth and
final step, the system prompts for system
restart, which may be deferred by ticking the
checkbox. All in all, the initial installation
barely takes 5 seconds (!) to complete.

After clicking on “Finish”, the setup wizard
terminates and the computer is restarted as
desired. After the system restarts, DefenseWall
HIPS displays a welcome window, which
indicates the version of the package currently
installed and prompts for purchasing, entering
the license code or testing the product.

¥% About DefenseWall

Defensewall HIPS

253
[C] 2005-2003, SoftSphere Technologies

Yersion
Copyright
Web-site  www softsphere. com

supportEsaftzphers. com

E-mail

Registration

Thiz version of the Defense'/all iz unregistered.
Please register.

[ Buy... ] [ Enter code... ]

Clicking on “Buy ...” opens the corresponding
website where the product is added to the
shopping basket. The connection used is
secure and you can choose one of various
currencies for payment. However, we navigate
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away from the shop at this point in order to
continue with testing the product.

However, out of curiosity, we quickly click on
the option “Enter code ...”, which opens up a
dialog window to select a registration file
(*.dwu). Since we do not have the corres-
ponding file, we close the dialog and click on
“Try now” instead. A new window pops up
prompting for configuration of the Internet
settings for automatic update of DefenseWall.
We accept the option (you could defer this
setup to the next week or ignore it perma-
nently).

The subsequent dialog box prompts for
settings pertaining to proxy connections or a
direct Internet connection. Since everything
has already been configured correctly for our
purpose we can click on the “Check for
Updates” option. The program then searches
automatically for new versions and downloads
them. After the update, you have to restart the
computer.

Even after this restart, DefenseWall welcomes
us with the now familiar window. We click
again on “Try now” to proceed.

On the whole, you can say that the installation
executes with very few steps and is fast and
reliable. Another good feature is that the
program performs an update immediately after
restarting, which is in the interest of the
average user and his/her security.

First steps

After installing the program and updating it,
we would like to turn our attention to the
functions as such.

All important functions of DefenseWall can be
accessed via the Tray Icon in the Task Bar
(System Tray) or the context menus of the
Windows File Explorer.
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The corresponding Tray Menu will be opened by
clicking on it with the right mouse key. This
menu offers the following options: Main (for
opening DefenseWall), Expert Mode (a special
mode that makes DefenseWall not remember
untrusted files status), Disable Protection (for
allowing the user to temporarily disable Defen-
seWall), Go Banking/Shopping (for switching
the computer over to a special browser mode
enabling a secure transaction), Stop Attack
(for closing all the suspicious and dubious
processes at the same time), Events Log (for
showing the log entries), Check for Updates,
Help, Online Support (for opening the Support
Forum), About and Exit.

At this point, we open the main window of
DefenseWall using the “Main” menu option.
There are four tabs here, which we would like
to present in detail.

The first button “Stop Attack” shows us which
untrusted processes are running and what reg-
istry entries or data changes are caused by
this. Here individual changes can be admitted
or cancelled deliberately. Like in the context
menu, clicking on “Stop Attack” will close all
the insecure (“untrusted”) processes that are
running at present so that you can be on the
safe side if something strange seems to be
happening.
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% DefenseWall - Strong Protection Against Adware/Spyware/Keyloggers/Rootkits Q@@

[ Stopatack [ Uniusted spplications | EvertsLog | Advanced |

DefenseWwall is able to protect against any adware and spyware, known o urknown, by separating applications inta
bwo groups - tusted and urtiusted. *rour system is protected from untusted applications by preventing them modifying
sensilive system areas. Run software updaters as tusted!

By placing your internet browser, e-taall, IM and P2P-clients in the untrusted aroup, any adware o spyware that is
sutomatically dowrioaded wil be unable to infect your system due ta the restriclions imposed by Defensewal

1f you see that your system is being altacked thiough an untrusted spplication, you just close all unirusted applications
Any spywais or adware will be automatically closed with them

[ File and registry hacks ]

[ *fou have O untrusted processies] running on pour computer. ]

Stop attack

The second tab, “Untrusted Applications”,
displays a list of programs falling in this
category. The list automatically includes
programs that have already been started. Of
course, you can manually rate programs as
“un-trusted” or cancel this rating again
manually. Using exceptions, you can configure
DefenseWall as needed.

M DefenseWall - Strong Protection Against Adware/Spyware/Keyloggers/Rootkits Q@

[ Stop atlack [ Untnusted applications || Everis Log | Advanced ]

bodude Time Path Description Eveiiyps &
@ieploeane 05012003 05.. ChProgiamFil.. Mioosolt® Wi, Regity

@ieploresve 05012003 05 ChProgism Pl Micosot®wi.  Regishy (o]
B erploe.ere 05012009 05, CiPogramFil.  Micosaft®'wi..  Fegishy

@ieploeere 05012003 05, CiProgiamFil.  Micosoft® Wi, Shaiter

Siexcloe.ere 05012009 05.. CiProgramFil.. Microsot®wi..  Registy
Diesploreare 05012003 05 ChProgiamFil.  Miciosoft® Wi, Service 3

£ Ed Delete al
Aftempt ta send message #12 into the window of the process CWAND WS explarer 2ve e

[ Exportlog |

The button “Event Log” shows a separate log
for each process graded as being insecure
(“untrusted”). For making everything easier to
grasp, the list can also be filtered, updated or
emptied manually according to certain criteria.
What is also of interest is the possibility to
export log entries for purposes of later analy-
sis. Thanks to this, one’s knowledge can be
extended continually in co-operation with the
Forum Community in case of uncertainties.

For those, to whom the default settings of
DefenseWall are not acceptable, or those who
have other things in mind, can configure the
settings as they like to explore various
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possibilities as they choose using the last tab,
“Advanced”. There are 7 other options available
here: Options (various settings, such as those
for  Hotkeys,  Banking/Shopping,  pop-up
windows etc.), File and Registry Excludes (you
can exclude certain changes from protection),
Secured Files (a list of trustworthy files),
Download Areas (a list of folders to which you
can download files), Check for Updates,
Password Protection (you can assign a pass-
word for all settings in future) and Resource
Protection (here, you can protect vyour
passwords, game accounts and other sensitive
data).

M8 DefenseWall HIPS Options

] Adaim natifications via bay icon

Automaticall run applications from removwable souices (USB] as untrusted
[ Cansider CO/DYD drives as unhusted

Perindically check applications from builtin list and set them as untrusted
[ Automatically remove items from rollback list

[ Run with Windows

Automatically check for updates

[ Run from local area network sources as untrusted

Show lgs

Protect plugins falders from untiusted processes manipulations

Jututuuuy

Hotkeys

Since we would like to design and structure
our test so that it comes as close to a realistic
situation as possible, we retain all the settings
recommended by DefenseWall, just as most
other users probably would.

If you click on the icon of a program with the
right mouse key, you will find a new entry with
the name “DefenseWall HIPS >” in the context
menu. This entry will open a new sub-menu.
Here it is not only possible to grade the pro-
gram as being “Trusted” or “Untrusted” or start
it, but also to directly change this status. In
addition, it enables the option “File
Properties” to provide the current rating of the
program set within DefenseWall.
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First Steps: (Automatic) Windows
Updates

Since we have configured our system only with
Service Pack 3, there are still some updates from
Microsoft that need to be installed by us. The
automatic update notification appearing as a
yellow icon in the tray indicates this in the usual
manner. We click on “Download” in order to
install these updates. The download runs in the
background as usual but gets cancelled without
displaying any message. We thus start Internet
Explorer 6 (as an untrusted application) and click
on Tools and then on Windows Update. Here
again, we cannot get very far because the
Windows Update website tells us we have no
administrator privileges.

Windows Update ]
windo: windows ta

i 1605 P | Wl
B Information

L

207 Wosalt Crpcesin. B he ressved. T Use | Tadanus | Bsacy Satemek
Bere

&

Here DefenseWall obviously is effective. Thus
we make a double click on the Tray Icon of
DefenseWall and there on the button “Un-
trusted Applications”. In the list, we select
Internet Explorer and click on “Run as Trusted”
with the right mouse key. Then Internet Ex-
plorer will open a new window with the correct
identifier. Now the Windows Updates will work
normally as we expect. We start to update the
system.

After almost 38 updates and two restarts, no
further updates are displayed and we can
proceed with the rest of the product test.
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Installation tests

We have considered a list of 21 programs for
the following test, which we would download
via the internet in the “Untrusted Mode” and
which we would try to install directly from the
browser. If this does not work, we would try to
install them manually via Windows Explorer
and this too as “Trusted” in case it does not
work otherwise. This list includes the following
programs: OpenOffice 3.0.1, Gimp 2.6.6, Win-
RAR 3.8, Firefox 3.0.10, Thunderbird 2.0.0.21,
Adobe Reader 9.1, Xnview 1.96, Quicktime 7.6,
Realplayer 11.1, VLC Media Player 0.9.9, Java 6
Update 7, Shockwave 11.5, Silverlight 2, PGP
Desktop 9.10, Truecrypt 6.1a, Google Toolbar,
Yahoo! Messenger 9.0, Windows Live Messen-
ger, ICQ 6.5, Skype and Trillian 3.1.12.0.

OpenOffice 3.0.1

Click on the download link. There is a warning.
The download starts. Installation is successful
(Trusted). The program works.

Java 6 Update 7

This program has been installed along with
OpenOffice 3.0.1. Installation is successful.
The program works.

Firefox 3.0.10

Click on the download link. There is a warning.
The download and installation fail (Untrusted).
Manual installation is successful (Trusted). The
program works.
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_ *Mazilla Dawnload - Windows frternet Dxplorer (DefonssWall Status; Untrusted)
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Thunderbird 2.0.0.21

Click on the download link. There is a warning.
The download starts. Installation is successful
(Untrusted). The program works.

Adobe Reader 9.1

Click on the download link. There is a warning.
The download starts. Installation fails
(Untrusted). Manual installation is successful
(Trusted). The program works.

ol 'A‘
Adobe

Dovrbosd e rebaaion prog ass. 06 45,

bag = saley = Took - e 7

ﬂm~

o VLD CRIT_3B 1l .0 50727 P2 o G128 0t
i izreen
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Gimp 2.6.6

Click on the download link. There is a warning.
The download starts. Installation is successful
(Untrusted). The program works.
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Realplayer 11.1

Click on the download link. There is a warning.
The download is started. Installation fails (Un-
trusted). Manual installation is successful
(Trusted). The program works.

_CHIP Oniine - Deutschlands grbtes Compulst Portal - Windaws Inte et Explorer.(DefenseWoll Slatus: Untrustsd)

G- o

e Faverkes | s 8
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- @ Fustomna @
[BICHP ke -Deutschiads crifhes Computer Purtal

fa-@-

PREISVERGLEICH

e g sty e @ 7

NEWS  DOWNLOADS communITy
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Quicktime 7.6

Click on the download link. There is a warning.
The download starts. Installation fails
(Untrusted). Manual installation is successful
(Trusted). The program works.

VLC Media Player 0.9.9
Click on the download link. There is a warning.

The download starts. Installation is successful
(un-trusted). The program works.
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Shockwave 11.5

Click on the download link. There is a warning.
The download starts. Installation is discon-
tinued (Untrusted). Manual installation is
successful (Trusted). The program works.

7 *Adobe - Adabe Shockwave Player - Windows Internst Explorer[efenzeWall Status: Untrusted)

Q-1 e o ¥4 x| [Rrwe B
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Adobe Shockwave Player
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Aposts
SHOCKWAVES PLATER

Hinweise fir die Installation

Wichtig: Magiicharwsise mdssen Sie auf is goldfarbens Lerste oben im Browser-Fenster Kicken, um die Instalation 2y
starien

Silverlight 2

Click on the download link. There is a warning.
The download starts. Installation fails
(Untrusted).  Manual installation  fails
(Trusted). The program cannot be installed.

Xnview 1.96

Click on the download link. There is a warning.
The download starts. Installation is successful
(un-trusted). The program works.
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Truecrypt 6.1a

Click on the download link. There is a warning.
The download starts. Installation fails
(Untrusted). Manual installation is successful
(Trusted). The program works.

e Faverkes | s 8 - @ Fusromal @

Google Toolbar

Click on the download link. There is a warning.
The download starts. Installation is discon-
tinued (Untrusted). Manual installation fails
(Trusted). The program cannot be installed.

*Google Toolbar Installer fiir Win2/XP/Vista - German  (4.0.1601.4978-big/de)- (DefenseWall Status: Lintru...

Fehler bei der Installation...

Das Instalatonspeogramm konnte die Google Tookbar nicht ragistnaren.

GOL)8|€ Toolbar-

Kicken Sk zum Beenden des bstalitonsorogrmms 3
“AbareChan”.

[_ﬁbbn.thm ]

Yahoo! Messenger 9.0

Click on the download link. There is a warning.
The download starts. Installation fails
(Untrusted). Manual installation is successful
(Trusted). The program works.
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HOO!. MESSENGER

Download

PGP Desktop 9.10

Click on the download link. There is a warning.
The download starts. The setup starts directly
from the Windows ZIP Container. Installation
is successful (Trusted). The system restarts.
The license is activated. The program works.

Windows Live Messenger

Click on the download link. There is a warning.
The download starts. Installation fails (There is
a continuous change from “Untrusted” to
“Trusted” in the window). Silverlight is
installed while Messenger is not. Installation
fails (Trusted). The program cannot be
installed.

v X T i Te— ey Py

e smduni e

£ Windows Live~ sign in 3]

Download instru

WinRAR 3.8

Click on the download link. There is a warning.
The download starts. Installation is successful
(Untrusted). The program works.
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Skype

Click on the download link. There is a warning.
The download starts. Installation s
discontinued (Untrusted). Manual installation
fails (Trusted). The program cannot be
installed.

Trillian 3.1.12.0

Click on the download link. There is a warning.
The download starts. Installation is successful
(Untrusted). The program works.

1CQ 6.5

Click on the download link. There is a warning.
The download starts. Installation is successful
(Untrusted). The program works.

Office 2003 Professional

Office 2003 was the only package that we
installed from a CD because there were no
alternatives. The setup was detected as being
“Trusted” and could execute without problems.
As in the case of Windows Update, the updates
could only be imported as “Trusted”. In our
test environment, an error had crept into
Internet Explorer or DefenseWall during the
course of the installation. Updates were no
longer possible starting from this point of time
until DefenseWall was uninstalled. All attempts
to repair the condition manually (fresh
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registration of the dll files, repair scripts, etc.)
failed and could not provide a solution.

start as

Most programs
However, some trustworthy programs do not
start as being untrusted (possibly because of
Certificates).

being untrusted.

Notes: Skype, Windows Live and Silverlight
issues are fixed in the 2.55 version of Defen-
seWall.

Uninstallation

During the uninstallation procedure, we were
particularly eager to see what happens to the
programs that had been installed as being “un-
trusted”. We thus start the Control Panel and
un-install the program using the “Add or
Remove Program” option. Uninstallation, too,
was completed within a matter of seconds, and
we were prompted to restart the computer.

-12 -
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After rebooting, all programs installed
previously continued to work perfectly:
OpenOffice 3.0.1, Gimp 2.6.6, WinRAR 3.8,
Firefox 3.0.10, Thunderbird 2.0.0.21, Adobe
Reader 9.1, Xnview 1.96, Quicktime 7.6,
Realplayer 11.1, VLC Media Player 0.9.9, Java 6
Update 7, Shockwave 11.5, PGP Desktop 9.10,
Truecrypt 6.1a, Yahoo! Messenger 9.0, Win-
dows Live Messenger, ICQ 6.5 and Trillian
3.1.12.0.

Malware Test

We have tested the software on 100 current
Malware Samples (Adware, Spyware, Viruses,
Trojan Horses, Backdoors, etc.) that were not
detected by other major Anti-Virus products at
time of testing. All the samples were detected
or executed as being untrusted or without
compromising the system.

Even though a protection rate of 100% was
achieved at this test, it should be clarified
that in reality, there is no 100% protection
with any product.

What should be emphasized is that the soft-
ware should be regarded as being a supple-
ment to an Anti-Virus product and not as a
replacement.

DefenseWall's defense is at driver-level. In
theory, it would be possible for malware to get
loaded before DefenseWall's driver, but to do
this it would have to fully penetrate its sand-
box defense first.

DefenseWall HIPS does not block e.g. buffer
overflows (so far), phishing attacks, Internet
connections/browser hijacks.
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Conclusion

DefenseWall HIPS, manufactured by SoftSphere
Technologies, is a well-designed product,
which really has the potential to protect users,
who are not well-versed in computers, from all
types of threats from the Internet, since it
treats almost all processes running under e.g.
in browsers as “untrusted”. As long as you
observe this setting, hardly anything can hap-
pen to you.

Minor issues we encountered during our review
were reported by us to the developer, which
promptly addressed and fixed them in the ver-
sion 2.55 of DefenseWall.

-13 -
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Currently the program costs about $ 29.95 in
the on-line shop and can also be delivered as a
CD upon extra charge.
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