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Introduction
This year’s Business Software Review again uses Microsoft’s Small Business Server 2008 – a domain
controller and Microsoft Exchange server for up to 75 users. Our scenario assumes that the security
software will initially be installed by an experienced IT consultant who is familiar with SBS, but that
everyday management and monitoring may be undertaken by a non-expert administrator who has
other responsibilities in the company, and only looks after IT administration part-time. We feel this
is a typical situation found in many small companies with fewer than about 25 PCs. The review thus
looks at the installation from the point of view of an IT professional, though we assume that
he/she is not familiar with any one particular product, merely the principles behind corporate
antivirus systems.
The first task for the administrator is to download the necessary software and manuals. This ought
to be extremely simple, although experience has told us that this is not always the case. Something
we have considered in the review is how well a manufacturer’s download page explains which
packages need to be downloaded and what each one does. There are numerous different
possibilities here. For example, the endpoint protection software for the server (host/file server
protection) could be packaged in a number of different ways. In some cases, the same installation
package used for the client PCs is also used to install the server (even if the installer configures it
differently from the clients). In other cases, there is a separate installation package for the file
server; a third possibility is that there is one complete package for the server, covering both
Exchange Server and file server protection. Likewise, some console installation packages already
include the client software, whereas others require that it be downloaded separately and configured
for use with the console. It can waste time and be very frustrating to find that one has
downloaded/installed the wrong packages, so we consider whether the relevant download page
makes clear exactly what each package contains, so the administrator can download and install the
right items.
The situation with documentation for the software is similar. We check to see if it is clear from a
vendor’s website which manual relates to which product; if there is more than one manual for a
particular component, it should be clear what the differences are. For example, many manufacturers
make a “Quick Start Guide” covering the essentials of installing and configuring a particular piece of
software, and a more detailed “User Guide”, which provides much more detail and covers more
scenarios. We find this sensible and helpful, just as long as the manufacturers make clear what each
document covers, either by assigning it a clear name, or by providing a description of each
document on the download page. We also feel that a Quick Start Guide must contain all the
essential information for the scenario it is covering (e.g. how to prepare the client PC for
deployment) or at least links/references to other sources, otherwise there is no point in using it at
all.
We have considered indexing and bookmarking in manuals, as we feel this is important to enable
the administrator to find essential information quickly, at least in longer documents. It seems
unreasonable to expect an administrator to read an entire 200-page manual from start to finish
before attempting to install the product it refers to. We feel it should be straightforward for the
admin to look at the contents page, find the relevant sections/pages, and read just them, before
starting the task.
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As for the installation itself, we are assuming that the administrator is experienced with Microsoft
Small Business Server and will have no problems with questions regarding e.g. Active Directory.
However, we feel that each individual security product must clearly explain its own requirements
and make it easy for the administrator to provide them. For example, many of the products reviewed
required us to install additional or updated Microsoft software components such as SQL Server or
the Windows Installer. It should of course be well within the capabilities of an SBS admin to go to
the Microsoft website, download and install a particular version of Windows Installer. We would
however expect the setup wizard of a security program to make perfectly clear which components
need to be installed, and installation order/configuration details if necessary. Naturally, if the
wizard is capable of installing the necessary components automatically, this is a bonus as it makes
the admin’s life easier.
Once the product has been installed, we are assuming that everyday monitoring and maintenance
will be carried out by non-expert staff. Whilst we would naturally expect the IT consultant to brief
staff members on how to use the console, it obviously makes life much easier for all concerned if
the management software is clearly designed and intuitive to use. We have looked at the design
and layout of all the software involved (endpoint protection software, management console,
Exchange Server protection) to consider how easy it is to find important warnings, information and
functions. We have also noted how to perform everyday monitoring and administration tasks, such
as checking the protection status of clients, and running updates and scans. We have considered
the client endpoint protection software (briefly) from the point of view of the administrator, but
bearing in mind that users may find and interact with the program interface. Thus, we have looked
at e.g. warning messages when malware appears – are they likely to worry the user, and make
him/her contact technical support unnecessarily? We feel most administrators would be content if
users are able to update the antivirus software on their computers themselves, and even run a scan,
but would not want them to be able to disable components themselves.
Full details of the points we have looked at for each program are given below:

Documentation






The range of manuals available, scope of each
How easy is it to find the right document for the job?
How well is the documentation prepared?
How easy is it to use?
Which manuals were used in this test?

Installation and deployment




Brief description of console installation, and deployment to clients
server protection installation
Does installation present any problems to an experienced SBS admin?

Client/server antivirus management interface


Description of layout and features

Client/server antivirus monitoring


How to check for:
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Status of real‐time protection
Status of signatures (date and time of last update)
Status of firewall/other components
Program version installed
Malware discovered and result (e.g. deleted/quarantined)

Client/server antivirus tasks


Check how to:
o Update signatures and Update program version
o Enable/disable components such as real‐time protection or firewall
o Add/remove components (e.g. firewall)
o Password protect client software to prevent unauthorised access
o Run scans: full, quick, custom
o Run a vulnerability scan

Exchange Server management interface


Description of layout and features

Exchange Server tasks


Check how to:
o See and retrieve quarantined items
o Check antivirus and anti‐spam logs
o Configure notification settings
o Filter attachments by type
o Deal with password protected archives
o Filter spam by probability: high, medium, low
o Configure spam definitions
o Edit additions to subject line
o Whitelist and blacklist

Client antivirus software







What is visible to the user?
Are scan/update options available?
Is there a status display that would alert the user in the event of a problem
By default, can components be disabled/enabled locally using a domain administrator
standard user Windows account? Can configuration options be password protected if
necessary?
What happens on malware discovery (attempting to download EICAR/discovery of local
malware)? Is it clear to the user what if anything they need to do?

Server antivirus software





Brief description of window
What functions are available?
What happens on malware discovery?
Is there a warning if e.g. real‐time protection is disabled?
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Tested Products
The following vendors participated in the tests and review (done in September 2012):
avast!
AVIRA
Bitdefender
eScan
ESET
F‐Secure
IKARUS
Kaspersky
McAfee
Sophos
Symantec
Webroot

www.avast.com
www.avira.com
www.bitdefender.com
www.escanav.com
www.eset.com
www.f‐secure.com
www.ikarus.at
www.kaspersky.com
www.mcafee.com
www.sophos.com
www.symantec.com
www.webroot.com
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Summary of the products tested
The avast! Endpoint Protection Suite Plus impressed us with its consistently clear and simple
interface, making it particularly user‐friendly. Whilst the Small Office Administration Console is, as its
name suggests, optimal for smaller networks, the option of using the Enterprise Administration
Console means that the suite could also be used successfully for larger businesses.
Avira’s Small Business Security Suite provides a familiar, uncomplicated interface that makes all
installation, deployment, monitoring and management tasks very straightforward and
unproblematic. This makes it an excellent choice for any Small Business Server network.
Bitdefender’s Cloud Security for Endpoints uses a web‐based console that makes deployment of the
client software quick and easy. Whilst it is ideally suited to small networks, the functionality and
straightforward interface mean that the suite would be suitable for medium‐sized businesses too.
eScan provides simple installation and deployment, and the console makes everyday monitoring and
tasks very simple. It is thus well suited to smaller businesses, but could also be used in medium‐sized
networks.
ESET’s Remote Administrator is a feature‐rich console that provides all the functionality needed for
enterprise environments. Its design allows essential monitoring and administration tasks to be easily
carried out, making it equally suitable for small and medium‐sized businesses.

F‐Secure Policy Manager has features and functionality that would be suitable for enterprise
environments, but the console design and management processes are entirely straightforward and
applicable to a Small Business Server network.
IKARUS security.manager is well suited to small businesses, with straightforward installation and
deployment, and a simple console layout that makes it easy to find the essentials.
Kaspersky Enterprise Space Security is, as its name suggests, ideal for bigger networks, but is equally
in a small business environment. The MMC‐based console provides a familiar framework, and makes
a wide range of monitoring and management tasks easily accessible from one view.
McAfee is ideal for a Small Business Server network. The web‐based console needs no installation
and is accessible from any Internet‐connected PC. Both the deployment procedure and the client
software itself are exemplary in combining simplicity with effectiveness.
Sophos Endpoint Security has features and functionality that could be used for larger businesses, but
the interface design makes it entirely suitable for a small business network too.
Symantec’s Endpoint Protection Small Business Edition provides a consistently familiar and
straightforward interface, making deployment and management comfortable even for non‐expert
administrators. Its features are more than adequate for any Small Business Server network.
Webroot SecureAnywhere appears to have been designed very much for small businesses, with the
web‐based console making everyday tasks uncomplicated, even for non‐expert administrators.
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We are happy to report that all products reviewed in this report received the AV‐Comparatives
Seal of Approval. The products performed well in their primary functions, as it can be expected
from established business security products. IT Administrators may find some products fit their
needs better than other products because they address a specific set of feature they are looking
for.
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avast! Endpoint Protection Suite Plus
use the thumbnail bar in Adobe Reader. The
formatting is also very simple, with relatively
little text on each page, as shown in the
sample page below:

Introduction
avast! produces a wide range of security
software for home users, small and large
businesses, covering both Windows and Mac
operating systems as well as Android mobile
phones.
For our review, we installed the Endpoint
Protection Suite Plus. This comprises
protection for the Exchange Server/file server,
endpoint protection software for client PCs,
and a management console. Interestingly,
avast! Offer a choice of the Small Office
Administration Console (self‐explanatory) and
the Enterprise Administration Console for
larger networks. The difference between the
two consoles is explained on the website, with
screenshots of both:

We chose the former for our Small Business
Server network.

Software version reviewed

None of these comments should be taken as
criticism, however. Because the manual is so
short, indexing and bookmarks are really not
necessary. The simple, uncluttered format
makes the document very easy to read, and
we liked the informal but clear style of writing.
The manual actually makes it very easy to find
essential information. We feel it is particularly
well suited to non‐expert administrators, but
makes life easy for experienced IT
professionals too.

avast! Small Office Administration 1.2

Documentation
Small Office Administration User Guide is a
succinct (21‐page) guide to using the console
to deploy, monitor and manage the endpoint
protection software. Compared to many other
manuals, it has been produced in a very
simple way. There are no bookmarks, and
there is not even a table of contents; the
reader has to browse through page by page or
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The Small Office Administration Console
Administrator’s Guide is more comprehensive
at 81 pages and covers the installation of the
console, as well as covering deployment
options and maintenance in detail. Happily, it
also uses the same clear and simple
formatting and readable style of writing found
in the User Guide; in recognition of the much
greater length, avast! have put in a table of
contents with hyperlinks from the page
numbers directly to each page.

SBS 2008 system and might not be necessary
with later OS versions):

Whilst the two manuals mentioned above
were very helpful, we were not able to find
manuals covering the use of the Exchange
Server protection or client antivirus software
on the business documentation downloads
page (there are guides covering just the
installation of these two products). Avast! tell
us that these manuals are in preparation,
however.

The setup wizard automatically installs the
necessary components with very little user
interaction required. We had to restart the
server after the installation of one
component, but the avast! wizard continued
automatically when we logged back on.
Additional steps in the wizard include
accepting the licence agreement, entering the
licence key, providing an email address for
notifications and a password to access the
console. The last page of the wizard offers two
links to open the console, offering both
encrypted and unencrypted connections. We
found the installation process to be very
simple and largely automatic.

Installation and deployment
Installing the Small Office Administration
console was very straightforward. Very
sensibly, avast! provide a link to their online
installation guide on the first page of the
wizard:

When the console is first started, the
deployment wizard for endpoint software
starts. We declined to run this immediately, in
order to look at the console first. We then
found it was tricky to get at the wizard later; it
can
actually
be
found
under
Admin/Settings/Setup, which we would not
regard as a very obvious place to put such an
important tool. However, once found, the
deployment wizard is extremely simple to use.
We just had to select the computers to be
installed from a list of autodiscovered
machines, enter administrator credentials to
be used, and decide whether the computers

We had to choose a user interface language,
and were then presented with a list of
necessary software components to be
preinstalled (these applied to our Windows
- 10 -
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should be rebooted or not after the
installation; nothing more was required, and
the endpoint protection software was
successfully deployed in less than 5 minutes.
We found this to be an exceptionally simple
and quick deployment process, which could
easily be carried out by a non‐expert
administrator.

Main menus are Summary, showing status of
PCs as a pie chart; Network, showing
individual PCs as icons with more detailed
information for each one; Jobs, which
provides a list of tasks such as scanning and
deploying or updating client software;
Reports, showing a detailed breakdown of
malware discovery; and Admin, which shows
settings, subscription information and details
of the current program version. We would say
that the console layout, with its simple vertical
column of menus and submenus, could
scarcely be easier to navigate.

avast's Email Server Security offers two
installation types, Express or Custom. We
chose the Express version, which literally
could not have been simpler. We simply
clicked the Express button, and about two
minutes later the wizard informed us that it
had finished and asked us whether to restart
the server now or later.

Client/server antivirus monitoring
The pie chart on the summary page of the
console shows the percentage of computers
on the network as Secured (green), Attention
(orange) or Unsecured (red). Deactivating the
firewall on a client PC caused the pie chart to
react as soon as we had clicked Refresh in the
browser, showing an orange section to
represent the PC needing attention. Clicking
on Network displays individual PCs and marks
the problem machine with an orange
exclamation mark to indicate the problem:

Client/server antivirus
management interface
Avast’s Small Office Administration Console is
web‐based. The most striking thing about its
design is how closely it mimics the interface of
the endpoint protection software:

Clicking the Edit button for the problem PC
then displays a list of all the components and
their status, indicating that it is the firewall
that is the problem:

A plus point of the endpoint protection
software is the simplicity of its interface, and
the console adopts this too. There is a vertical
menu bar on the left‐hand side of the window,
and a big main pane of the window showing
the details of the item selected on the left.

- 11 -

Product Review: Business Software Review 2012

www.av-comparatives.org

Simply moving the mouse over a computer on
the Network page displays a summary of
information, including online status, IP
address, virus definitions and program
version:

A small and somewhat hidden button marked
“Create new job” allows virus definitions to be
updated, along with various other custom
jobs. We feel that this button could be made
more prominent, and that the definitions
update job is worthy of its own entry in the
main jobs list.
Details of malware discovered can be seen
under Reports/Shield Log and /Scan Log. It
should be noted that simply clicking on
Reports brings up a dummy report with
fictitious computer names to illustrate how
real reports can be formatted; we found this
rather confusing at first.

The client software is password protected by
default. There is currently no vulnerability
scan included in the product, but avast! tell us
that it is currently being developed.
Installed components of the endpoint
software can be changed by going to
Admin/Settings/Components.

Client/server antivirus tasks
Exchange Server management
interface

Unfortunately, the excellent status display
described above, which clearly shows that the
firewall of a PC is deactivated, appears to offer
no means of reactivating the component. We
feel that this is an omission, as a simple
“switch on” button would allow the admin to
instantly rectify the problem they have just
discovered.
The
firewall
and
other
components of the suite can be
activated/deactivated from the console under
Network/Group
View/Edit
Group
Settings/Shields. We note that we were not
able to find this easily.

avast's file server and Exchange Server
protection functions are integrated into one
console. This is essentially exactly the same
design as the client endpoint protection
software; the difference being that there is no
firewall component, but under the list of real‐
time shields, there is an additional entry for
Exchange:

Updating virus definitions, running full or
quick virus scans, and deploying newer
versions of the endpoint protection software
can easily be performed from the Jobs menu:
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is that using the interface in any way
immediately brings up a prompt for the avast!
administrator password; it is impossible to
open the program window or carry out any of
the commands on the system tray shortcut
menu (such as updating) without this. We
were able to start a scan of the system drive
from the Windows Explorer shortcut menu
without encountering the password prompt,
but that is all.
Having entered the password to open the
main program window, we can see that the
interface is essentially identical to avast!’s
consumer antivirus products. There is a main
pane, showing the protection status by
default, and a left‐hand menu column. Each
item has a big, clearly labelled button and is
illustrated by a simple icon:

Likewise, the spam protection feature can be
found as a submenu of Additional Protection.

Exchange Server tasks
Spam settings are very simple, consisting of
blacklist, whitelist, and the options shown
below:

There is a very obvious status display, showing
“Secured” in green if all is well, or “Attention”
in orange if not, e.g. when we disabled real‐
time protection. An obvious “Fix Now” button
allows the situation to be rectified easily. A full
range of scanning and update options is
available to the administrator, as is the ability
to disable or enable specific components.

There is no separate Exchange quarantine
area, as the Virus Chest (under Maintenance)
also serves for infected attachments. The
Exchange log is accessible from the main page
of the Exchange shield.

Client antivirus software

When we attempted to download the EICAR
test file, avast! blocked the download and
showed the following alert:

avast! Endpoint Protection installs a system
tray icon identical to the one found in
consumer systems. An important point to note
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Summary
The exceptionally clear and simple design of
avast! Endpoint Protection Suite Plus makes it
extremely suitable for small businesses,
especially where the IT is looked after by a
non‐expert administrator.
The choice of consoles for small and large
businesses is, as far as we know, unique, and
very sensible, in our opinion. The layout of
both the small‐business console and client
software is exemplary in its clarity, making it
easy to find most essential information and
tasks. Installation of the console and
deployment of the endpoint protection are
both remarkably easy, and the very simple,
readable style of the manuals is most
refreshing. Installing the Exchange Server
protection in default mode is literally one
click.

This should make clear to the user that the
threat has been stopped. On discovery of local
malware, the program shows a similar alert,
which additionally reassures the user that no
further action is required.

Server antivirus software
The file server software and Exchange Server
software are integrated into one window,
please see the section on Exchange Server
management interface above. We should
point out that until we installed the server
protection software, we were not aware that
file server and mail server components come
in one package, and that installing separate
file server protection is not necessary.

Our one significant concern is that some
documentation, e.g. for the Exchange Server
software administration, appears to be
missing, but have been reassured by avast!
that this will soon be rectified.

Consequently we would encourage avast! to
make this clear on the appropriate pages of
their website.
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Avira Small Business Security Suite
simpler guide to the essential tasks, ideal for
inexperienced administrators who may be new
to business antivirus products. Additionally,
there is a Quick Guide for the whole suite,
which provides an overview of the components
and simple instructions for starting the
installation of the suite using the single installer
file. Finally, Avira have provided an additional
How To guide for using the Avira Management
Console for large networks.

Introduction
Avira make a wide range of antivirus software
for both home and business users. The business
range starts with single licences for Avira
Professional Security for Windows clients, and
goes up to packages suitable for international
corporations. It includes protection for file, mail
and web servers (both Windows and Linux),
plus Macintosh clients. The Small Business
Security Suite 2.6 reviewed here consists of
Avira Professional Security for Windows clients,
Avira Server Security for Windows Servers, Avira
Antivir Exchange for Microsoft Exchange
servers, and the Avira Management Console.

It is very hard to fault the scope of the
documentation, as the manufacturers appear to
have covered all the suite’s components,
considering
both
experienced
and
inexperienced
administrators,
and
the
additional requirements of larger networks.
Nonetheless we have two minor complaints.
Firstly, the list of documents available is so long
that it appears rather daunting; we feel that a
short, simple explanation of each document, or
separation into groups, e.g. for experienced and
inexperienced administrators, would make it
easier for users to find the right document more
quickly. Secondly, the How To guide for the
Avira Management Console assumes separate
installation files for each of the components in
the suite, although the package is only available
to download as a single complete installer.
Please see the section on installation for more
details of this.

Software version reviewed
Avira Management Console 2.06
Avira Professional Security 12.0
Avira Server Security 12.0
Avira Antivir Exchange 9.2

Documentation
Avira provide extensive documentation for their
Small Business Security Suite. The screenshot
below shows the relevant download links from
the website:

We found all the documentation had been
produced to a very high standard: clearly
written, well organised, illustrated with
screenshots and diagrams where necessary.
Nearly all the documents, even the 9‐page
Quick Guide, have been appropriately
bookmarked, providing easy access to any
section via the bookmarks bar in Adobe Reader,
or by clicking on the page number in the
detailed table of contents at the beginning. One
or two of the documents show traces of

For each of the four components (management
console, client security, server security,
Exchange Server protection) there is a User
Manual and a How To guide. In each case, the
User Manual is a very comprehensive and
detailed guide to the product, ideal for an
experienced system administrator, while the
How To document is a much shorter and
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dragged en masse to the appropriate group in
Security Environment.

incomplete translation from German, such as
the odd German word remaining, but this does
not affect the usability in any way.
For our test installation, we consulted the Avira
AMC How To guide for the installation and
configuration of the server software, and
deployment of the client software; we used the
Avira AntiVir Exchange How To guide to assist
with configuring Exchange Server tasks.

Once the groups have been created, the first
step is to install the AMC agent, which provides
communication between the client computer
and the management console. This is done by
displaying the computers in a group in the right‐
hand pane of the window, selecting them, right‐
clicking, pointing to Installation, AMC Agent,
and clicking Install. Once the agent has been
installed, the security software can then be
deployed using exactly the same method, but
selecting Avira Professional Security or Avira
Server Security from the Installation menu.
There is no status display as such for the
installation process, although the icons for the
individual computers are shown as hour glasses,
and deployment is quickly completed.

Installation and deployment
Setting up Avira Small Business Security Suite is
a largely straightforward process which should
prove unproblematic for any SBS administrator.
It is simple to find the right page of Avira’s
website and download the software, which is
conveniently packaged as a single 460 MB .exe
file. Finding the system requirements and
documentation on the website is also very easy.
The installation of the management console is
scarcely more challenging than installing iTunes
on a Windows client PC, as it simply a question
of running through a setup wizard, choosing
default options entering an email address for
notifications and entering the location of the
licence key. The Avira AMC How To guide
provides clear, simple instructions.

Client/server antivirus
management interface

Deploying the security software to client and
server PCs is also a simple procedure, well
described in the How To guide (including
necessary preparation of the computers to be
installed). The first step is to create groups of
computers to be installed in Security
Environment. We created a Server group and a
Client group, to allow for the installation of
Avira Server Security and Avira Professional
Security respectively. The groups are then
populated by dragging computers from the
Network Neighbourhood to the target group.
Multiple computers can be selected using
standard Windows Explorer techniques such as
Ctrl + click, Shift + click, Ctrl + A, and then

To use the Avira Management Console it is
necessary to log in each time, using the
credentials entered during setup:
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The console uses the Microsoft Management
Console (MMC), with a tree of menu items in
the narrower left‐hand pane, and a right‐hand
pane displaying the details of the item selected
on the left. The same console houses both the
server/client antivirus management tools, and
the Exchange Server tools:

In general, the use of the familiar MMC
environment, combined with descriptive names
for the items within it, means that the Avira
Management Console is intuitive to use for
client and server antivirus administration.

Client/server antivirus monitoring
The security status of computers is displayed by
clicking on the name of the group under
Security Environment, as shown below:

As well as the security status of client PCs in a
group, the console also shows the IP address,
operating system, and Avira product and
version for all the computers in that group. If a
managed computer is running and there are no
problems, the status will be shown simply as
“Online”. If the computer is running but e.g. the
real‐time protection is disabled, the console will
show “Online, Product error”, and a red
exclamation mark will appear in the icon next to
the computer name. Going into the properties
of Avira Professional Security for the computer
concerned produces a detailed display of which
components are installed and active:

The left‐hand pane shows the main
configuration/information items. Software
Repository manages the installation packages to
be deployed; Security Environment is used to
create and manage groups of PCs for software
deployment; Network Neighborhood displays all
the computers on the network, sorted by
domain/workgroup, and is used to populate the
groups created in Security Environment; Events
shows information and warning messages, such
as malware discovery; Configuration shows a
modest number of server settings, e.g. email
notifications, and allows them to be changed;
User Management controls console user
credentials; Internet Update Manager contains
settings for the update‐server function. Info
Center announces technical news, such as
upcoming service packs and updates for the
software, and new product features, as shown
below:

The Status of Update item merely lists the
status as OK, or Out of Date. It does not show
the actual day and time of the last update.
NB: the Security Environment’s icon turns red
when e.g. real‐time protection on a client is off,
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the group icon too, so the administrator can
quickly see where problem lies:

Note that the same sub‐menu can be used to
start and stop scans, add or remove program
modules such as the firewall and web
protection, and enable or disable those
modules already installed. The latter feature
can be used to reactivate real‐time protection if
this has become disabled. When testing this, we
noticed that whilst the client software reacts
instantly to the command to reactivate real‐
time protection, the console status display
continues to show error status for up to a
minute afterwards. This would not be a
problem to anyone who was aware of this
behaviour, but could lead an administrator
unfamiliar with the suite to assume that the
command to reactive had failed.

Malware discoveries are shown under Events.
Information offered includes computer name,
level of warning, type of event, plus day and
time:

Avira inform us that running the installer for a
new program version (e.g. 12.x vs 11.x) will
automatically uninstall the old version and
replace it with the new.
The ability to change client/server antivirus
settings locally (e.g. on a client PC itself) can be
password protected by right‐clicking Security
Environment,
then
going
to
Configuration/Product/Configure/
Expert
mode/General/Password. We did not find this
to be a very intuitive means of setting password
protection, and suggest that Avira might make it
easier to find.

Client/server antivirus tasks
To run a virus signature update, select the
computer(s) concerned, right‐click, go to
Commands, [product name], then click Start
Update. A dialog box gives the options of
Standard Update or Product Update, making
the update process visible or invisible to the
user, and scheduling the command.

The scan dialog box (which appears when
selecting the scan task from the console) offers
options of which drives to scan, visibility to
user, scheduling, and shutting down the
computer after the scan:
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Unfortunately there is no form of vulnerability
scan to find outdated Microsoft or third‐party
software.

Exchange Server tasks
Email antivirus and antispam logs can be found
under Antivir Monitor, Server, <servername>,
AntiVir Reports. A range of reports is available:

In general, we found carrying out everyday
antivirus management to be straightforward,
and the fact that many different tasks can be
carried out from the same context menu makes
familiarisation with the product very easy.

Exchange Server management
interface

To see and retrieve quarantined items, click on
Antivir Monitor, Servers, <servername>,
Quarantine Areas. This gives quick and easy
access to the various quarantine folders, for
spam and infected mails.

The Exchange Server section of the console
contains three major elements: Basic
Configuration, Policy Configuration, and Antivir
Monitor. Basic Configuration allows e.g. the
adaption of fingerprints to define unwanted file
types. Policy Configuration allows very specific
spam and attachment filtering options; this is
done by dragging a template from the Job
Templates folder to the Information Store
folder, where it can be configured and activated
(illustrated below). Antivir Monitor contains
Quarantine Areas, where mails that have been
blocked as spam or infected are kept. There is
also a section entitled Reports, which shows
statistics of mail quarantined etc.

Spam and attachment filtering are both
configured using the Policy Configuration item.
Policies to be implemented are stored in the
Mail Transport Jobs folder; two policies, namely
Scanning with Antivir Engine and Filtering Spam
with Avira SPACE, are configured and enabled
by default. The latter of these is used to
configure the use of blacklists and whitelists.
Additional jobs can be created by dragging one
of the many pre‐configured policy items from
the Job Templates folder into the Mail
Transport Jobs folder, where it can be
configured and enabled:
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One of the tasks that can be set up is Protected
Attachment Detection. By default, all password‐
protected attachments are blocked. The
administrator can configure actions such as
deleting the attachment or even the whole
mail, copying it to quarantine, and notifying
himself/herself, the sender and the recipient.
Configuration of spam quarantine folders allows
the use of different folders according to the
probability that a mail is spam, namely high,
medium or low. This can be set up by clicking on
Basic Configuration, Folders, Quarantines:

To edit additions to the subject line for any
spam/malware scan job, double‐click the job to
be edited under Mail Transport Jobs. Under the
General tab, Subject Extension, the subject line
addition can be edited and enabled or disabled:

To configure notification settings, go into Basic
Configuration, General Settings, Templates, and
double‐click AntiVir Notifications:

To edit the preconfigured spam definitions, click
on Mail Transport Jobs in the left‐hand pane of
the console, and double‐click Filtering Spam
with Avira Space. The resulting dialog box
includes a variety of conditions to be defined
for spam:

We found it straightforward to carry out
everyday checks and administrative tasks using
the Avira Management Console. The familiar
environment and intuitive layout make it easy
to find one’s way around, and the How To
guides provide clear instructions for common
jobs. We expect that a non‐expert administrator
would be able to carry out everyday tasks
without any difficulty.
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Client antivirus software

client software settings should be turned on by
default.

Avira Professional Security 12.0

On malware discovery (from the Internet or
local), malware is disabled (access denied), then
a pop‐up dialog box asks what to do:

Avira Professional Security installs a system tray
icon with Avira’s familiar umbrella symbol; this
is actually functional, as the umbrella changes
from open to closed if the real‐time protection
is turned off. The main program window uses
the same interface as the consumer version of
the product. The main pane of the window is
devoted to a status display, showing both
overall status and status of individual
components. The main status display shows a
very obvious warning in the event of a problem:

Clicking Details produces a further dialog box
with options:

The details section of the main pane will show
which component is causing the problem. A
deactivated component can be very easily
reactivated by clicking the obvious on/off
button.
The program offers a full range of
scan/update/configuration options from the
main window.
When action has been taken, a short scan
(presumably of the RAM) is performed:

Real‐time protection can be disabled locally,
even with non‐admin Windows account. We
would suggest that password protection for
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the program that this has happened. Naturally
the log files contain a record of such events.
We noticed that when real‐time protection is
disabled, no warning of this is shown in the
management console, only the Server Security
window itself. There is no means of reactivating
the protection from the console either. Avira
inform us that the management console will
show a warning if the Server Security service is
stopped. They also recommend password
protecting the Server Security settings.

Server antivirus software
Avira Server Security 12.0

Summary
Avira Small Business Security Suite is entirely
suitable for administration by non‐experts. The
use of the MMC console and standard
procedures e.g. for selecting multiple
computers means that the management
environment is very familiar. The How To guide
is an ideal companion for the novice
administrator, explaining the necessary steps
clearly. Installation and deployment should be a
quick and easy task for an experienced Small
Business Server administrator.

Avira Server security has essentially the same
features and commands as the client software,
housed in an MMC console. Malware detection
is silent; malicious files are blocked or
quarantined, but without any notification from
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Bitdefender Cloud Security for Endpoints/ Security for Exchange
Introduction

Installation and deployment

Bitdefender make an extensive range of security
products for home users, small businesses and
enterprises. Their products cover Windows,
Mac and Linux operating systems, as well as
Android mobile phones. For our review, we
used Bitdefender Cloud Security for Endpoints
to protect both workstation and server
computers.
Additionally,
we
installed
Bitdefender Security for Exchange to cover the
Microsoft Exchange functions of our Small
Business Server.

Not surprisingly for a product named “Cloud
Security”, Bitdefender uses a cloud‐based
console which requires no installation. The
email we received after registering for the trial
version was refreshingly short, simple and clear;
it contained a link to the logon page of the
console, the username and password needed to
access it, along with a recommendation to
change the password immediately. Very
helpfully, there were also links to the two
manuals, with a brief explanation of each one.
We regard this email as exemplary, as it
provided all the essential information and links,
at a glance:

Software version reviewed
Cloud Security for Endpoints by Bitdefender 4.0
Bitdefender Security for Exchange 3.5

Documentation
There are two manuals for Cloud Security for
Endpoints, the Quick Start Guide and the
Administrator’s Guide. As one would expect,
the Quick Start Guide is a relatively brief (30‐
page) guide to the essentials of installing and
using the endpoint software, while the
Administrator’s Guide is much more
comprehensive and detailed at 114 pages.
Additionally, there is a 221‐page Administrator's
Guide for Bitdefender Security for Exchange. All
three are clearly written and laid out, have a
comprehensive table of contents with links
from the page numbers to the page concerned,
and have been appropriately bookmarked.
Consequently it is very easy to find one’s way
around the manuals. We were pleased to see
that the Exchange Security guide is well
illustrated with appropriate screenshots,
although sadly there are none in the other two
documents.

Having logged on to the console (and changed
the password as recommended), we found that
the installation page contained simple, clear
instructions for deploying the endpoint
protection software to computers on our
network:
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Client/server antivirus
management interface
The web‐based interface has a simple horizontal
menu bar with the items Status (showing e.g.
protection and malware discovery on the
network as pie charts or graphs), Computers
(with details of individual computers and
installation/configuration options), Policies,
Reports, Quarantine, Accounts, and Log. We
found this to be very simple and clear.

We followed the instructions for manual
installation on our server. This is an essential
first step, even if other computers are later to
be installed remotely. The installation package
can be customised (e.g. to select the
components to be installed) by clicking on
Customize Package. The only other choice to be
made is whether to use a web installer or
download the complete setup package. We
found the whole process to be exceptionally
quick, simple and well explained.

Client/server antivirus monitoring
The Dashboard page of the web console shows
a graphical overview of the state of the
computers on the network. Items shown are
Network Status, Computer Status (including
update status and antivirus protection status),
Top 10 Most Infected Computers, Top 10
Detected Malware, Malware Activity, and
Computer Malware Status:

Installing Bitdefender Security for Windows
Servers, which provides the Exchange Server
protection, involves downloading the setup file
from the Bitdefender website and running it on
the server. Steps include accepting the licence
agreement, selecting the components to be
installed, update installation options, options
for submitting data to Bitdefender, and sub‐
components for Exchange protection (Hub
Transport/Mailbox). As with the endpoint
software setup, this was a very rapid and
straightforward process.

The Computers page shows the individual
computers with IP address, operating system,
update status and time of most recent contact
with server:

We note that the product includes components
for file server protection as well (as an
alternative to the Endpoint Protection client),
plus protection for “Mail Servers” (meaning
non‐Microsoft mail servers) and Sharepoint.
However, we only installed the Bitdefender
Security for Exchange component.
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Quick and Full scans can be run from the
Computers page, Quick Tasks menu.
We were not able to find a vulnerability scan,
but Bitdefender tell us that this is in
development and should be available in 2013.
Selecting a computer or computers and then
clicking the Reports menu allows more details
to be shown, including various different
malware reports and network status. The
Protection Module Status report is shown
below:

Exchange Server management
interface
Bitdefender Security for Exchange uses
Microsoft’s MMC console for its interface. This
has a narrow left‐hand pane of items to be
configured, and a much larger main pane in
which each item is displayed when selected:

Whilst the console makes almost all necessary
information
easily
available
to
the
administrator, we were unable to find any
means of showing the installed program version
from the console. However, Bitdefender tell us
that the latest product version will be installed
automatically, so the administrator does not
need to worry about this.
The top‐level items in the left‐hand pane are
monitoring (the default page), SMTP groups,
Antivirus,
Antispam,
Content
Filtering,
Attachment Filtering, Update, and General.

Client/server antivirus tasks
We did not find any means of updating
computers on demand. The optional
components of the endpoint protection suite,
i.e. Firewall, User Control and Privacy Control,
can be installed or uninstalled by selecting the
computer(s) concerned on the Computers page,
and clicking Configure Modules on the Quick
Tasks page. The product modules can be
temporarily disabled via the security policy
(Policies section).

Exchange Server tasks
Quarantined items, whether emails or files, can
be seen and retrieved by clicking the
Quarantine item in the left‐hand pane of the
console. Antivirus and antispam logs can be
seen under Monitoring/Alerts and Logs/View
Logs. Notification settings can be configured
under Monitoring/Alerts and Logs/Alerts.

By default, users are not able to deactivate or
uninstall any components of the client software,
so setting password protection for this is not
necessary.

There is a top‐level menu item for Attachment
Filtering, though we could not find any settings
for password‐protected archives.
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Additions to subject lines are set separately in
Antispam, Content Filtering and Attachment
Filtering, as appropriate. Spam filtering is
configured under Antispam/Policies. Blacklists
and whitelists can be configured under
Antispam/Policies/Default Rule/White and
Black Lists. We found it straightforward to
access the necessary daily tasks from the
console.

the top left‐hand corner was orange, and
displayed the message “Some issues affect the
security of the system”. Clicking on this brought
up a message box which simply stated that a full
system scan had been performed. We then ran
a full scan from the Scan Now button in
Antimalware, and the status display changed to
green when it had completed.
Malware, whether downloaded from the
Internet or found locally, was removed silently
without any user interaction or notification.
However, an email was sent to the address used
to register the trial:

Client antivirus software
The Bitdefender Endpoint client software has a
system tray icon; right‐clicking this enables the
user to run an update, full/custom/quick scans,
or to open the program interface. The
appearance of the main window will be familiar
to users of Bitdefender consumer software,
although the business version has been
simplified:

Server antivirus software
As mentioned already, the same Cloud Security
for Endpoints software can be used to protect
the file‐server function of the Small Business
Server. We note that the installation process
automatically configures the software slightly
differently on the server, the Privacy Control
and User Control components not being
installed. However, in all other aspects, the user
interface appears identical to the client
software described above:

It is possible for the user to run an update and a
quick, custom or full scan from the program
window, but no other actions or configuration
options are available. The remainder of the
interface is simply a status display, showing
information about the security state, Events,
Privacy Control and User Control. Thus it is not
possible for the user to change or disable any
protection components. Please note that we
chose not to install the firewall component for
our test; its status would otherwise be shown in
the top right‐hand quadrant of the window.
Immediately after installation, the status area in
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Summary
We found Bitdefender Cloud Security for
Endpoints to be very well suited to small
business networks. The initial email provides
essential information and links to start the
installation
very
simply
and
clearly.
Documentation is excellent. We found
deployment, monitoring and management to be
very straightforward. The Exchange Server
protection is also simple to install and use.
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eScan
Introduction

pre‐requisites. For our Small Business Server
2008 installation, the wizard needed to
install/update
Windows
Installer,
.NET
framework, and SQL server; all of these actions
were performed automatically by the wizard,
with no additional input required. Finally, we
had to choose a password for access to the
console.

MicroWorld Technologies make a variety of
security software for home users and
businesses, covering Windows and Mac
operating systems, and a wide range of mail
servers. For our review, we installed the eScan
Management Console, eScan Corporate
Endpoint Protection, and MailScan for
Microsoft Exchange Server.

Endpoint protection for the server is installed
along with the console, and a scan starts
automatically when the wizard has finished:

Software version reviewed
eScan Management Console 11.0
eScan Corporate Edition Endpoint Protection
11.0
MailScan 6.8

Documentation
The eScan Web Console User Guide is very
comprehensive at 248 pages, and covers
installation, deployment, monitoring and
management procedures using the console. It is
well written and clearly laid out. There is a
detailed table of contents with links to the
relevant pages, and the document has been
extensively bookmarked, so it is easy to find the
section you are looking for.

The console opens on the Setup Wizard page,
which enables the endpoint protection software
to be deployed to client computers. The process
is clearly described in the manual, with one
significant omission, which is noted at the end
of this section.

We were unable to find a manual for the
administration of the MailScan console.
MicroWorld, the manufacturers of eScan, tell us
that they are working to rectify this.

The first step is to create groups of computers
to be installed. Next, the administrator selects
client computers for deployment from the
Network Neighbourhood, or adds individual
machines using hostname or IP address:

Installation and deployment
The console and client endpoint protection
software are both contained in a single 523 MB
setup file. We found the installation process to
be very straightforward. Steps include choosing
a language, accepting the licence agreement,
choosing an installation folder, and installing
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Installing MailScan to provide Exchange Server
protection was an extremely simple process,
which merely required accepting a licence
agreement and choosing the installation folder.
When installation was complete, updates were
downloaded, which took some time, but no
further user interaction.

Client/server antivirus
management interface
By default, the console opens on the setup
wizard page; this is the default client
deployment method, described below. Other
items in the menu are Managed Computers,
Unmanaged
Computers,
Reports
and
Notifications, Report Scheduler, Events and
Computers, Tasks for Specific Computers,
Policies for Specific Computers, Outbreak
Notification, Settings, and User Accounts.

Then, the group to be installed is selected, and
installation options can be selected:

Managed Computers displays those machines
on which eScan software has already been
deployed. It allows tasks to be performed on
individual computers or groups. Unmanaged
Computers allows machines to be selected,
either by domain or IP address range, and
added to groups for deployment. Reports and
Notifications can be used to inform the
administrator about malware detected, update
status and so on. Tasks for Specific Computers
allows everyday tasks such as updating and
scanning to be carried out. Policies for Specific
Computers enables the administrator to change
settings e.g. for action to be taken on malware
discovery. Outbreak Notification can be used to
send out a warning in the event that the
number of infections exceeds a certain number
within a certain time. Settings allows
configuration of e.g. proxy servers and FTP
settings. Finally, User Accounts can be used to
create accounts for access to the admin
console.

The deployment process then stops, with the
following error message (also noted in last
year’s report):

Once the error message has been displayed,
clicking on one of the links entitled “Set host
configuration for…” allows the missing
credentials to be entered, either for a specific
machine or the whole group. This procedure
may sound rather inconvenient, but it is well
described in the manual. Otherwise, the
deployment procedure is very simple and
effective .
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Client/server antivirus monitoring
Clicking on Managed Computers/[group
name]/Client Computers displays all the
computers in a group, with status information
on real‐time protection, other components such
as firewall, mail antivirus and web protection,
plus date and time of last update, and program
version. All the essential status information is
thus available at a glance in one window.
Malware detections can easily be displayed by
clicking on Events and Computers. This shows
the computer name and IP address, date and
time of the malware discovery, description of
the malware and action taken (e.g.
quarantined). Again, this makes all the
important information easily accessible on one
page.

We found the design of the console to be
somewhat reminiscent of Windows 3.11 in its
style (though the manufacturers tell us that the
web‐based console is very different. It is,
however, clear and functional. The console
opens by default on the Scanner Administration
page, which provides message scanning
options.
Content
Control
allows
the
administrator to check the content of emails,
and add a disclaimer to outgoing messages.
Compression control can compress outgoing
attachments for faster transmission, while
MailScan Messages allows messages to be sent
to senders/recipients whose messages have
been found to contain e.g. malware. Scan
Control allows rules to be created that enable
or disable scanning of messages to or from
specific users. Web Admin Configuration has
options for the web‐based version of the
console, while Virus Test Mail is a very useful
function that sends an email containing the
EICAR test virus to a local Exchange mailbox.
This allows the administrator to test whether
virus scanning is working properly. Licence
Information is self‐explanatory, whilst Reports
allows specific information to be extracted from
the logs.

Client/server antivirus tasks
Clicking Tasks for Specific Computers in the left‐
hand pane of the console enables a wide variety
of tasks to be carried out on specific computers.
This can be used to run an update, start a scan,
and enable or disable any components including
real‐time protection. The task can be performed
once, or set to run on a schedule. We found this
to be a very quick and straightforward means of
carrying out everyday tasks. Upgrading the
client software to a newer version can easily be
done by clicking on Managed Computers,
selecting a computer or computers, and clicking
Client Action List/Deploy or Upgrade Client.
As the endpoint protection on client computers
cannot be disabled locally, there is no need for
additional password protection. We did not find
any means of running a vulnerability scan.

Exchange
interface

Server

management
Exchange Server tasks

The MailScan Adminstrator Console follows the
standard pattern of a column of menu items on
the left, and a large display panel on the right:

It is quite straightforward to find most everyday
tasks in the MailScan console. Quarantined
items can be seen by clicking on Content
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Control/View Quarantined Mails; antivirus and
antispam logs are shown under Reports;
notification settings can be configured under
MailScan Messages. Spam configuration
options, including blacklisting and whitelisting,
and subject line additions, are found under
Content Control, Advanced. We were unable to
find a means of filtering attachments by type.

When we tried to download the EICAR test file,
eScan displayed the following warning:

Client antivirus software
eScan Corporate Edition installs a system tray
icon. Right‐clicking this provides options to scan
the computer, run an update, or open the
program interface. The main program window is
essentially
identical
to
its
consumer
counterpart. Scanning and updating are easily
accessible from big, appropriately named
buttons:

This makes clear that the “threat” has been
quarantined. An identical warning appeared
when we tried to run malware locally on the
computer.

Server antivirus software
The endpoint protection software installed on
the server can be regarded as the same product
that is installed on the clients, but with a
different configuration. The layout of the
window is identical to the client’s, but the Mail
Anti‐Virus, Anti‐Spam and Web Protection
components have not been installed – which is
entirely appropriate for a server. We also notice
that the controls for enabling/disabling the
installed protection components are active,
which again is perfectly sensible for use on the
server.

There is a status display, in the sense that the
File Anti‐Virus Status is shown as Started, and
there is a small green tick symbol next to the
icon representing File Anti‐Virus at the bottom.
However, we doubt that the very discreet
warning made when real‐time protection is
turned off would catch an untrained eye.
It is not possible to enable or disable any of the
protection components locally, even when
logged on with domain administrator
credentials; this has to be done from the
console.
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Summary
The MicroWorld products we tested in our
review are in many ways well suited to a small
business and non‐expert administrators.
Installation of the two consoles is very simple,
and the eScan console makes monitoring and
managing tasks very straightforward.
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ESET Endpoint Security/Mail Security
At 124 pages this is also extensive, and has been
fully indexed and bookmarked.

Introduction
ESET make a wide range of security software for
both home users and businesses. Their range
covers Windows PCs and Servers, Mac OS,
Linux, and Smartphones (Android, Symbian and
Windows Mobile). To protect our Small
Business Server network, we used ESET’s
Remote Administrator to deploy and manage
ESET Endpoint Security on the clients, and
installed ESET Mail Security on the server.

Installation and deployment
There are two parts to ESET’s Remote
Administrator: Server and Console. The Server
may be described as the functionality of the
system, and the Console as the user interface.
The Console can be installed on the same
computer as the Server, but could also be
installed on the administrator’s workstation
instead/additionally. Installing the Server
component is very straightforward, and involves
accepting a licence agreement, choosing Typical
or Advanced options (we chose Typical),
entering a licence key and username/password
for updates, and choosing the ports on the
server to be used to communicate with the
clients.

Software version reviewed
ESET Endpoint Security 5.0
ESET Mail Security for Microsoft Exchange
Server 4.3
ESET Remote Administrator 5.0

Documentation
For the Remote Administrator, ESET provide a
Basic Setup Guide of 10 pages, and a
comprehensive Installation Manual and User
Guide of 124 pages. We used the Basic Setup
Guide to assist us with installation and
deployment, and found it be an ideal
companion. Although the guide is not
bookmarked, this is not a problem at all in so
short a document. It contains clear, simple
instructions, laid out in a logical order,
illustrated with screenshots where necessary.
The User Guide is much more comprehensive,
covering all the elements of the console in fine
detail. It has a very detailed table of contents at
the start, with links from each entry directly to
the page concerned. It has also been
extensively bookmarked, making it very easy to
find the required section.

Installing the Console is extremely quick and
simple and is just a question of accepting the
licence agreement and choosing Typical or
Advanced options; we chose the former.
Installation takes less than a minute, and the
console is opened as soon as the wizard
finishes.
Deployment
described in
the Remote
Task. This
computers:

For ESET Mail Security, there is an equally
comprehensive and detailed User Guide,
produced to the same high standard. Finally,
there is the ESET Endpoint Security User Guide.
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Selecting and right‐clicking the computers to be
installed reveals a very useful feature, called
Diagnostics of Windows Push Installation:

When it opens, the main console window is
essentially similar to Windows’ MMC consoles.
There is a narrow left‐hand “tree” pane and a
much bigger right‐hand “details” pane:

This tests whether the client computer is ready
for remote installation. The process took under
a minute for the one client computer we tested,
and returned a positive result (ready to install).
The next step is to create installation packages
from the MSI installer files for the client
software. This can be done in a matter of
seconds. The installation is then started by
selecting the client PCs in the Remote Install
pane, right‐clicking, and selecting Windows
Push Installation, a process that could not be
simpler. The Install Tasks tab shows the task
that is underway, and in just a few minutes
reports that it is finished.

The row of tabs along the bottom of the main
pane allows switching between major views,
including Clients, various logs, Quarantine,
Tasks, Reports and Remote Install. The Clients
view lists installed clients, along with the server
that manages them, and comprehensive status
information.

We installed ESET Mail Security, which provides
both file server and mail server protection,
locally on our server, using the program’s own
setup wizard. This was an extremely quick and
simple process, no more complicated than
installing a consumer antivirus program.

The Threat Log and Firewall Log respectively
show alerts created by malware discovery and
attempted network attacks; the Event Log
displays routine maintenance events, such as
updates and submission of data to ESET; the
Scan Log shows the results of client antivirus
scans. Quarantine displays a list of malicious
programs quarantined by client PCs, while Tasks
shows both current and completed tasks such
as installation. Reports allows the administrator
to search the database with specific queries,
such as client PCs or users with most threats.

Client/server antivirus
management interface
Starting the console involves entering server
details and credentials into a logon dialog box:
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The Remote Install tab is described in the
section on deployment below.

Client/server antivirus monitoring
The Clients view shows a wealth of information
about each client, including administrative
server and domain, product name and version,
OS Name, last connection, protection status,
virus signature version and date, last scan date,
and last threats. Very importantly, any
problems with the protection status, such as
real‐time protection or firewall, are clearly
shown:

As shown in the screenshot above, this can be
used to update signatures, run scans, and
enable or disable protection features. Clicking
on Protection Features displays the following
dialog box:

We liked the fact that it is possible to drag the
column headings to re‐order them, so that
administrators can sort the columns to suit their
own requirements.
In short, ESET have made it very easy to
monitor almost every type of information the
administrator could want to see.

Client/server antivirus tasks
The Clients view can be used to run a wide
range of administrative tasks, simply by right‐
clicking on a computer (or selected group):

Clicking on any of the items cycles through the
choice of actions for that component: Activate,
Temporarily Deactivate, Don’t Change. For
temporary deactivation of features, the drop‐
down list at the bottom sets the time. We found
this to be a simple and effective means of
controlling the state of components.
By default, client endpoint software cannot be
disabled by users with non‐administrator
Windows accounts, so additional password
protection is not necessary. Client software can
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rights. Attempting to do either when logged on
with a non‐admin account fails. We regard this
as an excellent solution.

be upgraded to a newer version using the
Remote Install sub‐menu shown on the context
menu above, and then clicking Upgrade
Windows Client.

Scans and updates can be started from the
program window, by clicking on the relevant
menu item on the left.

Again, ESET’s Remote Administrator makes it
easy for administrators, by making a wide range
of tasks available from a single context menu.

When we tried to download the EICAR test file,
the web page was blocked, and ESET Endpoint
Security displayed the following message:

Exchange Server management
interface
Controls for both the file server and mail server
functions of ESET Mail Security for Microsoft
Exchange are incorporated into one window,
please see the section on Server Antivirus
Software below.

Client antivirus software
ESET Endpoint Security uses the familiar clear
and simple user interface found in its consumer
security products. There is a left‐hand menu
column, from which e.g. status, updates and
scans can be accessed. By default, the main
pane of the window displays the protection
status:

This makes clear that the threat has been
quarantined. A similar message was shown
when malware was discovered locally on the
client PC, making it obvious that no further
action was required.

Server antivirus software
The user interface of ESET Mail Security for
Microsoft Exchange Server is essentially
identical to that of the client endpoint software,
as can be seen in the screenshot below:

If a component is not working properly, the
display changes to a warning message in red,
with a link to the appropriate page to reactivate
the item. Disabling the real‐time protection or
firewall can only be done with administrator

The additional features required for the mail
server can be accessed by clicking on Setup in
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these configuration pages allows additions to
the subject line to be edited. The same dialog
box is used for attachment filtering (Microsoft
Exchange Server/Rules) and spam definitions
and filtering (Antispam Protection/Antispam
Engine).

the menu pane, and then selecting Configure
Server Protection. This opens the following
dialog box:

Detailed antispam settings are configured by
opening the spamcatcher.conf file, while
blacklisting and whitelisting are configured by
editing
the
"approvedsenders"
&
"blockedsenders files" which can be found in
the ESET folder in C:\Program Data. Some
administrators might find this less than
intuitive, but it is described in the manual. With
this exception, we found configuring Exchange
protection options to be very straightforward.
Configuration of all the Exchange Server
protection functions can be made by clicking on
one of the items in the tree, details of which are
then displayed in the pane to the right.

Summary
We found ESET’s Remote Administrator,
Endpoint Security and Mail Security software to
be very simple and easy to use. Any tasks which
are not immediately obvious are well explained
in the extensive documentation. The Remote
Administrator console displays a wide range of
important information about client computers
at a glance, and enables a wealth of tasks to be
carried out just by right‐clicking a computer or
group. The protection software for both clients
and server has a very clear, simple user
interface that is hard to fault.

Exchange Server tasks
Quarantine and Logs can be found by clicking on
Tools in the main window of ESET Mail Security.
There are separate “Alerts and Notifications
settings” for the antivirus/antispyware and
antispam functions, each accessible under the
appropriate heading in the Configure Server
Protection dialog box shown above. Each of
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F‐Secure
Guide
covers
administration
and
troubleshooting in great detail. Both are
produced to the same high standard as the
Policy Manager Administrator’s Guide described
above. The Deployment Guide additionally
contains a number of helpful screenshots.

Introduction
F‐Secure’s business security software includes
antivirus/endpoint protection for clients, file
servers, mail servers and gateways, and covers
Linux as well as Windows operating systems.
For this review, we installed F‐Secure Policy
Manager to push out client software, F‐Secure
Client Security, and F‐Secure Email and Server
Security to protect our Small Business Server.
The latter provides both file server and mail
server protection in one.

For the Client Security program, F‐Secure
produce a 32‐page Quick Installation Guide, and
a very comprehensive 174‐page Administrator’s
Guide. Again, both have been very well
produced, and the Quick Installation Guide is
amply illustrated with screenshots.

Software version reviewed
Installation and deployment

F‐Secure Policy Manager 10.01
F‐Secure Client Security 9.31
F‐Secure Email and Server Security 9.20

Installing Policy Manager is a largely
straightforward process which involves
selecting the language to be used, accepting a
licence agreement, choosing the components to
be installed (the server and console
components can be installed separately,
selecting the installation folder, entering a key
or choosing a trial version, creating a password
for the console, and choosing the default ports
to be used. As the default port for the host
module, 80, was already in use by Small
Business Server, we chose 81 instead. There is a
note in the manual about editing the port
number in the Connections URL when logging
on to the console.

Documentation
The F‐Secure website has separate pages for
the individual components of the suite, with the
relevant documentation for each product on its
respective page. This makes it clear which
manual goes with which product. For the Policy
Manager, F‐Secure provide a 90‐page manual
entitled
Administrator’s
Guide.
It
is
comprehensive, covering installation of the
Policy Manager on the server, software
distribution to the clients, maintenance and
troubleshooting. The guide is clearly written
and well ordered, and has been well indexed
and bookmarked, making it easy to find one’s
way around using the contents page and Adobe
Reader’s bookmarks pane. Our one complaint is
that it is more or less devoid of screenshots.

The manual describes a number of methods for
deploying the client software. We chose the
Autodiscover method, which searches for client
computers. We then selected the client PCs for
installation, clicked Install, imported the client
software installation package, left the
component selection at its default settings (see
below), chose a managed rather than
standalone installation, plus the admin server
and communication port. There are also options
to remove existing antivirus software, and
restart the computer after installation.

There are two documents relating to Email and
Server Security, a 141‐page Deployment Guide,
and a 327‐page Administrator’s Guide. As the
name suggests, the Deployment Guide covers
installation/deployment of the product and
initial configuration, whilst the Administrator's
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Installer. Having completed the necessary pre‐
installation, we were able to proceed with
setting up Email and Server Security.
The steps included accepting the licence
agreement, entering a key, choosing
components, deciding on a managed or local
installation, providing an email address for
notifications, and choosing centrally or locally
managed quarantine (we chose the latter).
Installation of F‐Secure Email and Server
Security was unproblematic, albeit somewhat
long in our case. However, on many systems, no
pre‐installation of components will be required.

During deployment, the screen of the client PC
shows a message that indicates software is
being installed, and there is a very limited
progress display in the console.

Client/server antivirus
management interface
To use F‐Secure Policy Manager, the
administrator must log in each time using the
password created during setup. Although F‐
Secure’s management console is proprietary, it
uses a very similar layout to MMC consoles:

F‐Secure Email and Server Security can be
deployed through the console like the client
software. However, the manual recommends a
standalone installation for a single Exchange
Server computer such as Small Business Server,
so this is what we did. The dialog box that
appears when the installation file is run points
out that SQL Express may be required, and
conveniently provided a link to download it:

There is a menu bar and toolbar at the top, a
left‐hand pane with major items to select
(computer groups), and a much larger right‐
hand pane to show details. Additionally, there is
a row of tabs along the top (showing Summary,
Settings, Status, Alerts, Scanning Reports,
Installation and Operations). Some of these
individual pages then have a further column of
buttons on the left‐hand side, e.g. for individual

To install SQL Server Express on our Small
Business Server 2008, we additionally had to
update the .net Framework and Windows
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are used in both client and console, the client
software uses the standard technical term
Firewall, whereas the console uses the more
consumer‐friendly term Internet Shield. That is
to say, we assume that they mean the same
thing; in any event we find were confused not
to find identical terms in both client and
console.

components of the client software, a selection
of which is shown below:

Other status information can be found using the
buttons on the immediate right of the status
window. Automatic Updates shows the date,
time and version of virus signature updates;
Installed Software shows the program version
and components installed; Virus Protection
shows details of malware discoveries.

This layout enables the F‐Secure console to
make a large amount of information and
multiple configuration options easily accessible.

Client/server antivirus tasks
Signature updates and scans can be found
under Actions; the command is sent via the next
policy, and the client does a triggered update.
The program version can be updated via a push
installation or policy based installation.
Individual components of the suite such as the
firewall/real‐time protection can be enabled or
disabled using an appropriate policy. The client
polls the Policy Manager every 10 minutes by
default, and picks up the new policy then.
It is possible to add or remove individual
components of the endpoint protection, e.g.
the firewall, by running the uninstaller with
parameters.
There is currently no vulnerability scan available
in Policy Manager.

Client/server antivirus monitoring
Clicking on an individual computer or a group in
the left‐hand pane of the window, then
Status/Overall Protection in the right‐hand
pane, shows the overall security status of the
client(s), with the components Real‐Time
Scanning, Internet Security Shield, Incoming
Email Scanning, Outgoing Email scanning,
Browsing Protection and Exploit Shield:

Exchange Server management
interface

For the screenshot above, we had deliberately
disabled real‐time protection locally on the
client, hence the status of Real‐Time Scanning is
shown as disabled. We noticed some
discrepancies in the terminology used to
describe components in the client software and
in the console. For example, whilst the terms
Real‐Time Scanning and Browsing Protection

The Exchange Server and file server protection
components are both managed from the same
web‐based console. The Server Protection
menu applies to the file server function, whilst
Transport Protection and Storage Protection
relate to the Exchange Server. The other menu
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on the individual item pages, e.g. log files
relating to infected or spam messages are found
on the main Transport Protection page. Clicking
on General/Administration allows notifications
to
be
configured,
and
Transport
Protection/Spam Control provides the spam
options, including whitelists and blacklists,
subject line additions, and spam filtering levels.
One spam option, keyword filtering, is found
under the Inbound Mail submenu of Transport
Protection, which seemed slightly unusual to us.
Otherwise, we found it very quick and easy to
find everyday tasks in the console.

items (Quarantine, Automatic Updates and
General) apply to both.

The Transport Protection and Storage
Protection menus each have a few submenus;
in many cases, the page relating to each
submenu has a number of different tabs at the
top, for different configuration options. As an
example, the Inbound Mail submenu has the
following tabs:

Client antivirus software
A system tray icon with the familiar F‐Secure
symbol is created. This indicates status, showing
an exclamation mark if e.g. real‐time protection
is disabled. The client software uses the same
interface as F‐Secure’s consumer antivirus
software:

This layout is similar to that of the Policy
Manager, and enables a number of
configuration options to be accessed easily.
There is a status display in the form of a circle
which shows a tick (checkmark) on green if all is
well, and a cross on red if there is a problem.
There is also a large text message which states
“Your computer is protected” in green, or “…not
protected…” in red, as appropriate. A full range
of scanning and update options is available to
the user in the program interface.

Exchange Server tasks
Attachment filtering options, including options
for password‐protected archives, are easily
found under Transport Protection/Inbound
Mail/Attachments or Archives. Spam options
are available under Transport Protection/Spam
Control, and quarantined items can easily be
seen and deleted or restored from the
Quarantine menu. Links to log files can be found
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All protection features can be locally enabled or
disabled by the user, regardless of whether an
administrator or standard user. However, this
can be disabled from the console:

Clicking on the main Server Protection menu
shows statistics for scanned, infected,
disinfected, renamed and deleted files, as
shown in the screenshot above. The submenu
items provide configuration options for each of
the components, plus options for manual and
scheduled scans. There is no status display as
such, and deactivating real‐time protection
does not produce any sort of warning or change
in the console’s display. The reaction on
malware discovery is identical to that of the
client software.

When an attempt is made to download a
malicious file from the Internet, a warning box
pops up to show that the download has been
blocked and the computer protected, with no
further action needed. In the case of malware
discovered locally, there is additionally a Details
button, which gives more information about the
suspicious file and its location.

The Quarantine area is shared with the
Exchange Server protection, and shows details
of quarantined mails/attachments and files:

Server antivirus software

Summary

As mentioned above, the file server and
Exchange Server protection components share a
web‐based console. The file server component
may be regarded as the Server Protection menu
item:

Installation and deployment of F‐Secure’s
business software should present no problems
to an experienced Small Business Server
administrator. The management consoles have
been cleverly designed to allow access to a wide
range of information and options whilst
retaining a clear and simple user interface.
Everyday administration tasks can easily be
carried out from the console, even by a non‐
expert administrator.
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IKARUS security.manager
Relevant sections, such as the installation
instructions, have been well illustrated with
screenshots. These are mostly a little blurry,
but are quite clear enough to be usable. In
many places, the screenshots have been
extensively annotated, as shown below:

Introduction
IKARUS provide consumer antivirus protection
for Windows PCs and Android smartphones.
For businesses, IKARUS make managed
antivirus and proxy server software, plus
cloud‐based email and web protection
services. We installed the security.manager
console and deployed IKARUS anti.virus to
protect our Small Business Server network.
We note that the email antivirus and antispam
service, IKARUS my.mailwall, is entirely cloud‐
based, and involves redirecting mail traffic for
the company’s Internet domain via IKARUS’
servers. Unfortunately, it was not practicable
to test this in our review.

Software version reviewed
IKARUS anti.virus 2.2
IKARUS security.manager 4.0
There are also some diagrams, explaining e.g.
how the installation process works. We found
the annotations and diagrams to be helpful
and efficient. In short, we would say that the
manual has been well designed and written,
but not quite perfectly produced; sharper
screenshots, a linked contents page and some
bookmarks would bring it up to a very high
standard.

Documentation
The manual for security.manager is
comprehensive, at 93 pages. It covers
installation of the management console,
configuration and deployment of the client
software. It is well written, and there is a clear
and detailed contents page at the beginning.
Unfortunately, this has not been linked to any
of the pages, so getting to the page desired
means finding the right page number and then
scrolling through the document, or typing in
the page number, to get there. The manual
has not been bookmarked either, so there is
no easy way of getting to specific sections.
However, IKARUS tell us that they are revising
that manual, and that it will be appropriately
linked and bookmarked.

Installation and deployment
The management software is installed as two
separate components, Server and UI (user
interface). The server installation wizard offers
a choice of languages, runs a pre‐requisites
check (for required software components),
requests accepting a licence agreement, asks
for the server name, allows a shared folder to
be specified, asks for domain credentials, and
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enquires whether a proxy server is used. For
installation on our SBS 2008 system, we had to
install some of the pre‐requisites such as SQL
Server Express. The wizard enabled us to do
this by simply clicking on the provided link.
The installation of the extra component
required a restart, but the IKARUS wizard
continued automatically when we logged on
again. Installing the UI component also
needed prerequisites to be installed, updating
Windows Installer and .NET Framework.
However, this was also very straightforward
and unproblematic. Deployment of the client
software was extremely simple: we simply
right‐clicked on the appropriate group and
then clicked Install IKARUS anti.virus, which
could hardly be easier. Overall, we found
installation and deployment to be very
straightforward.

The text display also detailed information on
the version numbers of the software
components:

At the bottom of the console is a horizontal
pane, which can be used to display Pending
Tasks, Virus List, Log File or Change Log:

Client/server antivirus
management interface
The main program window of IKARUS
security.manager has a narrow left‐hand
column, which permanently displays the
Active Directory structure of computers and
groups. Clicking on All at the top of the
directory tree, and the General tab in the
right‐hand pane, shows all the computers on
the network as a table with status
information:

Compared to some antivirus consoles, it
would be fair to describe IKARUS
security.manager as simple, in that there are
relatively few different tabs etc. that can
clicked to show different views and menu
items. This can be seen as an advantage, in
that the console’s simplicity makes it very easy
to find the essentials.

Clicking on the Overview Page tab displays a
summary of client information in text form,
part of which is shown below:

Client/server antivirus monitoring
The table providing computer status
information shows the following details:
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Infections,
Online,
Service
Installed,
Administrated [sic], Last Update, and Last
Time Online. There is also a symbol for each
computer, which changes to an exclamation
mark in a yellow triangle to indicate a
warning. In the screenshot below, the warning
triangle indicates failure to update:

Thus the client’s antivirus software can be
administered from the server as if it were a
remote application; all functions are available,
exactly as they would be if opened on the
client. For non‐expert administrators, this may
prove to be a simple and understandable way
of administering the client software on a
single computer.

Unfortunately, the console does not show the
status of real‐time protection. We disabled
the protection on a computer which was
online and up to date, but no warning was
shown in the console. However, IKARUS
inform us that they will add a warning of
disabled RTP on clients to future editions of
security.manager.

Updates can be carried out on all computers
in a group (which could mean the whole
network) by right‐clicking the group in the left‐
hand pane of the console, and clicking Update
IKARUS anti.virus.
Scans can be run on single or multiple
computers by selecting the computer or
group, and clicking the Scan button at the top
of the left‐hand pane:

The program version can be seen by clicking
on an individual computer in the left‐hand
pane of the console and either the Overview
Page or General Tab on the right.
Clicking on a specific computer on the left, and
then Virus List in the bottom pane, displays
current/recently found malware items.
However, once they have been removed from
the computer, they disappear from this list.
IKARUS inform us that this is intentional, to
avoid a bloated database of past infections.

Client/server antivirus tasks
There is a choice of Fast, System Partition, or
Entire Host. We did not find any form of
vulnerability scan. IKARUS inform us that the
program version of the client software is
updated automatically when a new version
becomes available, and that components can
be enabled or disabled using a configuration
file.

IKARUS have developed an innovative means
of carrying out tasks on client computers,
which we feel is particularly suitable for non‐
expert administrators. Right‐clicking on a
client computer in the console and then
selecting “Start IKARUS anti.virus” opens an
exact replica of the client window on the
server – it can be identified as such by the
name in the title bar, and the absence of the
SharePoint protection item which would be
seen in the server’s own software:
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Client antivirus software
IKARUS anti.virus installs a system tray icon on
client PCs. Right‐clicking it can be used to start
an update or open the program’s interface.
The main program window opens on the
Guard page, showing the overall status and
that of individual components. This can be
used to deactivate individual components if
necessary, by unticking (unchecking) the
relevant box(es). Deactivating a component
changes the status message in the bottom
left‐hand corner to a warning, and displays a
separate warning message box. We note that
standard users as well as administrators are
able to disable any and all components.
Properties/Rights
However,
under
Management, access permissions for different
AD Groups can be defined, so that e.g. only
administrators can change AV settings. We
note that having been switched off, real‐time
protection automatically re‐enables itself after
a couple of minutes, which is a valuable
feature.

We suggest that it would be helpful if the
message stated that the “virus” had been
deleted, so that the user knows all is well and
that no further action is necessary.

Server antivirus software
On the server, IKARUS anti.virus is configured
to include SharePoint protection as an
addition component. However, the interface is
otherwise identical to the client software:

Summary
IKARUS security.manager is in many ways
ideal for a small business network maintained
by a non‐expert administrator. Installation and
deployment
are
very
simple
and
unproblematic. The simple design of the
console makes it easy to find important tasks
quickly, and we particularly liked the ability to
configure the antivirus software on an
individual PC using a replica of its own UI
running on the server. However, we would
suggest that there is room for improvement in
the functionality. Monitoring of real‐time
protection and password‐protecting client
settings to prevent unauthorised use would be
valuable additions.

The other pages of the window, accessible via
big tabs at the top, are Scan, Quarantine, and
Update. It goes without saying that scans and
updates can easily be performed from the
window by selecting the appropriate tab. The
Update tab shows the date and time of last
update, and the database version installed.
When we attempted to download the EICAR
test file, IKARUS stopped the download and
displayed the following message:
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Kaspersky Enterprise Space Security
Kit 8.0 and Kaspersky Security Center 9.0. We
presume that the former is the forerunner of
the latter, and only applicable to those who
have the older version; however, we remain
somewhat confused.

Introduction
As well as a variety of consumer products,
Kaspersky produce security products for
businesses of every size. Small Office Security
is designed for businesses with 10 users or
fewer, and covers PCs and file servers. For
larger businesses, the Kaspersky Open Space
Security range allows combinations of
individual products to cover everything from
workstations and smartphones to file and mail
servers and Internet gateways. For this
review, we installed Kaspersky Enterprise
Space Security, which covered our
workstations and the combined file and mail
services of the Small Business Server.

Software version reviewed
Kaspersky Security Center 9.2
Kaspersky Endpoint Security 8.1
Kaspersky Security for Microsoft Exchange
Servers 8.0

All the documents we looked at were
produced to Kaspersky’s usual excellent
standard. They are clearly written and
logically laid out, with a full listing of the
contents at the start, so it is clear what the
manual covers. They are fully bookmarked,
making it easy to find particular sections from
the Bookmark Pane of Adobe Reader.
Individual pages can also be accessed by
clicking on the page number on the contents
page.

Documentation
Kaspersky cannot be accused of failing to
provide sufficient documentation for their
product: we counted 33 different manuals for
the suite as a whole, although some of these
were not relevant to our test, covering e.g.
Mac and Linux clients, and 4 different
smartphone operating systems. Even so, there
is a wealth of relevant information available,
and it is necessary to look at a number of
different documents to find the best one to
assist with a particular task. Even after this,
we were a little unclear as to what e.g.
Administrator Guide means, as opposed to
e.g. Implementation Guide, and some
guidance on the download page would be a
valuable addition. Under the Administration
section of the documentation webpage are
links to manuals for Kaspersky Administration

For the installation of the Security Center and
deployment of the client software, we used
the 87‐page Security Center Implementation
Guide. This covers all aspects of installing the
Security Center on the server, and deploying
client software. A variety of possible scenarios
is covered, including e.g. local installation of
the client software, for situations where this is
necessary. Preparation of the clients for
installation is described, and we note that
Kaspersky produce their own utility,
riprep.exe, which can be used to quickly and
simply configure individual client PCs.
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Our one criticism of the manual is that there
are no screenshots. Although these cannot be
described as essential, we find that they
provide a very quick and clear reference,
reassuring the admin that they are on the
right track.

Installation and deployment
On the download page for Kaspersky
Enterprise Space Security, we found a clear
and simple list of packages to download. Our
only minor criticisms are firstly that there is
still no note of the fact that the full version of
Kaspersky Security Center includes the
Windows client software, which then does not
need to be downloaded separately; secondly,
there appears to be a separate installer for
Endpoint Protection for servers, although in
reality there is one installer for both.

Unlike many business IT suites, Kaspersky
Security Center shows the real‐time status of
deployment progress:

Installing the Security Center and deploying
the client software using this package is
exceptionally quick and easy, and should
present no problem to an experienced SBS
administrator. The Security Center setup
wizard has standard and custom options, with
the standard option requiring almost no input
or knowledge – virtually the only question
that has to be answered is the number of
computers on the network (Kaspersky tell us
that this optimises the UI of the software for
management of the network size selected) .
After installation, a Quick Start Wizard runs to
configure the installation; this involves
entering the licence key, deciding whether to
join the Kaspersky Security Network (malware
information sharing), giving an email address
for notifications and stating whether a proxy
server is used. When this has been completed,
the Deployment Wizard starts. There is
nothing more challenging in this than
selecting the computers to be installed from
the network map, which groups PCs according
to domain or workgroup:

The Exchange Server protection, Kaspersky
Security for Microsoft Exchange Servers, has
to be installed separately. Starting the
installation package brings up the following
dialog box, which shows the installation status
of required components, with links to the
download pages of any missing items:
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Client/server antivirus
management interface
Kaspersky’s Administration Console uses the
familiar Microsoft Management Console
(MMC) framework. This consists of a narrow
left‐hand pane with various options, and a
much wider right‐hand pane to display the
chosen option. It opens with the main page of
the Administration Server selected:

We found this to be a very simple but
effective
means
of
providing
the
administrator with an appropriate list of
preparation tasks, which other manufacturers
might like to consider. Once we had installed
the required components, we were able to
proceed with the installation of KSMES itself.
There are Typical or Custom options; we
chose the former. This merely involves
specifying the SQL instance just installed,
entering the licence key, and choosing the
protection options shown below:

This main page is divided into 6 sections:
Deployment,
Computer
Management,
Protection, Virus Scan, Update, and
Monitoring. All of these have their own status
displays, in the form of a “traffic light” button,
showing green, amber or red for
problem/warning/safe states respectively.
Each section has links to relevant tasks, e.g.
the Deployment section has a link entitled
“Install Kaspersky Anti‐Virus”. This page
provides a simple, at‐a‐glance overview of the
state of the network, with easy access to any
important tasks that need doing.
The left‐hand pane of the window, consistent
with Windows, contains a folder tree with
more detailed options: Managed Computers,
Reports and Notifications, Event and
Computer Selections, Administration Server
Tasks, Tasks for Specific Computers,
Applications and Vulnerabilities, Unassigned

We were also asked whether we wanted to
join the Kaspersky Network, Kaspersky’s
malware‐information sharing service.
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Computers, and Repositories. Managed
Computers shows the status of computers to
which the management agent has been
deployed, and can be used to carry out a
number of everyday tasks.

We feel that Kaspersky’s Security Center does
an excellent job of making essential
information
easily available to
the
administrator.

Client/server antivirus
monitoring

Reports and Notifications shows the current
state of the network (protection, deployment,
update etc.) in the form of pie charts. Event
and Computer Selections gives the
administrator an easy means of picking out
particular ranges of client PCs or events; the
screenshot below shows the categories that
can be selected:

Monitoring the antivirus status of the network
is made very easy by using the Managed
Computers items. This shows all computers
(servers and workstations) on the network, in
table form:

Information displayed includes OS type,
installation status of Network Agent (used to
monitor computers) and antivirus software,
last update, and status. On the right‐hand side
of the pane, a pie chart shows the status of all
computers (Critical/Warning/OK), and a
section below this shows details of any
individual computer selected on the left‐hand
side:

Applications and Vulnerabilities allows the
administrator to define allowed and blocked
programs on users’ computers, using the
application control feature of the client
software. It also provides an overview of
detected software vulnerabilities and
Windows Updates:

Unassigned Computers allows new computers
to be added to existing management groups;
the Repositories section enables management
of e.g. installation packages, updates and
licences.

Information shown includes program version
and number of malware items discovered.
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Client/server antivirus tasks

amongst other things can be used to disable
individual components of the suite. This could
be used e.g. to temporarily switch off real‐
time protection if this were needed to install a
specific application.

The Managed Computers section of the
Kaspersky Security Center is also used to carry
out everyday tasks. Right‐clicking a computer
in the list produces a context menu with
numerous task options:

At first glance, important everyday tasks such
as updating virus signatures appear to be
missing. However, selecting Create a Task
runs the New Task Wizard, which provides the
following options:

Exchange Server management
interface
Kaspersky Security for Microsoft Exchange
Servers uses a separate MMC console for its
user interface:

Clicking on “localhost” in the left‐hand pane
produces a brief overview of the local server,
as shown in the screenshot above. Server
Protection provides settings for scans,
exclusions, and mailbox protection; Updates
allows the administrator to choose the source
and frequency of updates; Notifications
notifies the admin about infected, corrupted
and protected objects, and system errors;

Any task created this way can be set to run on
a schedule, and will be saved in a list under
Tasks for Specific Computers; it can easily be
re‐run from here at any time.
Right‐clicking a computer and selecting
Properties brings up a dialog box, which

- 51 -

Product Review: Business Software Review 2012

www.av-comparatives.org

Backup is some sort of quarantine area,
where suspicious items and spam messages
are stored; Reports allows the admin to
extract specific information from the logs;
Settings allows notification, diagnostics and
storage configurations to be changed;
Licences shows existing licences and allows
new ones to be added. The console is very
simple and clear, making it easy to find the
required function quickly and easily.

Exchange Server tasks
Configuring spam definitions and filtering,
editing additions to the subject line, along
with whitelisting and blacklisting, can be done
easily by clicking on Server Protection,
Protection for the Hub Transport Role. This
displays a very clear and simple set of options:

Client antivirus software
Kaspersky Endpoint Security 8 has a System
Tray icon, familiar to users of Kaspersky’s
home products. Double‐clicking this opens the
main program window:

Quarantined items can be seen, deleted,
saved or sent on to the intended recipient
from the confusingly‐named Backup section.
Notification settings can be changed using the
clearly laid‐out interface found under
Notifications:

Kaspersky’s client software interface is clearly
designed for use in a business environment.
Unlike consumer antivirus programs (and
indeed many business versions), the window
is much more geared to providing information
to an administrator than allowing the local
user to interact.
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The window is divided into 3 main horizontal
stripes, entitled Endpoint Control, Protection,
and Tasks. Protection shows the status of
standard features such as antivirus and
firewall. Endpoint Control shows applications,
devices and web pages that have been
allowed or blocked. Tasks shows scheduled
scans and updates, and allows the
administrator to start these two processes,
with options, locally. Two tabs at the top of
the window allow switching the main pane
between the normal status display described
above, and Settings:

When we attempted to download the EICAR
test file, the web page and download were
blocked, and the following message was
shown:

Malware samples on the local PC were
immediately deleted silently, without any user
action or notification. We note that it is
possible for users to manually start scans on
client machines, by right‐clicking a drive or
folder and selecting Scan for Viruses, which
Kaspersky has added to the Windows Explorer
context menu.

The new interface for Kaspersky Endpoint
Security shows the status of every single
component of the suite, but the standard
policy means that most configuration options
are disabled and cannot be changed locally.
Note that in the screenshot above, only one
item, Enable Vulnerability Monitor, can be
edited; all other controls are greyed out.
Kaspersky clearly intend most tasks on local
computers to be controlled by the
administrator from the console. In the default
configuration, it is not possible to disable any
protection components locally, even when
logged on as a domain administrator. If a
component is disabled from the console, a
discreet warning is shown in the Protection
section:

Server antivirus software
When installed on a server, the interface of
Kaspersky Endpoint Security is configured
slightly differently than on the client. It looks
very similar to the client software, but is
somewhat simplified:
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Summary
Although Kaspersky’s Enterprise Space
Security is designed for larger companies (as
the name suggests), it is also eminently
suitable for small companies running
Microsoft Small Business Server. Installation
of the management console and Exchange
Server protection, and deployment of the
client software, are very straightforward
procedures which should not challenge an
experienced SBS administrator at all. The use
of the familiar MMC console, along with
excellent interface design, means that even a
non‐expert can carry out everyday monitoring
and maintenance tasks quickly and easily. We
found no major problems with using the suite,
and can wholeheartedly recommend it for
small businesses.

Again, the software is designed to be
administered from the console, and the local
software provides status rather than allowing
tasks to be carried out.
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McAfee Security as a Service
software on the local Exchange server, i.e. our
Small Business Server.

Introduction
McAfee produces an enormous range of
security software for both consumers and
businesses,
covering
everything from
smartphones to enterprise networks. For our
review, we installed McAfee’s Security
Software as a Service product (SaaS), which is
ideally suited to a small to medium‐sized
organisation running Microsoft Small Business
Server.

Fortunately, there are a number of manuals
easily accessible from the Help and Support
menu of the console:

Software version reviewed
McAfee Security Service for Exchange 7.0
McAfee SaaS Endpoint Protection 5.4.0
McAfee Security as a Service, April, 2012
Release

The Installation Guide is 41 pages long and
covers all possible methods of installing the
client software. The push installation method
is covered in detail, and all necessary system
requirements and preparation are described.
The manual is clearly laid out, well indexed
and bookmarked, so that it is easy to access
any page or section from the contents page or
Adobe Reader’s bookmarks bar. Our only
criticism is that there are no screenshots to
illustrate the instructions.

Documentation
Under the heading of “documentation”, we
feel we should include the email we received
after registering for the trial version. This
includes basic installation instructions for
both the client software and the email server
protection. Unfortunately, as happened in last
year’s review, the email we received from
McAfee only mentioned the URL method of
client software installation, i.e. going to the
URL provided to download the software on
each individual computer to be installed.
There is no mention of the push install
method, which would be much more efficient
in businesses with more than just a few
computers to protect. Again, we would urge
McAfee to rectify this. It would also be helpful
if the introductory email gave some
explanation of the two Exchange Server
protection methods provided by the suite:
one is cloud‐based, and involves changing MX
records to divert mail through McAfee’s
servers, whilst the other (which we used)
installs traditional antivirus/spam‐filtering

Using SaaS once installed is covered by the
203‐page Product Guide. This is produced to
the same high standard as the Installation
Guide, and additionally is illustrated with
occasional screenshots.
Unfortunately, the documentation for McAfee
Security Service for Exchange is not available
from the console, and we had to search
McAfee’s website with some determination in
order to find it (the Guides for SaaS Email
Protection shown in the menu above relates
only to the cloud‐based service). Once we had
found the MSSE User Guide, we were pleased
to see that it is comprehensive (108 pages),
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informs us that installation has successfully
completed. We can only describe this as a
masterpiece of simplicity and efficiency. It
could easily be carried out by a non‐expert
administrator.

produced to the same standard as the other
manuals, and includes some screenshots.

Installation and deployment
The McAfee SaaS management console is
entirely cloud‐based, meaning that there is
nothing to install on the server at all. The
console is accessed through a web browser,
using a URL and login credentials provided
when signing up for the trial or purchasing the
software; this is obviously very quick and
easy. Deploying the endpoint protection
software to client PCs and the file server by
push installation is outstandingly easy. From
the console, the push utility program is
downloaded to the server or administrator's
PC and run. The admin logs in with AD and
McAfee credentials, and is then presented
with the exceptionally simple but effective
dialog box below:

Installation of McAfee Security Service for
Exchange was also extremely straightforward.
The administrator downloads a zip file from
the console, unpacks it on the server, and
runs the setup file. The installation wizard is
extremely simple. As well as standard things
like accepting the licence agreement and
entering the licence key, the administrator
just needs to decide whether to install the
anti‐spam component in addition to the
antivirus, and whether to go for the Typical,
Complete or Custom installation. We chose
the Complete option, which required no
further interaction. Again, we feel that a non‐
expert administrator should have no difficulty
with the setup process.

SaaS management interface
The opening page of the console (Dashboard)
displays important alerts, for things such as
out‐of‐date protection, on a very prominent
red background:

From this dialog, computers can easily be
selected from the AD structure, and there is a
choice of the components to be installed, and
the option of running a full virus scan on each
computer after installation. Clicking on
Advanced allows configuration of individual
computers as opposed to all. Having selected
computers and options, the administrator
simply clicks on Install Now. A progress bar
shows the state of installation in real time,
and at the end of the process the wizard
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Below the alerts are no less than 14 boxes
containing individual status reports for most
conceivable aspects of the software. Sensibly,
Virus & Spyware Protection Coverage and
other protection items are found at the top.
Fortunately it is possible to close any of the
boxes deemed unnecessary, or drag them to a
different position. The Restore Default button
on the toolbar at the top brings them back if
necessary, while Add Widget can be used to
add or restore individual status boxes.

state of their respective components. The Top
Computers With Detections shows computers
on which malware has been discovered.
The Computer Details page shows the version
of the client software in the computer
properties section.

Client/server antivirus tasks
The Policies menu in the console makes it
easy to schedule scans and change the
frequency of updates on client computers.
However, we were unable to find a means of
performing an instant scan or forcing an
instant update, on an individual computer or
group. However, McAfee tell us that this
normal with cloud‐based consoles, as the
client regularly “checks in” to pick up updated
instructions.

Tabs at the top of the page include
Computers; Reports; Policies; My Account;
Utilities; Help and Support. Each of these has
its own menu for detailed aspects of the
relevant area. The Reports menu has 14 items
on it; there is certainly no lack of detail
available.
The console arguably makes the most
important items (alerts, important status
items, and the Install Protection button used
to deploy software) easily accessible.
Nonetheless, we find the sheer number of
items on the home page of the console rather
overwhelming, and suggest that McAfee
might simplify this somewhat.

We also failed to find any means of updating
the program version, enabling/disabling or
changing the installed components, or
uninstalling the software, other than locally
on individual computers.
Vulnerability scanning is offered in the Policies
menu (which we found a little odd, and
suggest that it could easily be overlooked
here). The settings of the client endpoint
protection software are password protected
by default, meaning that they can only be
changed with Windows or McAfee
administrator credentials.

Client/server antivirus
monitoring
We note that the console does not show the
status of real‐time protection on client PCs,
only the date of the signatures is monitored.
We would suggest that reporting on the real‐
time protection would be a valuable
improvement for future versions.

Exchange Server management
interface
The Exchange protection console does not use
the MMC console, but is laid out in a similar
fashion, with a narrow left‐hand panel
containing menu items, and a much larger
right‐hand pane displaying the details:

Clicking on the chart does show a list of
individual computers with the date and time
of the most recent malware signatures.
Firewall Protection Coverage and Browser
Protection Coverage, also found on the main
page of the console, show the installation
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Exchange Server tasks
Quarantined items can be displayed and
restored or deleted from the Detected Items
menu. There are separate submenus for
Viruses, Potentially Unwanted Programs,
Spam etc. The same menus are used to
display the logs. The Settings And Diagnostics
menu/Notifications sub‐menu can be used to
configure notification settings.
Spam definitions and settings for password‐
protected attachments can be configured
using Policy Manager/On‐Demand (Find
Banned Content)/(Remove Banned Content).

The console opens by default in the Statistics
and Information section, showing the number
of viruses, potentially unwanted programs
(PUPs), banned files and items of unwanted
content that have been detected. This
information is shown in table form and as a
graph. There is a section called Versions &
Updates, which shows details of virus
signatures, product information and licences
(using tabs to switch between items). Finally,
a section marked Reports shows Recently
Scanned Items, Anti‐Virus News, and Security
News. Other sub‐menus of the Dashboard
section include On‐Demand Scan, Status
Reports, Configuration Reports and Graphical
Reports. The remaining top‐level menu items
in the left‐hand panel are Detected Items
(with submenus for specific types, such as
viruses and PUPs); Policy Manager, with
numerous submenus for different types of
scan); Settings and Diagnostics (again with
numerous sub‐menus). To sum up, the
console has a wealth of reporting and
configuration options, accessible via a
straightforward panel of menus and
expanding submenus in the left‐hand column.
Our one complaint is that much of the text
appears very small, making it hard to read,
and the shades‐of‐grey colour scheme hardly
helps the legibility problem.

We had some difficulty finding a means of
editing additions to emails to mark them as
suspected spam etc. After consulting the
manual, we concluded that the Alert settings
found in each Master Policy under Policy
Manager would be the place to configure this,
although we remain unsure.
We could not find any means of filtering
attachments by type, blacklisting/whitelisting,
or filtering spam by probability.
Although the layout of the console is quite
clear, we were not able to easily find all the
functions we wanted, and suggest that non‐
expert administrators would struggle to carry
out some tasks unaided.

Client antivirus software
There is a System Tray icon, similar to the
ones found in McAfee consumer products.
Double‐clicking it brings up the main program
window:
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the top right‐hand corner. Clicking on this
produces the following menu:

Product Details gives an overview of the
components, and allows malware protection
to be turned on or off, if the user has
Windows administrator privileges, or uses the
Admin Login to sign in with McAfee
administrator credentials. Scan Computer
gives a choice of full or custom scans,
although there is no means of scheduling a
scan (this can be done quite easily from the
console, however). It is not possible to run an
update from the program window, but the
shortcut menu produced by right‐clicking the
System Tray icon does allow this:

The program interface is extremely simple.
The window is essentially one large status
display, with a black horizontal strip at the top
showing the overall security state, and up to
four headings in the lower part of the
window, showing the installed components of
the software: Security Center Communication,
Virus and Spyware Protection, Browser
Protection, and Firewall Protection (the latter
is not shown in the screenshot above, as we
did not install it). Each shows a tick
(checkmark) symbol when the component is
functioning normally. In the event of a risk,
the affected component appears in red, with a
big button marked Fix. The example below
shows the program when the antivirus
component has been disabled:

The very simple design of the program means
that users are presented with the cleanest of
interfaces, but an administrator can easily find
necessary functions from the simple menu.
When we attempted to download the EICAR
test virus, a huge McAfee message box,
covering the lower quarter of the screen,
appeared:

There is normally only one control feature in
the entire window, the Action Menu button in
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The message clearly states that the “virus”
has been deleted; no user action is required
or possible, other than clicking OK to close the
message box. The reaction to local malware
on the PC is identical.

Unfortunately, we do have some reservations
about the suite and its documentation. Most
importantly, we are concerned that the main
SaaS console does not show the status of real‐
time protection on client PCs, and that it does
not let the administrator run instant on‐
demand updates or scans. We also
experienced difficulty with some tasks in the
Exchange Server protection console, and feel
that non‐expert admins would find this very
challenging.

Server antivirus software
With McAfee SaaS, exactly the same endpoint
protection software is used for the clients and
the file server. Hence the file server antivirus
software is identical to the client software
described above.

Finally, we feel that McAfee is still doing itself
a disservice by failing to explain the features
of the suite effectively to customers. We
would suggest that the welcome email sent
on purchase/trial registration should make
clear that there are various deployment
options for client software, including push
installation, and that there are two means of
protecting the Exchange Server, namely local
and cloud‐based. A brief explanation of the
options available would make customers
aware of the options and let them choose the
best one for their network.

Summary
McAfee’s Security‐as‐a‐Service is in many
ways an outstanding product. The cloud‐
based console needs no installation, and the
deployment of the endpoint protection is a
masterpiece of simplicity, even though it gives
administrators sensible options. The client
software itself is also exemplary in terms of
necessary
combining
simplicity
with
functionality. Installation of the Exchange
Server protection is no more complicated
than installing Microsoft Office, and the
Security Service for Exchange console uses a
clear and simple menu structure. We feel that
non‐expert administrators could also carry out
the installation/deployment with just a little
preparation.
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Sophos Endpoint Security and Control
succinct 19 pages. We noted that the Quick
Startup Guide has a link to detailed
instructions for preparing clients on Sophos
website, which we found to be very sensible.
There are two main manuals for Sophos
PureMessage for Microsoft Exchange. The
Startup Guide is 51 pages long, and covers the
installation and initial configuration of the
software. The Help guide has 68 pages and
describes
everyday
monitoring
and
maintenance. Both are very well produced
and illustrated with screenshots.

Introduction
Sophos make a wide variety of security
software, covering Windows, Linux and Mac
operating systems and Android mobile
phones, with the emphasis very much on
business products. For our review, we
installed Sophos Endpoint Security and
Control, managed by Sophos Enterprise
Console, and Sophos PureMessage for
Microsoft Exchange.

Software version reviewed
Installation and deployment

Sophos Enterprise Console 5.1
Sophos Endpoint Security and Control 10.0
Sophos PureMessage for Microsoft Exchange
3.1

Installing the Sophos management console
was a straightforward affair, if not particularly
quick. Steps included the usual licence
agreement, selecting the components to be
installed, specifying the server and database
to be used, and checking for prerequisites.
The wizard determined that we needed to
install Microsoft .NET 3.5 SP1, as shown
below:

Documentation
A wide choice of manuals is available for the
console, as demonstrated by an extract from
the download page of the Sophos website:

We looked at the Quick Startup Guide and
Advanced Startup Guide for the Enterprise
Console. Both are clearly written and well
laid‐out, with individual pages being easily
accessible from the linked contents page and
suitable bookmarks. The Advanced Guide is 68
pages long, while the Quick version is a more

Instructions for installing this were entirely
adequate (the setup files had already been
saved to the server by the unpacking process
of the installation file). We had to restart the
computer and the setup wizard in order to
continue. We were then prompted to install
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There is also a choice of components to
install. The wizard then asks for administrator
credentials to use for the deployment, and
deployment begins. We could see little in the
way of a status display, only an hour‐glass
symbol for the computers being installed.
However, deployment completes very quickly.
We found the console installation process to
be entirely straightforward, and the client
deployment procedure very quick and simple.
Installing Sophos Pure Message is also quick
and straightforward. We completed the
installation wizard in about five minutes
without any complications.

and configure Microsoft SQL Server software,
which again was made very easy. One of the
few remaining steps was to select the type(s)
of clients to be protected:

Client/server antivirus
management interface

The wizard then downloads the appropriate
software, and imports the Active Directory
structure. There is a final option to display
extra information about the console, which
opens up an appropriate help page from the
Sophos website.

The Sophos Enterprise Console is made up of
four distinct panes. A horizontal pane at the
top shows various different status items, such
as numbers of computers, alerts, updates and
errors. There are two small panes on the left‐
hand side, showing Groups (used for grouping
computers for installation), and Policies,
which can be used to display and manage
protection policies to be applied to clients.
Finally, there is a large, horizontal pane which
shows the computer(s) selected in the groups
pane. This shows the status of a wide range of
items, such as real‐time protection and
updates.

Deployment involves creating groups of
computers for installation, which is a very
quick and easy procedure. Next, the
administrator right‐clicks on a computer or
group, and selects Protect Computers from
the context menu. The very brief deployment
wizard provides links to information pages
about preparing the clients, which we found
very appropriate and helpful:
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Client/server antivirus
monitoring

Exchange Server management
interface

The default Status tab of the console’s status
pane shows the most important status items,
including real‐time protection, firewall, and
updates. A row of tabs along the top of the
pane enables a range of more detailed views,
such as Computer details (displays Windows
version and IP address etc.), Alert and Error
Details, Firewall Details. The program version
can be found by clicking the Anti‐virus Details
tab. Unresolved malware infections are shown
under Alerts and Errors in the Status tab.

Sophos PureMessage uses an MMC console
for its interface. The left‐hand pane displays
the items Dashboard (system overview),
Activity Monitor, Configuration, Quarantine,
Reports, Help and Information. By default, the
console opens on the Dashboard page, which
shows statistics for mail, spam and viruses
processed:

Client/server antivirus tasks
Malware signatures can be updated by right‐
clicking a computer in the Status pane, or a
group in the Groups pane, and clicking update
computers now. The same context menu can
be used to run a full system scan.
If a protection component has been
deactivated, right‐clicking the computer(s)
concerned, pointing to Comply With and then
clicking on the appropriate policy will
reactivate the components. We were unable
to find a way to deactivate components from
the console, however.

Exchange Server tasks
Quarantined items can easily be seen,
deleted, disinfected or sent on from the
Quarantine page.

Components of the client software such as the
firewall can be added or removed by re‐
running the deployment process, which is a
very quick and simple procedure. We could
not find any means of running a vulnerability
scan.

Activity Monitor displays a detailed real‐time
log of blocked and infected messages, and the
actions taken:

The protection settings of the client software
can only be changed locally on a client PC
when logged on with an administrator
account, so no further password protection is
necessary.

Under Configuration/Transport scanning
policy/Content, there is easy access to spam
configuration options with categories such as
suspicious attachments, blocked phrases or
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protection is disabled, the system tray icon
displays a very discreet warning triangle, and
its tool tip shows the explanation:

offensive language. Each of the categories can
be individually defined from this page, and
notifications for each category can be
configured.
Additions to the subject line of suspicious
emails
can
be
made
under
Configuration/Transport scanning policy/Anti‐
spam. On the same page is a link entitled
Change Anti‐Spam Settings, which allows the
probability settings for spam emails to be set.
Configuration/Transport scanning policy/Anti‐
spam provides access to Block List
configuration options, where blocked senders
can be specified by IP address or range,
domain, or specific email address. The same
page also allows a whitelist to be configured
under Allow Specific Senders.

Additionally, a small pop‐up message is briefly
displayed next to the system tray when a user
logs on. We note that the system tray icon can
also be used to run a signature update, by
right‐clicking it and selecting Update Now.
The main program window can be used to run
standard and custom scans. When logged on
to Windows as an administrator, it is possible
to enable and disable individual components
such as real‐time protection. However, when
a standard Windows user account is used, the
controls for these are sensibly deactivated.

We had no difficulty in finding everyday
configuration tasks in the console.

Client antivirus software

When we attempted to download the EICAR
test file, Sophos displayed the following
notification:

The client software of Sophos Endpoint
Security and Control uses an interface
reminiscent of Windows Explorer in Windows
XP. The principal components are a web‐like
left‐hand panel with status information, and a
larger right‐hand pane showing configuration
links for individual components and tasks:

This makes perfectly clear that the “threat”
has been quarantined and that no further
action is required. An identical message is
displayed when malware is discovered locally
on the computer.

Server antivirus software
The endpoint security software deployed on
the server is identical to that used for the
client in every way.

The overall protection status is not displayed
in the main window. If e.g. real‐time
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Summary

Documentation is good, and the software is
well‐suited to a Small Business Server
network.

Despite their sophistication and suitability for
enterprise networks, Sophos Endpoint
Security and Control and PureMessage are
very straightforward to install and maintain.
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Symantec Endpoint Protection/Mail Security
The Getting Started guide is 26 pages long,
with a simple contents page and suitable
bookmarks for navigation. It gives basic
information including components of the
suite, system requirements, installing the
management console, and deploying the
clients using a web link and email. For
administrators who are happy to use this
deployment method, the document is quite
adequate, but unfortunately it does not cover
remote push installation.

Introduction
Symantec produce a huge range of security
software for home users and businesses,
including both Windows and Apple operating
system. Its main business line, Symantec
Endpoint Protection, has three variants: the
Small Business Edition, for up to 100 users;
the Cloud edition, for up to 250 users; and the
Enterprise edition, suitable for hundreds or
thousands of users. We chose the Small
Business Edition to protect our Small Business
Server network. We also installed Symantec
Mail Security for Microsoft Exchange, which is
a separate product for Exchange Server
protection.

The Implementation Guide is very much more
comprehensive, being 1,065 pages long.
Fortunately, this has also been well
bookmarked, and additionally has a full and
detailed table of contents with links to the
individual pages. Consequently, we were very
quickly able to find instructions on (e.g.)
preparing the clients for remote installation.
These were presented very clearly in the table
shown below:

Software version reviewed
Symantec Endpoint Protection Manager 12.1
Symantec Endpoint Protection 12.1
Symantec Mail Security for Microsoft
Exchange 6.5

Documentation
It must be noted that the documentation for
the product is included in the single
installation file (please see the next section);
when the contents are extracted, a subfolder
named “Documentation” is created, and the
manuals can be found in here. We found this
to be an excellent idea, which saves searching
the vendor’s website for the appropriate
documents. There are four PDF documents
altogether: End User Licence Agreement (self‐
explanatory); Client Guide (refers to client
endpoint software); Getting Started (quick
start guide to the console); Implementation
Guide (comprehensive guide to the console).
Symantec have thus made it exceptionally
easy to find the right manual very quickly.

There is a separate 260‐page Implementation
Guide for Symantec Mail Security, produced
to the same high standard as the other
manuals.
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Client/server antivirus
management interface

Our one complaint about Symantec’s
otherwise excellent documentation is the
extreme rarity of screenshots; there are none
in the Getting Started Guide, and very few in
the Implementation Guides.

The manual notes that there are two ways of
accessing the console: locally from the
machine on which it is installed, as described
above, or remotely, using a web browser and
typing in the server’s IP address (or hostname)
and port number. Both methods provide
exactly the same functionality; we have used
screenshots of the local console here. When
the console is first opened, the Welcome Page
is displayed, which offers quick access to
important functions such as a product tour,
server settings and client deployment:

Installation and deployment
The entire Endpoint Protection suite can be
downloaded as a single 790MB EXE file,
containing the console, endpoint protection
software for both clients and servers, and the
documentation. We can only describe this as
unbeatably simple and convenient. Running
this file unpacks the contents to a specified
folder. Here we find Setup.exe; running this
starts the console setup wizard. The
installation of the console includes accepting
a licence agreement, choosing the folder to
install to, and entering an administrator
password and email address for notifications.
It is extremely simple and could easily be
carried out by a non‐expert administrator. At
the end of the process, the welcome page of
the console opens, with an obvious link to
start client deployment, which we clicked.
This is also very simple, and involves choosing
an appropriate installation package for client
or server computers, the installation method
(we chose remote install), and the selection of
clients to install; the last step is to enter
domain administrator credentials, and then
deployment
begins.
This
completed
successfully in just a couple of minutes.

This Welcome Page can be set not to start
automatically in future. Closing it shows the
main console window:

Installation of Symantec Mail Security for
Microsoft Exchange Server involves accepting
a licence agreement and choosing an
installation folder, selecting Complete or
Custom options (we chose the former,
entering details of the server name and port
to be used to access the console. We found it
be very straightforward and unproblematic.
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with icons for other areas of administration:
Monitors, Reports, Policies, Clients, and
Admin. The Clients tab gives an overview of
the client PCs on which the software has been
deployed, together with their status:

Client/server antivirus
monitoring
The pie chart on the Home page of the
console shows the overall security status of
the network, including whether real‐time
protection and other components are active
and signatures are up to date. When we
disabled the protection components on a
client PC, the pie chart reacted accordingly:

The window opens on the status page, which
gives an overview of system protection. A
large status display in the top left‐hand corner
shows the overall state of security on the
network, with a big tick (checkmark) in a
green circle if all is well. Below this is a section
entitled Endpoint Status, which shows in the
form of a pie chart how many clients are up to
date, out of date, offline or protected. This is
a very easy way of showing the state of the
network at a glance.
In the top right‐hand corner of the console
window is a small box showing the licence
status (number of days until licence expiry),
and below this a larger area with a graphical
display of Symantec’s estimated current
threat level. Under that is a customisable
display of malware detected and action taken,
and a section with links to the administrator’s
most commonly used reports. Finally, there is
a drop‐down menu at the top of the console,
entitled Common Tasks. This contains the
options “Install protection client to
computers”, “Run LiveUpdate”, and “Activate
License”. Thus the most important tasks and
information are easily accessible from the
console’s home page.

The Security Status box also changes to
indicate that there is a problem:

The left‐hand column of the Endpoint
Protection Manager window is a menu bar

We feel this provides a very obvious warning.

- 68 -

Product Review: Business Software Review 2012

www.av-comparatives.org

Clicking on the Clients menu and double‐
clicking an individual computer brings up the
properties page for that machine, which
shows the version of the endpoint protection
software installed. Malware discoveries can
be seen by clicking the Reports menu, and
selecting Risk Detections Count, or New Risks
Detected in the Network; there are a number
of available options for specific malware‐
discovery tasks.

updating the program version (other than a
new deployment).

Exchange Server management
interface
The Symantec Mail Security Console has a
simple design, with a very similar layout to the
Endpoint Protection console. There is a large
main pane for information, and a narrow left‐
hand menu column, with the tabs Home,
Policies, Monitors, Scans, Reports and Admin:

Client/server antivirus tasks
The Clients tab can be used to carry out
everyday administration tasks, such as
updating, scanning or restarting the client PCs
(as shown below). This can be done on
individual or multiple PCs, and selecting a
number of PCs can be done using standard
Windows Explorer techniques, such as Ctrl +
Click. A right‐click on the selected computer
or computers displays the shortcut menu
shown below:

The Home page shows program and server
information, including a list of recent threats
and scan results. The Policies tab has
configuration options such as what to do in
the event of malware discovery, and how to
handle spam. Monitors includes Server Status,
Notification Settings, Quarantine, and Event
Log. Scans allows settings for Auto‐Protect,
plus manual and scheduled scans, to be
configured. Reports allows detailed activity
reports to be created, while Admin includes
System Settings and Licensing. We felt that
the console provided all the features and
settings that the administrator of a small
business network could want, easily
accessible in a simple program interface.

Enabling or disabling components such as
Autoprotect can also be done using this. We
were unable to find any means of running a
vulnerability scan on the client PCs. The client
software is in effect password‐protected by
default, as no changes can be made to the
settings in the local client software unless
logged on to Windows as an administrator.
We could not find any way of uninstalling
individual components of the suite, or
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Exchange Server tasks

The status strip at the top shows very clearly if
optimum protection is functioning, using a
large tick (checkmark) on a green background
when all is well, and a cross on a red
background if there is a problem. In the latter
case, a “Fix All” button appears; clicking this
automatically tries to resolve any problems
without further user intervention.

Finding specific tasks in the Mail Security
console is mostly very straightforward.
Clicking on one of the main items in the left‐
hand menu column displays a range of sub‐
options in another column to the right; for
example, clicking Monitors displays the sub‐
options Server Status, Notification Settings,
Quarantine etc., as shown below:

When we attempted to download the EICAR
test virus, Symantec Endpoint Protection
blocked the download and displayed the
following warning message:
Quarantine, logs and notification settings can
all be easily found in the Monitors section,
under Quarantine, Event Log and Notification
Settings respectively. Under Policies, there are
options for spam filtering and whitelisting
(although we could not find any blacklisting
options), subject line additions and
attachment options.

Client antivirus software
The main program window of Symantec
Endpoint Protection opens on the status page;
it is very clear and simple, giving essential
information at a glance and easy access to
updating and scanning, in a menu panel on
the left‐hand side:

No user interaction is required, and it should
be reasonably clear to most users that the
“threat” has been eliminated.
When logged on to the PC with administrator
rights, it is very easy to temporarily disable
the antimalware protection using the Options
button in the relevant section of the window.
However, this is sensibly disabled when
logged on as a standard user without admin
privileges:
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Summary
We found Symantec Endpoint Protection
Small Business Edition to be very well suited
to small companies looking for a security
solution that is straightforward to install and
maintain. We particularly liked the fact that all
necessary
components,
including
the
manuals, are included in a single file. Whilst
the Exchange Server protection is a separate
module, this was also very simple to install.
Documentation is of a very high standard, our
only suggested addition being some
screenshots. Both the Endpoint Protection
and Exchange Server consoles are clearly laid
out and make it simple to find important
information and carry out everyday
administration.

We found the Symantec Endpoint protection
client to be very clear and simple to use.

Server antivirus software
The interface of server antivirus software can
be regarded as a simplified version of that
used on the clients. It is essentially identical,
but displays only the Virus and Spyware
Protection:
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Webroot SecureAnywhere Endpoint Protection
tab. Here we were easily able to download the
endpoint protection installer as an MSI file,
along with the Remote Deployment Tool, which
can be used to run push installations of clients.
We installed the endpoint protection software
on our server simply by running the installer file
locally, which was extremely quick and easy. As
the installation file is preconfigured with the
licence key, the endpoint software registers
automatically with the console.

Introduction
Webroot make antivirus and Internet security
programs for consumer PCs running Windows,
smartphones running Android, and iPhones and
iPads. They also produce two major lines of
business security software; we used
SecureAnywhere Endpoint Protection to protect
our Small Business Server network.
NB: Webroot SecureAnywhere Endpoint
Protection does not include an Exchange Server
protection component. However, the next
version of Windows Small Business Server
(2012) does not include Exchange Server,
meaning that SecureAnywhere Endpoint
protection will be perfectly suited for it.

We opted to install the software on our
workstation using the Remote Deployment
Tool. This has to be installed on the server (or
another computer on the network), but
installation could not be simpler; the only thing
to do is accept the licence agreement. Once
installed, the program runs as a wizard. The first
page displays simple, clear instructions for
preparing the computers for installation,
something we found innovative and extremely
sensible:

Software version reviewed
Webroot Remote Deployment Tool 1.1
Webroot SecureAnywhere Endpoint Protection
8.0

Documentation
Webroot produce a comprehensive, 102‐page
guide to the installation, configuration and
management of SecureAnywhere Endpoint
Protection. There is a detailed table of contents
with links directly to each item. It has also been
bookmarked, making it easy to find section
through Adobe Reader’s bookmarks bar. Some
sections, such as remote deployment, have
been appropriately illustrated with screenshots.

The administrator then has to enter suitable
Windows credentials for the installation,
provide the path to the .msi installer, and enter
the keycode (provided on purchase). There is a
choice of methods for selecting the computers
to be installed:

Installation and deployment
Webroot SecureAnywhere uses a web‐based
console, so there is no installation required. We
logged on to the console using the credentials
supplied by Webroot, and clicked on the
obvious Software Download and Deployment
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The three main areas of the page are Status,
which shows how many clients need attention;
Endpoints Encountering Threats, which shows
malware discoveries by date; and Agent Version
Spread, showing how many clients are using a
particular version of the endpoint software, in
the form of a pie chart.
There are tabs along the top of the page for
Policies,
Group
Management,
Reports,
Overrides, Logs, and finally Software Download
& Deployment.

We chose the Windows Network Discovery
method, which displays a list of computers on
the network:

Client/server antivirus monitoring
We concluded that the real‐time protection
status of the clients is not monitored by the
console, as we disabled it on a client PC and did
not see any form of warning on the console,
even after some time.

After clicking on Install/Update Agent, the client
software installed very quickly (seconds rather
than minutes). We found the entire deployment
process to be extremely quick and easy.

As the product is cloud‐based, there are no local
virus signatures to monitor. The program
version can be seen on the Group Management
page, by clicking on the relevant group.
Malware discoveries can also be seen on the
group management page.

Client/server antivirus
management interface

Client/server antivirus tasks
Because Webroot SecureAnywhere Endpoint
Protection is cloud‐based, there is no need for a
signature update function. The Group
Management page of the console shows
individual computers within a group, and can be
used to carry out a wide range of tasks on
selected PCs:

The web‐based console opens on the status
page, which provides an overview of the
protection status of the network, together with
details of malware found:
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Whilst the available options include various
scan options and an uninstall command, we
could not find any means of running a
vulnerability scan, or updating the program
version
(other
than
uninstalling
and
reinstalling). It is possible to enable or disable
individual components/shields by creating an
appropriate policy and applying it to a client on
the Policies page. This is perhaps not the
quickest method of e.g. disabling real‐time
protection, but is usable, as the client picks up
the new policy almost immediately.

client PC, the threats were blocked silently,
without any notification or need for user action.
We could see from the console, however, that
the items had been detected.

Server antivirus software
The endpoint protection on the server is
identical to that on the clients, but is configured
by the default policy to show the full user
interface. This is very much like the typical GUI
found in a consumer antivirus product. The
overview page clearly shows the status of the
product as a whole, and of the individual
components:

Client antivirus software
The user interface of the client software could
fairly be described as minimalist. There is a
Webroot System Tray icon; right‐clicking this
produces the menu of options shown below:

Clicking “Open…” merely produces a message
box asking the user to contact their network
administrator for access to the user interface.
This applies even when logged on using a
Windows account with local and domain
administrator privileges. In short, the only thing
a user can do is start a pre‐configured computer
scan or read the help files. There is no question
of users being able to disable any components.
NB: the nature of the GUI visible on a client PC
is dictated by a configurable policy. Whilst the
default is to show only the minimalist interface
described above, it is also possible to enable the
full user interface if the administrator so
desires.

As the antivirus protection is cloud‐based, there
is no update function. It is possible to run a scan
from the window, and to change some
configuration settings. However, the default
policy did not allow any shields to be
disabled/enabled locally, even when logged on
to the server as a domain administrator.

Summary
We found Webroot SecureAnywhere Endpoint
Protection to be very well suited to a small
business network, with extremely quick and
simple
deployment.
The
console
is
straightforward, making it easy to find most
everyday tasks. Our one suggestion for
improvement would be to monitor the real‐
time protection of the clients.

When we attempted to download the EICAR
test file, or run malware samples locally on the
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Feature list

avast!

AVIRA

Bitdefender

eScan

ESET

eScan ISS for SMB or
eScan AV for SMB

ESET Endpoint
Security

F‐Secure

IKARUS

Kaspersky

McAfee

Sophos

Symantec

Webroot

Recommended product for:
up to 5 Clients, Server

up to 25 Clients and 1 Fileserver

Avira Small
avast! Endpoint
Business Security
Protection Suite Plus
Suite

up to 25 Clients and Fileserver and Messaging Server
more than 25 Clients, more than 1 Fileserver, more
than 1 Messaging server

Cloud Security for
Endpoints by
Bitdefender

eScan Corporate

Cloud Security for
Endpoints by
Bitdefender +
Bitdefender Security

eScan Enterprise

unlimited

20000

ESET Endpoint
Security + ESET File
Security
ESET Endpoint
Security + ESET File
Security + ESET Mail
Security

F-Secure Client
Security +
F-Secure Server
Security OR
F-Secure Business
Suite

Kaspersky Small
Office Security
IKARUS
security.manager

F-Secure Business
Suite

Kaspersky Business
Space Security

McAfee SaaS
Endpoint

Kaspersky Enterprise
Space Security

McAfee SaaS Total
Protection
McAfee Endpoint
Advanced

unlimited

unlimited

Sophos Endpoint
Symantec Endpoint
Protection ‐ Business Protection Cloud

Sophos Endpoint
Protection ‐
Advanced

Symantec Endpoint
Protection Small
Business Edition

25000

unlimited

Webroot
SecureAnywhere
Business ‐ Endpoint
Protection

Features Management Server
What is the maximum number of clients overall?

15000

1000

20000

unlimited

unlimited

unlimited

Master-Slave-Server
Multiple AV Servers













Master server controls slave server in different
offices













Slave server for distributing updates





































































































Client Installation
Which client deployment methods does the product
support?
Does the product include a mechanism that allows
the administrator to push the software to the
clients?
Does the product include a mechanism that allows
the end user to download and install the software?





General Capabilities
Does the product allow administrators to assign
different policies to different groups of computers
(regardless of the person logged in)?







Does the product support static groups (i.e. user or
computer are assigned manually to a group or are
imported from a third party system)?







Group Import & Synchronisation
Can changes in Active Directory be synchronized?



Can computers/users be imported from other LDAP
server?
Can computers be imported by a GUI
Can different actions be defined based on the
malware category?









































































Microsoft Exchange
Exchange 2003 / 2007 / 2010





Network shares
Can a user or administrator scan network shares
after entering a password?











Email Messages












Lotus Notes













Thunderbird



























Microsoft Outlook







Archives
ZIP/RAR/ARJ & archived installers























Conditions
Remediation
Does the product provide remediation capabilities?





General capabilities
Firewall Rules
Does the product come with default policies for
workstations?
Does the product come with default policies for
server?











































Client Management
Client User Interface
Can the administrator limit or control configuration
changes by the end-user?
Can different policies be applied for different
computers?
Depending on the location of the device (i.e. Office,
Hotel, Home, etc)





























































Depending on group membership of the computer









Depending on group membership of the user (i.e.
administrator vs. normal user)






















Administrator Management
Rights / Access Control
Does the product support multiple administrators
and different access levels?







































Device Control
Does the product allow administrators to limit the
use of external devices (USB sticks, printers, etc)?
Can you lock


DVD / USB / external media
Floppy





























Any PnP devices

Printers, CD/DVD,
modems,
multifunctional
devices, external
network adapters, wifi, Bluetooth devices

















SD Cards, WebCam,
Bluetooth, Imaging
Devices, Composite
Device

All ports and all
removable media can
be locked, but it's
possible to add
exceptions for any
individual ports or
media













other

Failover
What if the AV Server (local) hangs up
automatic switching to a second local server
updates from vendor-server instead of local server

other





Log and notifications



Multiple proxy
servers and proxy
chaining supported

Highly resilient
infrastructure and
communications
ensure the local
endpoint Agent can
always communicate
with the Webroot
Intelligence Network,
plus local 'offline'
policy protects even
if communications
are lost.

Feature list
Recommended product for:

avast!

Avira

Bitdefender

eScan

up to 5 Clients, Server
up to 25 Clients and 1 Fileserver

avast! Endpoint Protection
Suite Plus

Avira Small Business
Security Suite

more than 25 Clients, more than 1 Fileserver, more
than 1 Messaging server
Features Management Server
What is the maximum number of clients overall?

15000

What is the maximum number of clients that can be
managed from a single management server under the
following conditions: All necessary components
(database, repositories, update mechanisms,
reporting, etc.) are installed on this server and the
Clients communicate with the server either
continuously or at least once per hour

4000

1000

1GHz, 512MB RAM,
800MB disk space

1GHz, 1GB RAM, 5GB disk
space

Does the product provide a mechanism to limit the
data transferred over WAN Links when updating
clients in remote locations?
By designating one client as local source for definition
updates (Super Agent, Group Update Provider)

F‐Secure

ESET Endpoint Security
Cloud Security for
Endpoints by Bitdefender

up to 25 Clients and Fileserver and Messaging Server

Required minimum hardware (CPU/RAM/free disk
space)

ESET





Cloud Security for
Endpoints by Bitdefender
+ Bitdefender Security for
Exchange

eScan ISS for SMB

ESET Endpoint Security +
ESET File Security

Ikarus

Kaspersky

IKARUS anti.virus

Kaspersky Small Office
Security

F-Secure Client Security +
F-Secure Server Security

Kaspersky Business Space
Security
IKARUS security.manager

F-Secure Business Suite

20000

unlimited

unlimited

20000

unlimited

unlimited

1500

10000

20000

1500

50000

250000

2GHz, 1GB RAM, 1GB disk
space

1GHz, 512 MB RAM, 1GB
disk space

2GHz, 1GB RAM, 6GB disk
space

2GHz, 1GB RAM, 500MB
disk space

1GHz, 512 MB RAM, 1GB
disk space

1GHz, 1GB RAM, 2GB disk
space

























Kaspersky Enterprise Space
Security

No server hardware
required. The server is
hosted in‐the‐cloud.



Role based user models
enforced through
passwords

Admin Password



Require minimum password length

Client / Server Communication
Does the client authenticate the server?
Does the server authenticate the client?
Is the communication between the client and the
server encrypted?
Does the product support a 'pull' communication
mode?
Can the communication interval be modified?
What is the recommended communication interval?
Does the product support a push communication
mode?
Does the product protect itself from being tampered
(or processes being stopped) by the end‐user or
malicious software?
Proxy Server
Can a proxy server be specified for HTTP?
Can a proxy server be specified for FTP?
Does the product support proxy server
authentications?
Master‐Slave‐Server
Multiple AV Servers
























Sophos Endpoint
Protection ‐ Advanced

Symantec Endpoint
Protection Small Business
Edition





Password protection,
encrypted communication

Password‐based user
authentication in Policy
Manager Console.









Webroot

Webroot SecureAnywhere
Business ‐ Enterprise
Protection

McAfee Endpoint Advanced

unlimited

unlimited
80000

1GHz, 512MB RAM, 500
MB disk space

3GHz, 4GB RAM, 300GB

No server hardware
required. The server is
hosted in‐the‐cloud.
















Administrator access is
limited to those with a
Authentification
Authentication username
Symantec Authentication,
Password protection,
username and password
username, password,
Password protection of the
& password / certificate
encrypted communication, Windows Authentication,
plus an up to six‐digit PIN
server
password‐protected client, based authentication / AD
role-based administration and RSA Authentication
login
number. Individual access
system tray icon hide
rights are also imposed.

Lock administrator account after entering a password
multiple times (prevent brute force attack)
Log out administrator if idle for a specified time

Symantec
Symantec Endpoint
Protection Cloud

25000



username and password
for authentification

McAfee SaaS Total
Protection

ESET Endpoint Security +
ESET File Security + ESET
Mail Security

eScan Enterprise

Sophos
Sophos Endpoint
Protection ‐ Business

McAfee SaaS Endpoint

unlimited

Does the product provide a mechanism to prevent
updates over expensive network connections like
UMTS?
Does the product allow customers to use 3rd party
tools for virus signature distribution?

Which options does the product provide to ensure that
username and password
only authorized administrators can administer the
for authentification
product?

McAfee


















































































120 minutes

10 minutes

10 minutes





10 minutes

60 minutes





















































60 minutes

15 minutes

60 minutes

15 minutes

15 minutes













































































Master server controls slave server in different offices















Slave server for distributing updates



















Management server
infrastructure is hosted in‐
the‐cloud, providing High
Availability and unlimited
scalability. Individual
Update Servers can be
installed into LAN. It is
possible to install and
configure more Update
Servers in cascade.

Notes

Update agent can be used
for distributing updates.
An Update agent is a PC
within the Administration
server network dedicated
to store and distribute
database updates,
installation packages,
group tasks and policies.

Slave servers can be
nested in multiple levels,
each with its own
credentials for full/read‐
only access. Policies from
upper level servers could
be propagated to lower
levels.

Client Installation
Which client deployment methods does the product
support?
Does the product include a mechanism that allows the
administrator to push the software to the clients?





Can the installation of the clients be staggered over
time to ensure that the network is not over utilized?





Can the administrator see the status of the
deployment (i.e. Transfer, Installation in Progress,
Installation complete, etc.)?





Does the product include a mechanism that allows the
end user to download and install the software?



Can the admin send a link which allows the user to
download and install the software?
Does to product support the creation of MSI packages
for deployment with 3rd party tools and Active
Directory (GPO)?
Does the product support the creation of single file
executable (.exe) installer (i.e. for logon scripts or CD
distribution)
Which installation types can be defined in the user
interface?































































































































































Unattended installation (the end‐user sees the
progress of the installation but can not modify the
settings)











Interactive Installation (user chooses the preferences)



























Silent Installation (no user interface is displayed)





Can the installation folder be specified in the user
interface?
Can the administrator define whether the program is
added to the Start Menu?

Define modules to be
installed

Other installation options

General Capabilities
Is the system Multi‐tenancy capable (host multiple
customers on the same infrastructure but separating
the data)?
Does the product allow administrators to assign
different policies to different groups of computers
(regardless of the person logged in)?



Does the product allow administrators to assign
policies to users (regardless of the computer they
use)?



Does the product support static groups (i.e. user or
computer are assigned manually to a group or are
imported from a third party system)?





Does the product support dynamic group assignment
based on criteria like IP addresses?







Choose what product
modules to be installed,
set uninstall password,
restart options,
automatically detect and
uninstall existing
incompatible security
solutions.

All clients' options could
be specified in push
installation.











Features can be
(de)selected during
standalone and remote
installations. Custom
properties can be defined
for passing additional info
between the client and
management server.
Reboot options can be
defined.



























Installation over
management console



Webroot Deployment tool,
via Management Console





















































Does the product support hierarchical groups with
inheritance?
Location Awareness
Is the product capable of using different policies,
settings and rules depending on the location of the
computer?
Which settings/policies can be changed depending on
the location?
Antivirus policies
Firewall policies
HIPS / IPS policies
Device Control policies



Other protection technology policies



































Application Control; Web
Control, Proactive
Defence; Firewall,
Updating































Updating

update and network zones



Network quarantine,
Microsoft NAP, Cisco NAC

Client settings
User interface configuration
Communication settings
Content update settings
Can the customer define an 'unlimited' number of
locations?
Which criteria can the customer use to define
locations?
Client IP Configuration





















By specifying IP addresses / IP address ranges



















By specifying the Gateway
By IP address / range
By MAC address
The client must have the specified Gateway


















By specifying DHCP server
By IP address / range









The client must have the specified DHCP server

By specifying the DNS Server Address
The client must have the specified DNS server




























Can multiple criteria be used to define a location?
When are location criteria evaluated?
Periodically
Immediately when a change in the network
configuration takes place (i.e. network adapter
enabled / disabled)












Can the end‐user be notified about a location change?









Can computers be imported from Active Directory?

















Keeping the OU structure defined in Active Directory
Using other criteria to assign computers to groups





Can changes in Active Directory be synchronized?





Can the synchronisation schedule be defined?
Can computers be imported from multiple Active
Directory server?
Can computers/users be imported from other LDAP
server?
Can computers be imported by a GUI
Can different actions be defined based on the malware
category?
































































































































































Are location changes logged?
Group Import & Synchronisation
Can computers be imported from a text file?




























By specifying DNS suffixes
By specifying the type of network connection used or
not used by the client (e.g. Ethernet, Wireless, VPN,
Dial‐up, etc.)
By checking whether a client can or can not resolve a
DNS host name
By checking the Registry








The client must not have the specified DNS server










The client must not have the specified DHCP server





Application Control,
System Lockdown,
Optional Licensed Host
Integrity









The client must not have the specified Gateway



















Scan Location
Can the administrator exclude/include files and folders
from being scanned (by file extension)?
By predefined lists of extensions provided by the
product

























By filenames ("file.txt") regardless of folder or location





By filenames & specific folder ("c:\Directory\file.txt")















By folder name
Standard Windows folder (i.e. %WINDOWS%,
%SYSTEM32%) regardless of the operating system
language

























Does the product provide preconfigured exclusions?





































Microsoft Exchange
Exchange 5.5
Exchange 2000
Exchange 2003 / 2007 / 2010
Network shares
Is scanning of network shares disabled by default?
Can a user or administrator scan network shares after
entering a password?
System memory / Processes
Does the product scan processes in memory for
malware?
Can the administrator define exceptions?
Boot sectors
Email Messages
Does the product scan existing email in the message
stores of the following applications?
Microsoft Outlook / Outlook Express
Lotus Notes
Thunderbird
Microsoft Windows Live Mail
Microsoft Windows Mail
The Bat!




































































































































































































































10


20


2


16


10


5


unlimited


unlimited


unlimited
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Only via SMTP gateway

Does the product scan incoming and outgoing emails
and attachments in the following protocols?
SMTP / POP3
IMAP
Archives
ZIP/RAR/ARJ & archived installers
how deep at on demand (by default)
Does the product protect itself against Zip of Death
and similar attacks?
By limiting the recursion depth
By limiting the number of files unpacked
By limiting the size of an unpacked archive





By limiting the processing time for unpacking archives















Offline files and sparse files
Does the product allow administrators to define how
files with the offline bit set should be handled?
Skip offline and sparse files with a reparse point



Scan resident portions of offline and sparse files




Scan all files without forcing demigration
Scan all files touched within a defined timeframe
without forcing demigration

Can the system impact vs. scan speed be defined?












Scan media at computer
shutdown

Other locations
Does the product provide preconfigured scan
locations?
On Demand Scans
Can the administrator define when scans should take
place and which Scan locations should be included /
excluded?






Floppy, Well Known Virus
Locations



































































On Access Scan
Can the administrator define when a scan is triggered?







Can the administrator specify which Scan Locations
(incl. Files / Directories) should be included / excluded?
Log
Which information is logged?
Date and time the infection was detected, the name of
the infection and the original location where the
infection was found (incl. file name)
The malware category (i.e. Virus, Worm, etc)
The computer on which the infection was found
The user who was logged on at the time the infection
was detected
The action and current status of the infection (i.e.
cleaned, deleted, quarantined, still infected)
The current location of the infected file (i.e. local
quarantine)
The scan that detected the infection (i.e. On Access,
Manual, Start‐up, etc)
End‐user Interaction
Let the end‐user choose the action
Notify the end‐user
By displaying a pop up or balloon
Can the notifications be customized?
By adding a warning to an infected email body or
subject (email) and by replacing an infected
attachment
Can the notification can be customized?
Run a script or application after detection
Can a second or alternative action be defined (i.e. if
the first action fails)?







































































































































































































































































































Which file specific actions can the product perform?
Clean / Delete
Can the product create a backup of the file before
attempting to clean it?
Quarantine on the local system
Quarantine in a central location
Deny Access
Which processes specific actions can the product
perform
Terminate the process
Stop the service
Registry Access Rules
Does the product allow to monitor and prevent access
to registry keys and values?
Does the product allow to define/exclude for which
processes (application and services) a registry access
rule applies?
File and Folder Access Rules
Does the product allow to monitor and prevent access
to specific files and folders?







































































































Does the product allow to define/exclude for which
process a file/folder access rule applies?










































































Which selection criteria does the product provide to
specify files and folders?


By Filenames ("file.txt") regardless of folder or location
By Filenames & Specific Folder ("c:\Directory\file.txt")
By Filename and Windows Folder (i.e.
%System32%\hosts")
Using wildcards (i.e. *,?)
Using regular expressions

Does the product allow to define/exclude for which
processes a process access rule applies?


































































































Limit by Location (i.e. local drive, CD, USB Stick)
Any Local Hard Drive / CD/DVD Drive / removable
media
Any Network Drive
Process Access Rules
Does the product allow to monitor and prevent
launching processes?
Does the product allow to monitor and prevent
terminating processes?













































Does the product provide selection criteria to specify
processes, e.g. by name?
Process Definition



























How can processes (i.e. applications & services) be
specified that are allowed/disallowed to perform
actions (i.e. modify files, read registry keys, load dlls)?
By file fingerprint / hash
By filenames & specific folder
("c:\Directory\application.exe")
Using wildcards (i.e. *,?)































Limit by location (i.e. local drive, CD, USB Stick)





HIPS Actions
repair, rename,
quarantine, delete, ignore,
block, overwrite, delete

Which actions can be taken when a rule is triggered?
Allow / Block Access to the resource



Terminate the process trying to access the resource





Can the end user be notified when a rule is triggered?



Can a log entry be created when a rule is triggered?





By filenames ("file.txt") regardless of folder or location



By filenames & specific folder ("c:\Directory\file.txt")



Allow, Block

Block

Ask/Allow/Deny





Allow, Block, Log

Block, Log, Allow





Block, terminate Process,
Log





































































































































Conditions
Which conditions can be checked using the user
interface (without using scripts)
Conditions for files and folder: How can files be
specified?

By filename and windows Folder (i.e.
#System32#\hosts")
Which conditions can be specified for file (application)
versions?
File version is equal / not equal to specified version
Conditions for processes
Process or service is running / not running
Conditions relating to the operating system
Type / Language of operating system
Service pack level of the operating system
Can the checks interact with the end‐user?
Notify end‐user (i.e. that an operation will take some
time to complete, e.g. by an assessment %)





Query end‐user


























Operating system patching
status check






































Does to product provide preconfigured conditions?
Preconfigured Antivirus Check
Preconfigured Firewall Check
Preconfigured Patch Management Check








Other




Operating system patching
status check






Database update

Remediation
Does the product provide remediation capabilities?
Which remediation action can be defined in the user
interface (without resorting to scripts)?
Registry remediation
File remediation
Delete files / folders
Download files
Process remediation
Run service / application in user / system security
context
Software Remediation
Download software and patches
Install / uninstall software and patches in user / system
security context
End‐user interaction
Inform user
Query user
Enforcement



































































Can the product prevent that a client failing the client
health check connects to a network?
Which enforcement frameworks does the product
support?
Microsoft Network Admission Control
Cisco Network Access Control




Other
Does the product have inbuilt enforcement
capabilities?
Host Based Enforcement / Self Enforcement (i.e.
leveraging a desktop firewall to prevent network
connections)
Behaviour detection
Behavior detection
Is this technology enabled by default?
General capabilities








































Is the firewall stateful for TCP and UDP connections?













Can the firewall analyze VPN traffic
Firewall Rules
Does the product come with default policies?
For workstations
For server
Which criteria can be used when defining rules?
Application
By filenames ("application.exe")
By filenames & Specific Folder
("c:\Directory\application.exe")
By File Fingerprint / Hash
By Process
Network adapter type
Ethernet / Wireless / VPN / Dial‐up
Direction
Local / Remote
Source / Destination
Remote Host
By IP address / IP range
By MAC address
By DNS Name
By DNS Domain
By Technology Type (incl. RDC, VPN, SSH/SCP, Terminal
Services and Citrix)
Protocol
TCP/UDP/ICMP
Raw Ethernet




























Can end‐users be allowed to create firewall rules?
Can the administrator define rules that can not be
overridden by end‐user rules?
Can the administrator define rules that can be
overridden by end‐user rules?
Can the end‐user be allowed to disable the firewall?










































































































































































































Any other IP protocol is
supported.





IPv6-ICMP, IGMP, GRE,
ESP, SMP





















Processes and activity
























































































































Can the end‐user easily block all network traffic?



Can the end‐user be allowed to see the network traffic
in real time?



Can the firewall rules be exported and imported?






Can the firewall automatically be enabled after a
defined time?

Firewall Logs







Other
Which Actions can be taken when a firewall rule is
triggered?
Allow / Block traffic / Ask / notify the end‐user when
traffic is blocked
Log
Log the incident
Include packet data in log
End‐user Interaction






McAfee Network Security
Platform

OPSWAT






































Which logs are provided?

Client Management
Client User Interface
Can the administrator limit or control configuration
changes by the end‐user?
Can different policies be applied for different
computers?
Depending on the location of the device (i.e. Office,
Hotel, Home, etc)
Depending on group membership of the computer
Depending on group membership of the user (i.e.
administrator vs. normal user)
Actions
Which actions can be initiated in administration
console?
Update signatures
Reboot computer
Scan computer
Enable/Disable On‐Access Scan
Enable/Disable Firewall

Outbound firewall logs



































































































































Change all available
product options




























Change all aspects of
configuration, including
handing off a client to
another server

Enable/disable all product
features, reset statistics,
configuration changes,
quarantine management,
software installation and
upgrades

Notifications on the
enduser can be
enabled/disabled

























Any set of computers or
according to the
administration groups
hierarchy









































































































Selected groups of
users/computers











In all over 32 remote
commands are possible via
the cloud‐based
management console

Vulnerability Scan,
Application, Device and
Web Controls










On organization/network
level

Other
Can the status of the actions be tracked?
Is there a web based console?
Administrator Management
Rights / Access Control
Does the product support multiple administrators and
different access levels?
Authentication mechanism
Can administrators be authenticated using an
integrated authentication mechanism (i.e. username /
password)?
Does the product enforce minimum password lengths
and maximum password age?
Can administrators be authenticated using Active
Directory?
Account Security
Does the product lock an administrator account when
a wrong password is provided multiple times (prevent
brute force attacks) and can it be unlocked
automatically after some time or manually by the
administrator?
Does the product log an administrator out after being
idle for some time?
Administrator Auditing
Does the product keep an audit log?
Which changes are logged?
Log‐in / Log‐out
Changes to policies / groups
Changes to system settings
Change to administrative accounts
Which information is logged
Time of change and performed action
The administrator who performed the action
Device Control

Traffic Logs, Packet Logs,
Control Logs, Security
Logs, System Logs, Tamper
Protection Logs, Threat
Logs, Scan Log, Risk Log

Network attacks, Banned
hosts, Application activity,
Packet filtering

Alert log, packet log, HIPS
log, full product log



Other

On which systems can the actions be initiated?
A single computer / a group of computers
All computers matching certain criteria (i.e. identified
by logs or reports)

Critical warnings, Errors,
Warnings, Informative
records and/or Diagstic
records. For
troubleshooting, all
blocked connections can
be logged.

Log verbosity level can be
set (Off, Low, Medium,
High)












































































































Does the product allow administrators to limit the use
of external devices (USB sticks, printers, etc)?



Can the product identify devices by
Manufacturer ID / Unique ID / Device ID
Can you exclude e.g. printer USB Ports from being
scanned
Can you lock
DVD / USB / external media / Floppy















All ports and all removable
media can be locked, but
SD Cards, WebCam,
it's possible to add
Bluetooth, Imaging
exceptions for any
Devices, Composite Device
individual ports or media

other

























Any PnP devices

Printers, modems,
multifunctional devices,
external network adapters,
wi‐fi, Bluetooth devices

















(N)IPS
Can the product prevent computers from receiving
NetBIOS traffic originating from a different subnet?



Prevent MAC spoofing by allowing incoming and
outgoing ARP traffic only if ARP request was made to
that specific host
Detect ports cans
Does the product detect and prevent denial of service
attacks?
Does the product provide a signature based network
intrusion prevention systems?






































































Can a customer create custom IPS signatures?
Does the product include attack and vulnerability
facing signatures?
Which actions can be performed?
Traffic can be allowed / blocked / dropped and
Incident can be logged
Failover













What if the AV Server (local) hangs up


automatic switching to a second local server
updates from vendor‐server instead of local server



























Log and notifications

Proxy pool and chaining

service is automatically
restarted

any other network shared
folder



















other
Quarantine
Quarantine Folder
Is there a centralized quarantine‐folder
Is there a quarantine‐folder on the client
can administrators specify the location of the
quarantine folder anywhere
rechecking quarantine
after an signature update, is the quarantine folder
checked?
automatically
manual
undo av‐action if false positive is detected
Messaging
Exchange
Feature overview Messaging





















Updates from another
client (peer)













































Exchange
Product for Exchange. Full Transport and storage AV
integration with MS
scanning, Spam Control,
Exchange, scans the whole
attachment filtering,
Exchange store and
intelligent file type
Antispam Protection.
recognition, keyword‐
Managable from the
based content filtering,
central management
zero‐day protection,
server. Supports 64‐bit
centralized quarantine
management
Exchange.

Monitoring, SMTP Groups,
Antivirus, Antispam,
Content filtering,
Attachment filtering,
Update

Modules and functional areas

Integrated option with MS
Exchange and Domino.
Secure email gateway
option (virtual or physical
appliance) for Enterprise
Edition. Antispam,
antivirus, antiphishing,
content filtering, and data
loss prevention

Anti‐malware, anti‐spam

Malware detection
Recursive scan of all e‐mails and file attachments in
real time, event‐and time‐controlled



















Information Store scan on every server
Support of automatic virus pattern updates





























Scanning of e‐mail message text and attachments

























Definition of file limitations by a combination of file
name, file extension and file size
Application of the restrictions on file archives
Automatic detection of new mailboxes
Scanning of existing mailboxes
Anti‐Spam





































































































scan according to the company's policies on
prohibited, not desirable or confidential content
Blocking unwanted e‐mail senders (spam senders,
mailing lists, etc.) as well as to unwanted recipients
(e.g. competitors)
Analysis of images on undesirable content (e.g.
pornography)
Using current spam pattern for the fast detection of
new spammer tricks
User‐Specific Management of White‐ and blacklists on
the server solely for effective blocking unwanted e‐
mails
Definition of transmitter / receiver channels on a
dedicated e‐mail communications
Freely editable exclusion list for addresses and content
in subject and message text
Flexible notifications of blocked e‐mails (directly or
schedule) to administration or transmitter/receiver
email



























































User‐specific access to e‐mails in the quarantine



Centralized quarantine management



Formation of company‐specific e‐mail categories



Automatic classification of e‐mails to one or more
categories
Response Management through defined
classifications, for example, the customer support
automatic forwarding of e‐mails to qualified
employees
Document protection: Following categories may, for
example, all outgoing e‐mails on company‐related
content should be examined














































































A content audit of e‐mail attachments is also possible
if the same mail is delivered several times, would it be
blocked as spam
Feature overview Messaging




















General Windows
Integrated option with MS
Exchange and Domino.
Secure email gateway
option (virtual or physical
appliance) for Enterprise
Edition. Antispam,
antivirus, antiphishing,
content filtering, and data
loss prevention

Integration with most
Windows mail servers is
possible through the
command line scanner

Modules and functional areas

Malware detection
Recursive scan of all e‐mails and file attachments in
real time, event‐and time‐controlled







Information Store scan on every server
Support of automatic virus pattern updates











Scanning of e‐mail message text and attachments













Definition of file limitations by a combination of file
name, file extension and file size
Application of the restrictions on file archives such as
zip, rar
Automatic detection of new mailboxes
Examination of encrypted e‐mails for viruses in
combination with Crypt
Scanning of existing mailboxes
Anti‐Spam





scan according to the company's policies on
prohibited, not desirable or confidential content
Blocking unwanted e‐mail senders (spam senders,
mailing lists, etc.) as well as to unwanted recipients
(e.g. competitors)








































































































Analysis of images on undesirable content (e.g.
pornography)
Using current spam pattern for the fast detection of
new spammer tricks.
User‐Specific Management of White‐and blacklists on
the server solely for effective blocking unwanted e‐
mails.
Freely editable exclusion list for addresses and content
in subject and message text
Flexible notifications of blocked e‐mails (directly or
schedule) to administration or transmitter/receiver
email









































User‐specific access to e‐mails in the quarantine



Centralized quarantine management





Automatic classification of e‐mails to one or more
categories
Response Management through defined
classifications, for example, the customer support
automatic forwarding of e‐mails to qualified
employees
Document protection: Following categories may, for
example, all outgoing e‐mails on company‐related
content should be examined






































































A content audit of e‐mail attachments is also possible
if the same mail is delivered several times, would it be
blocked as spam
Feature overview Messaging








Formation of company‐specific e‐mail categories












General Linux
Special product for Linux
Mail Servers and
Gateways. Includes
Antispam, web
administration interface.
Managable from the
central management
console.

Modules and functional areas

Integrated option with MS
Exchange and Domino.
Secure email gateway
option (virtual or physical
appliance) for Enterprise
Edition. Antispam,
antivirus, antiphishing,
content filtering, and data
loss prevention

Special product for Linux
MTA (postfix, sendmail,
exim, qmail, CGP). Includes
Antivirus, Antispam and
attachment filtering
modules. Managable
interfaces ‐ Web and CLI.

Malware detection
Recursive scan of all e‐mails and file attachments in
real time, event‐and time‐controlled.









Information Store scan on every server.
Support of automatic virus pattern updates.


















Scanning of e‐mail message text and attachments.















Detecting file attachments by means of clear, non‐
manipulable file patterns ( "fingerprints") or by file
type, detects and blocks even manipulated files.



















Definition of file limitations by a combination of file
name, file extension and file size.
Application of the restrictions on file archives such as
zip, rar.
Automatic detection of new mailboxes.
Scanning of existing mailboxes
Anti‐Spam


















































scan according to the company's policies on
prohibited, not desirable or confidential content
Blocking unwanted e‐mail senders (spam senders,
mailing lists, etc.) as well as to unwanted recipients
(e.g. competitors)
Analysis of images on undesirable content (e.g.
pornography)
Using current spam pattern for the fast detection of
new spammer tricks
User‐Specific Management of White‐ and blacklists on
the server solely for effective blocking unwanted e‐
mails
Freely editable exclusion list for addresses and content
in subject and message text
Flexible notifications of blocked e‐mails (directly or
schedule) to administration or transmitter/receiver
email


























































User‐specific access to e‐mails in the quarantine.



Centralized quarantine management



In which languages are your corporate products
available?



























Formation of company‐specific e‐mail categories
Automatic classification of e‐mails to one or more
categories
Response Management through defined
classifications, for example, the customer support
automatic forwarding of e‐mails to qualified
employees
Document protection: Following categories may, for
example, all outgoing e‐mails on company‐related
content should be examined
if the same mail is delivered several times, would it be
blocked as spam
Language:




Remote Desktop Control for support
Support per Forum
Support over Email
On‐Site service?
Service
Managed by Vendor, this means, can the whole
management process be done as a service by the
vendor?
Pricing (may vary)





English, German, French,
Dutch, Italian, Portuguese,
Spanish, Turkish, Chinese,
Korean, Croatian, Estonian,
Portuguese, Swedish,
Russian, Polish, Greek

All

English, French, Spanish,
German

English

English

Support
24/7/365 phone support

Supported Support Languages





German, English

In which languages are your (help) manuals available?






English, French, Spanish,
German






German, English









Management Server and
Console: English, Japanese,
German, Russian, French,
Spanish, Polish, Chinese,
Portuguese, Italian.
Client: Bulgarian, Chinese,
Croatian, Czech, Danish,
Dutch, English, Estonian,
Finnish, French, German,
Hungarian, Italian,
Japanese, Kazakh, Korean, Chinese, Czech, Danish,
Norwegian, Polish,
Dutch, English, Estonian,
Portuguese, Romanian,
Finnish, French, German,
Russian, Latin, Slovak,
Greek, Hungarian, Italian,
Slovenian, Spanish,
Japanese, Norwegian,
Swedish, Thai, Turkish,
Polish, Portuguese,
Ukrainian, Lithuanian.
Romanian, Russian,
Slovenian, Spanish,
Swedish, Turkish
English, Japanese,
German, Russian, French,
Spanish, Polish, Chinese,
Portuguese, Italian,
Bulgarian, Croatian, Czech,
Danish, Dutch, Estonian,
Finnish, Hungarian,
Kazakh, Korean,
Norwegian, Romanian,
Latin, Slovak, Slovenian,
Swedish, Thai, Turkish,
Ukrainian, Lithuanian



English, Danish, Finnish,
French, German,
Cantonese, English,
Japanese, Norwegian,
Swedish

English, French, Spanish,
German

English, Spanish, German

All


























Chinese, Dutch, English,
French, German, Italian,
Japanese, Korean,
Portuguese, Russian,
Spanish, Turkish

German, English, French,
Spanish, Italian, Chinese

English, Chinese, French,
English, German, Spanish,
Italian, German, Japanese,
French, Italian, Japanese, English, French, German,
Russian, Portuguese,
Italian, Japanese, Spanish,
Korean, Dutch, Polish,
Spanish, Turkish, Polish,
Chinese
Portuguese, Russian,
Arabic, Korean,
Swedish, Chinese
Vietnamese

English, Chinese, Korean,
French, Italian, German,
Spanish, Portuguese,
Russian, Czech, Polish,
Japanese

German, English, Italian

English



German, English





English, French, German,
Italian, Spanish,
English, French, German,
Spanish, Italian, Japanese, Portuguese, Czech, Polish,
Russian, Chinese, Korean,
Chinese
Japanese, Taiwanese



English

All

All






































Scenario A: 5 clients, server, outlook as mail client

recommended product
1 year Euro

avast! Endpoint Protection
Suite Plus

Avira Small Business
Security Suite

Cloud Security for
Endpoints by Bitdefender

eScan ISS SMB

ESET Endpoint Antivirus

F‐Secure Business Suite

IKARUS anti.virus

Kaspersky Small Office
Security

McAfee SaaS Endpoint

Sophos Endpoint
Protection ‐ Business

Symantec Endpoint
Protection .Cloud

Webroot SecureAnywhere
Business ‐ Enterprise
Protection

252

267

201

146

132

306

34

208

196

214

162

165

3 years Euro
1 year USD
3 years USD

456
270
486

534
343
686

403
246
491

285
166
324

301
166
378

765
306
765

55
44
70

625
209
418

343
210
367

428
244
488

389
175
419

390
180
420

avast! Endpoint Protection
Suite Plus

Avira Small Business
Security Suite

Cloud Security for
Endpoints by Bitdefender

eScan for Microsoft SBS

ESET Endpoint Antivirus +
ESET File Security

F-Secure Business Suite

IKARUS security.manager

Kaspersky Business Space
Security

McAfee SaaS Endpoint &
Email Protection Suite

Sophos Endpoint
Protection ‐ Business

987
1767
1039
1897

1260
2520
1619
3238

786
1571
958
1916

651
1270
740
1443

367
803
461
1007

941
2263
941
2263

910
1456
1170
1871

716
1610
780
1560

1610
3170
1509
3169

656
1312
731
1487

300
692
316
991

680
1632
732
1757

avast! Endpoint Protection
Suite Plus

Avira Small Business
Security Suite

Cloud Security for
Endpoints by Bitdefender
+ Bitdefender Security for
Exchange

eScan Enterprise

ESET Endpoint Antivirus +
ESET File Security + ESET
Mail Security

F-Secure Business Suite

IKARUS security.manager

Kaspersky Enterprise Space
Security

McAfee Endpoint
Protection Suite

Sophos Endpoint
Protection ‐ Business

Symantec Protection Suite
Enterprise Edition

Webroot SecureAnywhere
Business ‐ Enterprise
Protection

5249
9491
5451
10097

9067
18135
13390
26780

8572
17146
10455
20911

4882
9518
5546
10816

4910
10311
6162
12940

4818
12044
4818
12044

5454
8726
7009
11214

5166
11622
6210
12400

6738
11861
8005
14089

3950
7900
4500
9000

5292
10079
4944
9310

4824
11578
5195
12468

avast! Endpoint Protection
Suite Plus

Avira Small Business
Security Suite

On-premise Security by
Bitdefender

eScan Enterprise

ESET Endpoint Antivirus +
ESET File Security + ESET
Mail Security

F-Secure Business Suite

IKARUS security.manager

Kaspersky Enterprise Space
Security

McAfee Endpoint
Protection Suite

Sophos Endpoint
Protection ‐ Business

Symantec Protection Suite
Enterprise Edition

Webroot SecureAnywhere
Business ‐ Enterprise
Protection

19046
34091
20049
36097

32011
64022
47280
94560

27060
54120
33000
66000

23580
45990
26800
52260

16020
33662
20104
42245

15842
39600
15842
39600

19057
30491
24492
39187

18647
41954
25351
50601

28545
50240
32939
57973

18000
27000
20250
40500

27075
61563
20060
44579

19830
47592
21354
51250

avast! Endpoint Protection
Suite Plus

Avira Small Business
Security Suite

On-premise Security by
Bitdefender

eScan Enterprise

ESET Endpoint Antivirus +
ESET File Security + ESET
Mail Security

F-Secure Business Suite

IKARUS security.manager

Kaspersky Enterprise Space
Security

McAfee Endpoint
Protection Suite

Sophos Endpoint
Protection ‐ Business

Symantec Protection Suite
Enterprise Edition

Webroot SecureAnywhere
Business ‐ Enterprise
Protection

120140
220320
120140
220340

320110
742440
470750
1000000

270600
541200
330000
660000

180000
350900
204500
398800

117100
245310
146958
307859

81682
204204
81682
204204

120240
192384
154530
247251

134930
303500
207200
476450

162224
285470
187174
329357

180000
270000
202500
405000

220820
530030
159960
388788

155912
374189
167835
402804

Scenario B SMB: 1 SBS 2003 Server, 25 Clients

recommended product
1 year plan EURO
3 year plan EURO
1 year plan USD
3 year plan USD
Scenario C: 1 Fileserver, 1 Exchange server, 200
Clients

recommended product

1 year plan EURO
3 year plan EURO
1 year plan USD
3 year plan USD
Scenario D, 2 Fileserver, 1 Exchange server, 1000
Clients
recommended product
1 year plan EURO
3 year plan EURO
1 year plan USD
3 year plan USD
Scenario E: 10 Fileserver, 10 Exchange server, 10000
Clients
recommended product
1 year plan EURO
3 year plan EURO
1 year plan USD
3 year plan USD

Symantec Endpoint
Webroot SecureAnywhere
Protection Small Business
Business ‐ Enterprise
Edition
Protection

avast!
Supported Operating Systems

Management
Server/Console

Bitdefender

Avira
Protection
Client

Management
Server

Management
Console

Protection
Client

Management
Server/Console

eScan

Protection Client

Management
Server/Console

ESET

Protection Client

Management
Server/Console

F‐Secure
Protection
Client

Management
Server

Management
Console

Ikarus
Protection
Client

Management
Server/Console

Kaspersky Lab
Protection
Client

Management
Server/Console

McAfee

Protection
Client

Management
Server

Sophos

Management
Console

Protection
Client









Management
Server

Management
Console

Symantec
Protection
Client

Management
Server

Management
Console

Webroot
Protection
Client

Management
Server/Console

Protection
Client

Apple


Mac OS


Mac OS X
Mac OS X Server











iPhone OS / iPod OS















Windows 2000
Professional / Server / Advanded Server



















Advanced Server 64 Bit Intel























































Advanced Server 64 Bit Itanium


Data Center Server / DCS 64 Bit Intel







Data Center Server 64 Bit Itanium
Windows XP
Home / Professional











Media Center / Tablet PC Edition


Embedded








































































Windows Server 2003
Standard / Enterprise / Data Center / SBS





Cluster Server / Storage Server



















Web Edition




Home Basic / Home Premium





Business / Enterprise / Ultimate





R2 Standard / Enterprise

















































































































































































Windows Vista





































































Windows 7
Starter Edition



Home Premium



























Professional / Ultimate / Enterprise

































































































































Enterprise































































Server R2 (Standard/Enterprise)









Data Center / Web Edition













Windows Server 2008
Standard
Standard ‐ Core Installation























Foundation

















HPC


























































































Windows Mobile


Windows Mobile 5.0 / 6.0 / 6.1 / 6.5









Works for Citrix


Works for Citrix



































Symbian
OS 9.0 / 9.1 / 9.3


Series 60



Linux
Redhat
Redhat Enterprise Linux 3.x 32 Bit / 64 Bit



Redhat Enterprise Linux 4.x 32 Bit / 64 Bit



















Redhat Enterprise Linux 5.x 32 Bit / 64 Bit























































SUSE


SUSE Linux Enterprise Desktop 9.x 32 Bit / 64 Bit



SUSE Linux Enterprise Server 9.x 32 Bit / 64 Bit



SUSE Linux Enterprise Desktop 10.x 32 Bit / 64 Bit









SUSE Linux Enterprise Server 10.x 32 Bit / 64 Bit















Novell
Open Enterprise Server OES 32 Bit / 64 Bit



Open Enterprise Server OES2 32 Bit / 64 Bit













VMware
ESX 2.5.x







ESX 3.0.x







ESX 4.0.x







Amazon Linux AMI, hosted in-thecloud. The web Security Console
can be accessed from any browser.

Other supported OS

Solaris, NetBSD, Ubuntu, Free
BSD






CentOS, Ubuntu, Debian,
Fedora





Small
Business
Server,
CentOS,
Ubuntu,
Debian,
TurboLinux




























Microsoft
Hyper-V,
FreeBSD, HPUX,
OpenVMS,
TurboLinux,
Asianux,
Ubuntu LTS





Microsoft Hyper-V

Debian, Fedora,
Novell Linux,
Red Hat Linux,
SuSe Linux,
Ubuntu

Database
Does the product require a database
For how many users/clients is the free database
recommended


5000




Unlimited




20000





< 100

5000


5000

Which database is included (i.e. Microsoft SQL, Sybase,
MySQL, etc)

Microsoft SQL

MS Access,

MongoDB, database
infrastructure
stored in-the-cloud

Microsoft Access
(Jet database)
engine

H2 (embedded
database
engine)

Microsoft SQL
2008 R2 Express
in Email and
Server Security

Microsoft SQL 2005
Server Express
Edition

SQL Express

MS SQL Express
2008







Microsoft SQL

Which additional databases are supported
Microsoft SQL Server


Microsoft SQL Server 2000
Microsoft SQL Server 2005 / 2008 / 2008 R2







any ODBD
database
possible

Other







Microsoft SQL
Express, MySQL
Enterprise

MySQL 5.0, Oracle
9i and later

Email Server




Domino







Tobit





Dell NAS





Kerio





Microsoft Exchange









Linux

























Only via SMTP
gateway

Only via SMTP
gateway






Novell Netware Server
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