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Introduction 

Encryption of system drives and removable media is a very important security consideration for 

businesses large and small. If an encrypted device is lost or stolen, the data contained on it cannot 

be read without the appropriate password or encryption key, meaning that confidential business 

information remains safe. Using data encryption software, it is possible to encrypt the entire hard 

drive/solid state drive of a laptop or desktop computer, meaning that even if a thief physically 

removes the system drives and connects it to another computer, they will not be able to access any 

data or system files on it. Removable media encryption is another important feature of encryption 

software, meaning that e.g. a flash drive containing a business presentation can only be accessed 

by entering a password or encryption key. Finally, encryption of individual files and folders can be a 

simple means of granting selective access to company data. 

This review covers 5 mainstream encryption products for business. We have considered the range of 

features available, i.e. full disk/removable media/selected file and folder/email encryption; the ease 

of installation and use of the product; suitability for businesses of all sizes; manageability.  

Products reviewed 

Please note that we used the latest version of each product available at the time of the review 

(December 2016). 

• ESET DESlock+ Pro, with DESlock+ Enterprise Server 2.7.1 and DESlock+ Client 4.8.11 

• McAfee Drive Encryption 7.1.0 with McAfee ePolicy Orchestrator 5.1.0 

• Microsoft BitLocker for Windows 10 Enterprise, Version 1607 (Build 14393.447) 

• Sophos SafeGuard, with SafeGuard Management Center 8.00.2.13 and Sophos SafeGuard 

client software 8.00.0.251 

• Symantec Endpoint Encryption 11.1.0 
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Management Summary 

ESET DESlock+ stands out for a number of reasons. Firstly, the management console can be 

installed on any supported Windows client or Windows Server operating system, in either a 

workgroup or domain setup. This makes it particularly suitable for smaller businesses without Active 

Directory or a Windows Server machine. Secondly, the management server is very simple to set up, 

as the installation wizard automatically installs any prerequisite software, without the administrator 

having to do anything. No expertise in prerequisite software (e.g. SQL Server or Internet 

Information Services) is required. Again, this makes it ideal for smaller businesses without 

experienced, full-time IT staff. The management console has a very clean, simple layout, making it 

easy to find essential features and information. Users can manage encryption of their own 

removable media and files/folders using a very straightforward GUI on client PCs. DESlock+ is also 

notable for its full range of functionality, providing not only full HDD/SSD encryption, but full and 

partial encryption options for removable media, plus encryption of individual files and folders, and 

email encryption too. Recovery options include two different methods for recovering encrypted data 

from an unbootable computer.  
 

Microsoft BitLocker in Windows 10 has two distinct plus points: firstly, it is free, and secondly it 

is already integrated into the operating system, so no installation or configuration is required. Its 

functionality is accessed using Windows Explorer, and the functions it has are easy to use. However, 

it has the major drawback that there is no central management. Administrators must make and 

update lists of encryption keys and the machines they belong to. To manage remote users, 

administrators would need to use remote control software to perform tasks themselves, or provide 

users with instructions for this. There is also the question of securely transferring encryption keys 

from remote users to the administrator for backup purposes. BitLocker does not allow for partial 

encryption of removable media, or the encryption of individual files and folders. Small businesses 

using the Home edition of Windows 10 should note that BitLocker is not included in this variant. 
 

McAfee Drive Encryption requires the separate installation of the ePolicy Orchestrator management 

console on the server, and local installation of the management agent on the clients. However, we 

found installing these, and the Drive Encryption management server, to be very straightforward. 

Deployment of the clients is by remote push installation from the console, which again was 

unproblematic. Readers should note that McAfee Drive Encryption only covers system drives, and 

does not allow encryption of removable media devices, or specific files and folders. Although Active 

Directory is not required, the ePolicy Orchestrator management console has to be installed on a 

Windows Server operating system. 
 

Sophos SafeGuard provides managed encryption of system drives, removable media and individual 

files and folders. Although it does not require Active Directory, the console has to be installed on a 

Windows Server operating system. Installing and configuring the product requires some experience 

of Microsoft SQL Server and Internet Information Services, and the use of policies as typically found 

in enterprise endpoint protection software. This makes it better suited to larger companies with 

experienced, full-time IT staff. 
 

Symantec Endpoint Encryption  allows the encryption of system drives and removable media. It 

requires an Active Directory domain and is thus unsuitable for small businesses with workgroup 

configurations. Installation of the product requires experience of installing and configuring 

Microsoft SQL Server and Internet Information Services.  
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Feature table 

All the participating products offer full disk encryption. In the table below we have indicated 

whether the products additionally allow full and/or partial encryption of USB devices, encryption of 

individual files and folders, a “digital shredder” (secure file deletion) and email encryption. 

 

 

 

 

 

Suitability for use in businesses of all sizes 

All of the products in this review can be used in corporate environments with Windows Server 

operating systems and an Active Directory domain. The table below shows whether the system 

requirements make the product suitable for smaller businesses as well. Very small businesses will 

use a workgroup setup with Windows client operating systems only, and so will require a solution 

compatible with this setup. Many slightly larger companies that do use an Active Directory domain 

will not have full-time professional IT staff, and so need a product that can be installed without any 

specialist knowledge of e.g. Microsoft SQL Server or Windows Internet Information Services. 

Product Server OS required AD required 

Manual 

installation/configuration of 

prerequisite software 

required 

ESET No No No 

McAfee Yes No No 

Microsoft No No No 

Sophos Yes No Yes 

Symantec Yes Yes Yes 

                                              

1 Microsoft BitLocker Administration and Monitoring (MBAM) is available from Microsoft to manage BitLocker. 
However, readers should note that (a) this is a paid-for option, and (b) that it requires the use of, and 
expertise in, additional Microsoft software such as SQL server, System Center Configuration Manager, Active 
Directory, and Internet Information Services. 
2 Microsoft's Encrypting File System (EFS) is built into Windows, and allows encryption of individual files and 
folders. However, it is entirely separate from BitLocker and controls access to encrypted files using Windows 
user accounts. 
3 "Encrypt according to policy" 

Product 
Management 

console 

USB Device 

Complete 

Encryption 

USB Device 

Selected 

Encryption 

File and 

folder 

encryption 

Digital 

Shredder 

Email 

encryption 

ESET Yes Yes Yes Yes Yes Yes 

McAfee Yes No No No No No 

Microsoft No1 Yes No No2 No No 

Sophos Yes Yes No Yes3 No No 

Symantec Yes Yes Yes Yes No No 
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ESET DESlock+ Pro 

Overview 

Product version reviewed 

DESlock+ Enterprise Server 2.7.1 

DESlock+ Client 4.8.11 

Windows operating systems supported 

Clients: Windows XP, Vista, 7, 8, 8.1, 10 

Servers: Windows Server 2003 - 2012 

The DESlock+ Pro management console can be installed on any supported client or server operating 

system. Active Directory is not required. 

Other supported platforms 

DESlock+ also supports iOS devices (not covered in this review). 
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About the product 

ESET DESlock+ Pro provides centrally managed encryption software for Windows servers and 

workstations. It allows the encryption of complete system drives, virtual disks, removable media 

drives, individual files and folders, plus text and clipboard contents. A server-based central 

management console allows the administrator to monitor and manage encryption on all systems 

from a single location. The console is capable of managing multiple organizations, including 

multiple Active Directory domains and locations. However, because it does not require a Windows 

Server operating system or an Active Directory domain, it is equally suited to a small business with 

a single location and domain or workgroup. 

Additional features 

The DESlock+ Pro client software includes a digital shredder, meaning that users can securely delete 

sensitive files and folders on their PCs.  A cloud proxy server makes settings and updates available 

to clients without the security risk of opening ports on the management server.  

Product page on vendor’s website 

https://www.eset.com/int/business/endpoint-security/encryption-deslock/ 

What we liked about the product 

ESET DESlock+ provides a full range of encryption options, covering full disk, file/folder and 

removable media encryption, with management from a central console.  

The product is well suited to small businesses as well as corporations. The flexible technical 

requirements of the management console mean that it can run equally well on a Windows client OS 

in a workgroup as on a Windows Server computer in an Active Directory domain.  

The management server can be set up using a single installation wizard, which automatically 

installs any additional software components required (e.g. SQL Server). This, combined with a clean, 

simply laid-out console makes the product easy to use even for less-experienced administrators.  

The administrator can easily assign users access to encrypted data by means of assigning encryption 

keys to user groups. 

Intuitive client software makes it simple for users to encrypt files, folders, and removable devices 

on their own PCs. The addition of a new tab on the Ribbon interface of Microsoft Outlook makes 

encryption of emails a similarly easy task. 

In a very nice touch, the recovery password generator spells out letters in the form “Alpha Bravo 

Charlie…” to assist admins talking to remote users on the phone. 

Documentation for both the encryption software and the management console is comprehensive, 

very clearly laid, well-illustrated and easy to navigate. 
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Tips for users 

Section 4 of the Enterprise Server Manual provides a clear, step-by-step guide to preparing for the 

deployment of client software, and we recommend users to read this first before commencing 

installation and deployment.  

Documentation 

Manuals  

Separate manuals are provided for the management console and the encryption software: the 59-

page DESlock+ Enterprise Server Manual, and the 35-page DESlock+ User Manual. Both provide 

comprehensive instructions for installing, configuring and using the products, and specific sections 

can easily be accessed via the clickable contents pages, bookmarks, and hyperlinks within the text 

itself. Both are well illustrated with appropriate screenshots. 

Knowledge base 

There is a searchable knowledge base on the ESET website, which provides answers to frequently 

asked questions for DESlock+.4  

4 http://support.eset.com/kb3434/ 
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Management Console 

Installation and configuration 

To install the management console on the computer to be used as the management server, the 

administrator simply needs to run the installer file and click Start. Additional software components 

required by the console are installed automatically by the setup wizard, without any additional 

action being required: 

Layout 

The DESlock+ Enterprise Server console uses a very standard layout, with a left-hand pane showing 

an overview of items; clicking an item displays its details of in the main right-hand pane. The 

“tree” structure in the left-hand pane is very simple, consisting essentially of just Users and sub-

groups, plus Workstations and their sub-groups. The main details pane for each item includes a row 

of tabs for different aspects, plus a toolbar with commonly used commands for the item in question. 

The “hamburger” icon in the top right-hand corner of the console displays a menu of additional 

items: Switch Organization, Control Panel, Logout, Help.  
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Preparing for deployment 

Section 4 of the DESlock+ Enterprise Server Manual lists the steps necessary to prepare for 

deployment of the encryption software to client PCs. These include creating users (identified by 

email address), creating groups for workstations and users, assigning policies to these, and creating 

customised installation packages. The process will be familiar to administrators who are used to e.g. 

business antivirus software management, as it follows very similar principles. Additionally, the 

administrator needs to create activation codes for each use, which is also explained in the manual. 

Deploying the encryption software 

There are three possible methods of deploying the encryption software to client PCs, which again 

are very similar to those used in typical business antivirus products. The administrator can put the 

custom installer packages into a shared folder on the server, which can be accessed over the LAN 

from each client PC to be installed, or email users with an installation link. Alternatively, there is a 

push-installation option. We used the local installation via network share option in our test.  

Monitoring the network 

Workstations 

Groups (Teams) of client PCs are shown in the console tree under Workstations. Clicking on the 

folder symbol for any team, then the Workstations tab, displays the workstations within that team 

(please see main screenshot at the start of this report). Clicking on a workstation and clicking 

Details in the toolbar displays system information for the client, including Windows version 

information, basic hardware details, DESlock+ version information and installation date, and disk 

encryption information: 

The current status of the workstation is also shown. Clicking the workstation team folder, then the 

Workstation Policy tab, displays the policy settings applied to workstations in that team. 

Users 

User teams, individual users and user details are displayed in parallel fashion to workstations under 

Users in the console tree. 
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Managing the network 

Full disk encryption 

To encrypt a workstation’s system drive, the admin accesses the Workstation Details for the 

computer in question, and clicks Full Disk Encryption: 

This starts the disk encryption wizard.  A number of options are provided, including allowing the 

user to confirm, choose or change their passwords: 
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Integrated help feature 

Clicking the “hamburger” menu, then Help opens the same content as the server manual in a new 

browser tab: 
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Windows client software 

Installation 

The setup wizard is very simple, and only requires the admin to accept the licence agreement, enter 

a user name and company name, and restart the computer at the end. After logging back on to the 

PC, the admin is prompted to activate the software using the key generated during preparation for 

deployment. 

Program Interface 

The main functionality of the client software is accessed by right-clicking the DESlock+ System Tray 

icon. This displays a menu from which the program’s features can be accessed: 

Additionally, a DESlock+ Ribbon Tab is added to email windows in Microsoft Outlook, to allow email 

encryption: 

Email encryption 

Emails sent from Microsoft Outlook can be encrypted using the options shown in the screenshot 

above. 
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Full disk encryption 

The Full Disk Encryption item in the System Tray menu displays the status of full disk encryption: 

To actually encrypt a hard disk, the administrator uses the console, as described above. 

Removable media encryption 

This feature can be accessed from the System Tray menu, Removable Media. However, when a flash 

drive is connected to the client PC, DESlock+ automatically prompts the user to encrypt the drive: 
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Clicking Yes provides the choice of Full Disk or File Encryption: 
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Full USB Drive Encryption 

The screenshot below shows the progress display for Full Disk Encryption: 

As noted in the setup wizard, a fully encrypted removable drive can only be accessed from a 

computer running the full DESlock+ program, with the appropriate encryption key. 

Partial USB Drive Encryption 

The encryption wizard prompts the user to enter a password which will protect the encrypted files, 

then creates a new folder on the USB drive called “Encrypted”; files outside this folder will not be 

encrypted and can be accessed as normal: 

On another computer with the full DESlock+ program installed, the drive appears in exactly the same 

way as on the computer where it was encrypted. If the user has been assigned the same encryption 

key, he or she can open and edit files in the Encrypted folder without any further steps being 
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required. On a computer without DESlock+ installed, the USB drive will be shown without the 

encrypted folder, but with the portable DESlock+ app (DLPGO.EXE) available to run: 

If the user executes this, the password will be requested; when this has been entered, the 

encrypted folder opens in a new Windows Explorer window, and files in it can be edited as normal. 

File and folder encryption 

To encrypt an individual file (or folder) on the local PC, the user simply right-clicks it in Windows 

Explorer, and chooses one of the available encryption options from the DESlock+ sub-menu. These 

are to add the file to an existing or new encrypted archive file; encrypt the individual file; encrypt 

the individual file and send it as an email attachment: 
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The user is provided with a choice of encryption key or password to access an encrypted file: 

In either case, the encrypted file can only be read on a PC with the full DESlock+ program installed. 

Choosing an encryption key means that only other users who have the same encryption key can 

open it; choosing a password means that only those users who know the password can open the 

file. 
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Recovery options for encrypted hard drives 

User forgets password 

The DESlock+ login screen provides a Lost details option for the event that a user forgets their 

password. The user simply selects this, enters their username and presses the Enter button, and 

then reports the Index Number and Workstation ID (shown circled in red below) to the 

administrator. 

The admin then navigates to the correct team in the console, opens the Details pane for the user, 

and under FDE Logins clicks Recover. A recovery password, which will enable the user to log in and 

reset the password themselves, is generated. To aid the administrator in communicating this to the 

user over the phone, the developers have thoughtfully provided the “phonetic alphabet” (commonly 

used by police and military) version of the letters to avoid misunderstandings: 
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Recovering data from the encrypted HDD of unbootable PC 

If a PC with a fully encrypted hard disk fails to boot, due to e.g. hardware failure or system file 

corruption, DESlock+ provides two options for recovering data from the drive. Firstly, a custom-

made recovery boot disk ISO is available; the admin can burn this to CD/DVD/USB flash drive and 

use it to boot the PC: 

https://support.deslock.com/index.php?/Default/Knowledgebase/Article/View/211 

Should this not work for any reason, an alternative method, which involves booting from a standard 

Ubuntu Linux live disk, is available: 

https://support.deslock.com/index.php?/Knowledgebase/Article/View/208/0/how-to-use-ubuntu-if-

the-deslock-recovery-iso-fails   
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McAfee Drive Encryption 

Overview 

Product version reviewed 

McAfee Drive Encryption 7.1.0 

McAfee ePolicy Orchestrator 5.1.0 

Windows operating systems supported 

Clients: Windows XP (32-bit only); Vista, 7, 8, 8.1, 10 

Servers: Windows Server 2003, 2008 

The ePolicy Orchestrator console used to manage McAfee Drive Encryption can only be installed on a 

Windows Server operating system (2008/R2, 2012/R2). Active Directory is not required. 
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Other supported platforms 

McAfee Drive Encryption is also supported on Apple OS X systems (not covered in this review). 

About the product 

McAfee Drive Encryption is managed by McAfee’s server-based ePolicy Orchestrator console (which 

can also be used to manage many other products). It allows full-disk encryption Windows 

Server/Windows client systems. 

Product page on vendor’s website 

http://www.mcafee.com/hk/products/complete-data-protection.aspx 

Good points 

We found McAfee Drive Encryption to be straightforward to install and use. Although the manual 

lacks screenshots, it is comprehensive, and provides clear explanations. It is well laid-out and easy 

to navigate via bookmarks and a clickable contents page. 

Tips for users 

The Menu provides an at-a-glance overview of all the console’s major features. 

Documentation 

Manuals  

There is a comprehensive, 121-page guide to using the product available in .PDF format from the 

McAfee website.5 

Knowledge base 

There is a knowledge base on the McAfee website.6 

5

https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/24000/PD24867/en_
US/de_710_product_guide_en_us_RevB.pdf  
6 https://support.mcafee.com/ServicePortal/faces/knowledgecenter?_adf.ctrl-
state=1112me1q5h_70&p=Drive+Encryption&v=7.1.0&_afrLoop=825192279755000#!  
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Management Console 

Installation and configuration 

To install the McAfee ePolicy Orchestrator console, the admin just needs to run the installer file and 

click through a straightforward setup wizard. Once the console is up and running and the admin has 

logged in, the Drive Encryption package has to be “checked in” to the console to allow it to be 

managed. This is a simple procedure and is described in the manual.  

Layout 

By default, ePolicy Orchestrator opens on the Dashboards page, which provides a graphical overview 

of managed systems using pie charts. Other pages are accessed from the toolbar at the top of the 

window, or the menu in the top left-hand corner: 

Preparing for deployment 

Once the McAfee ePO agent has been installed on a client system, no further preparation is required 

before deployment can start.  
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Deploying the endpoint software 

The endpoint encryption software is deployed via remote push installation. This can be done by 

clicking Menu, Product Deployment, New Deployment, and then entering details such as the product, 

language and systems to be installed in the Product Deployment task page: 

Systems to be installed should be restarted after the deployment task has been created, so that 

they pick up the new policy. 
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Monitoring the network 

Workstations 

The Dashboard page shows an overview of the network, listing e.g. installed PCs, version number 

and disk status. Clicking System Tree, then a specific group of workstations, shows a list of managed 

PCs in that group. The admin can click on an individual client PC to see a detailed properties page: 

Users 

Existing users can be managed, and new users added, by clicking Menu, Users. 
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Managing the network 

Full disk encryption 

Go to the relevant group in the System Tree, select a machine, click Actions, Agent, Modify Policies 

on a Single System, then Product Settings, Edit Assignments from the Drive Encryption product page. 

Here the admin can edit the existing policy, or apply a new one; in either case, the encryption 

settings of the policy can be configured to allow encryption of a specific disk or disks: 

We selected All Disks in our test, and then saved the policy. 
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Integrated help feature 

Clicking the ? symbol in the top right-hand corner of the console window opens the local help 

service, which provides text instructions for Drive Encryption, plus the ePolicy Orchestrator console 

and its Agent: 

Windows client software 

Installation 

Installation of the Drive Encryption software on client PCs is carried out remotely from the console. 

The only thing to be installed on clients is the McAfee ePolicy Orchestrator Agent, which enables 

communication between client and server. This is done by creating an installation package in the 

console, which can be saved to a network share or USB drive, and then run on the client. 

Program Interface 

There is no user interface on the client PC; the product is managed entirely from the console. The 

McAfee Security Status message box, accessed from the McAfee Agent’s System Tray icon, shows the 

status of the Drive Encryption Agent. 

Email encryption 

We could not find a means of encrypting emails with McAfee Drive Encryption. 
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Full disk encryption 

This is managed from the console. 

Removable media encryption 

We could not find a means of encrypting removable media connected to the client PC via USB.  

Recovery options for encrypted hard drives 

User forgets password 

If a user forgets their password for an encrypted system drive, they can click Options, Recovery at 

the password prompt, then select Administrator/Smartphone Recovery, which will display a challenge 

code. This is provided to the administrator. In the ePO console, the admin clicks Menu, Data 

Protection, Encryption Recovery and then enters the challenge code provided by the user. After 

clicking Next, the admin will see response codes which can be provided to the user to unlock the 

drive. 
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Microsoft BitLocker in Windows 10 

Overview 

Product version reviewed 

For this review, we have looked at the BitLocker encryption features built into Windows 10 

Enterprise, Version 1607 (Build 14393.447). The Pro and Education versions of Windows 10 include 

exactly the same interface and functionality. 

Availability in other Windows operating systems 

Windows Vista Ultimate and Enterprise Editions 

Windows 7 Ultimate and Enterprise Editions 

Windows 8/8.1 Pro and Enterprise Editions 

Windows Server 2008/R2, 2012/R2, 2016 

About the product 

BitLocker encryption functionality is built into the Windows versions listed above. It allows 

users/admins to encrypt both complete system drives and removable media. It does not include any 

sort of central management feature, meaning that admins must encrypt individual devices locally, 

keep their own records of which devices have been encrypted, and arrange with individual users to 

keep backups of encryption keys etc.7 

7 Microsoft BitLocker Administration and Monitoring (MBAM) is a paid-for management console available to 
Microsoft business customers. 
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Product page on vendor’s website 

Not applicable 

Good points 

BitLocker offers easy-to-use basic encryption functionality for individual users with no installation 

or configuration required. 

Tips for users 

As there is no central management, system administrators should ensure that they distribute an 

encryption policy to all users, to ensure that there is a system for backing up everybody’s recovery 

keys etc. 

Documentation 

Microsoft have various resources relating to BitLocker available online, such as this FAQ page: 

https://technet.microsoft.com/en-us/itpro/windows/keep-secure/bitlocker-frequently-asked-

questions  

Management Console 

Not applicable 

Windows client software 

Installation 

This is not applicable, as the feature is built into the operating system. 

Program Interface 

BitLocker on individual drives is accessed by right-clicking the drive and clicking the relevant 

BitLocker entry. The BitLocker Drive Encryption applet in Control Panel provides an overview of 

encrypted drives on the device, and management options for these (please see main screenshot at 

the beginning of this review). 

Email encryption 

Not applicable 
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Full disk encryption 

To encrypt an internal system drive, the user just right-clicks the drive in Windows Explorer, and 

then Turn BitLocker on. If the device does not have a Trusted Platform Module chip, the admin has 

to use the Group Policy Editor in Windows to allow the use of an alternative.8 

Removable media encryption 

To encrypt a removable drive, the user just right-clicks the drive in Windows Explorer, and then Turn 

BitLocker on. Windows then provides a choice of password or Smart Card to unlock the drive: 

8 https://answers.microsoft.com/en-us/windows/forum/windows_10/bitlocker-in-windows-10-without-
tpm/f79add65-17c2-4a5d-92d6-e4d2a387119f 
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The next step is to save the recovery key, which will be needed to access the drive if the password 

or smart card is lost: 

The wizard then asks whether to encrypt the entire drive or only the used space: 
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The next step is to decide whether to use the latest encryption mode, or a compatibility mode that 

will allow older versions of Windows to read the encrypted drive: 

After this, the user can start the encryption process (or cancel the operation). 

If the encrypted drive is then connected to any computer – including the one it was encrypted on – 

Windows will display a notification that the drive is protected by BitLocker: 

Clicking this notification – or double-clicking the device in Windows Explorer – displays a password 

prompt to access the drive: 
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Recovery options for encrypted hard drives 

User forgets password 

If the user forgets the password for an encrypted system drive, pressing the Esc key at the BitLocker 

password prompt allows the recovery key to be entered. Please note that this is only applicable to 

devices that do not have a Trusted Platform Module (TPM) chip. 

Recovering data from the encrypted HDD of unbootable PC 

Booting the system from a Windows PE bootable drive with the manage-bde.exe tool and recovery 

key allows data to be recovered from the encrypted system drive of an unbootable PC. 
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Sophos SafeGuard Enterprise 

Overview 

Product version reviewed 

SafeGuard Management Center 8.00.2.13 

Sophos SafeGuard client software 8.00.0.251 

Windows operating systems supported 

Management Center: Windows 7, 8.1, 10; Windows Server 2008/R2, 2012/R2 

Client encryption software: Windows XP, Vista, 7, 8.1, 10 

Server encryption software: Windows Server Windows Server 2008/R2, 2012/R2 

The SafeGuard Enterprise Server component has to be installed on a Windows Server operating 

system, though an Active Directory domain is not required. 

Other supported platforms 

Sophos SafeGuard is also supported on Apple OS X and Android devices (not covered in this review). 
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About the product 

Sophos SafeGuard allows the encryption of complete system drives, removable media and individual 

files, and is managed centrally from a server-based console.  

Product page on vendor’s website 

https://www.sophos.com/en-us/products/safeguard-encryption.aspx 

Good points 

The management console is easy for admins to navigate due to its similarity to the .MMC consoles 

found in Windows. The Local Self Help method of password recovery enables a user to recover a lost 

password without having to contact the administrator.  

Tips for users 

Experience of Microsoft SQL Server and Internet Information Services is valuable when installing the 

console. Experienced system administrators who are used to e.g. corporate antivirus software will 

find the policy-based encryption methods familiar. 

Documentation 

Manuals  

A range of manuals is available: 

https://www.sophos.com/en-us/support/documentation/safeguard-enterprise.aspx# 

Knowledge base  

A searchable online knowledge base is provided: 

https://community.sophos.com/kb?TopicId=1371 

Management Console 

Installation and configuration 

Sophos SafeGuard requires additional software to be set up on the server before the product itself is 

installed; these items are listed under Prerequisites in the online manual, and include Microsoft 

Internet Information Services, .NET Framework 4.5 and ASP.NET 4.5, Universal C Runtime and 

Microsoft SQL Server. 

Two Sophos components, SafeGuard Enterprise Server and SafeGuard Management Center, can then 

be installed by completing two straightforward setup wizards. 
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Layout 

The SafeGuard management console uses a similar layout to the Microsoft Management Console, 

with a tree of items in a narrow left-hand pane, and a main right-hand pane to display details and 

options of the currently selected item.   

Preparing for deployment 

Under Prepare endpoint computers for encryption, the manual lists steps to be taken on client PCs 

before installing the encryption software. These include some general maintenance items, such as 

checking for disk space and running chkdsk.exe, and running the Sophos pre-installation package.  

Deploying the endpoint software 

The client encryption software can be deployed by push installation or running the setup file locally 

on the client. We used the latter method for our test. The installer file is created from the console, 

by running the Configuration Package Tool and saving the .MSI created to a network share/USB 

flash drive. 

Monitoring the network 

Workstations 

These can be managed by clicking the Users and Computers button in the bottom left-hand corner of 

the console window. 

Users 

These can be managed by clicking the Users and Computers button in the bottom left-hand corner of 

the console window. 
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Managing the network 

Full disk encryption 

This is carried out by creating/editing a policy under Policies, and assigning it to the appropriate 

devices. 

Integrated help feature 

Clicking Help, Help topics in the console window opens the program’s online help pages: 

https://docs.sophos.com/esg/sgn/8-0/admin/win/en-

us/webhelp/index.htm#concepts/Welcome.htm  
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Windows client software 

Installation 

To install the software on a client, the admin needs to download a configuration file called POACFG 

from the Sophos website, and then run the installer from a command prompt command that 

includes both the .MSI installer and configuration files. The setup wizard requires the admin to 

accept the EULA; optionally, it is possible to change the installation folder and select features: 

Program Interface 

The SafeGuard System Tray icon displays a menu when right-clicked, although this is oriented 

towards system administrators rather than end users: 

Email encryption 

We could not find a means of encrypting emails using Sophos SafeGuard. 
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Full disk encryption 

This is managed from the console. 

File and folder encryption 

Individual files and folders can be encrypted by right-clicking the file or folder, and selecting 

Encrypt according to policy in the SafeGuard sub-menu: 

For files, there is an additional option, Create password protected file. 

Removable media encryption 

This can be encrypted in the same way as for files and folders, described above. 

Recovery options for encrypted hard drives 

User forgets password 

There are two methods of recovering a forgotten password, namely Local Self Help and 

Challenge/Response. Sophos recommends the Local Self Help option, which involves the user 

entering their username at the logon screen and clicking Recover, then Local Self Help if both 

options are displayed. The system then asks the user a number of predefined and pre-recorded 

questions stored on the local computer. If the user answers these successfully, the password is 

displayed for a few seconds.  

Recovering data from the encrypted HDD of unbootable PC 

Data can be recovered from the encrypted system drive of an unbootable PC using a WinPE 

environment, available to download as an .ISO file from the Sophos website: 

https://community.sophos.com/kb/en-us/108805 
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Symantec Endpoint Encryption 

Overview 

Product version reviewed 

Symantec Endpoint Encryption 11.1.0 

Windows operating systems supported 

Management server: Windows Server 2008, 2012 

Management console and client: Windows Server 2008, 2012; Windows 7, 8, 8.1, 10 

The Symantec Endpoint Encryption server has to be installed on a Windows Server operating system 

that is a member of an Active Directory domain. 

Other supported platforms 

Mac OS X 

About the product 

Symantec Endpoint Encryption uses a server-based console to manage encryption of Windows client 

and server operating systems.  

Product page on vendor’s website 

https://www.symantec.com/products/information-protection/encryption/endpoint-

encryption 
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Good points 

The Symantec Endpoint Encryption Manager uses Microsoft’s MMC console, which will be familiar and 

easy to navigate for all Windows system administrators. This displays the Active Directory structure 

of the network, making it very straightforward to find computers/groups in the pre-existing 

structure. Once the client software has been installed, starting disk encryption can be done with a 

couple of clicks. There is a range of options for removable media encryption. 

Tips for users 

We would recommend admins to read the details of the software prerequisites in the Installation 

Guide before proceeding with installation. Experience of Microsoft SQL Server and Internet 

Information Services is very helpful. 

Documentation 

Manuals  

A wide range of documentation is available on the Symantec support website.9 

Knowledge base 

An online knowledge base is provided.10 

Management Console 

Installation and configuration 

Symantec Endpoint Encryption consists of two major components, the server (backend) and 

management console (user interface). The server component has to be installed on a Windows 

Server OS, and requires additional Microsoft software to be installed first, namely Internet 

Information Services (IIS), .NET 3.5 and 4.5, and SQL Server. Precise details of the components to 

be installed can be found in the Installation Guide. Once these prerequisites have been met, the 

management server can be installed using a straightforward setup wizard. The management console 

can be installed on the same computer as the backend, and/or other servers or workstation, again 

using a simple installation wizard. 

Layout 

Symantec Endpoint Encryption Manager uses the Microsoft MMC console, which will be familiar to all 

Windows administrators. The main configuration items are listed in the console tree in the left-hand 

pane; clicking on one of these displays the details in the larger right-hand pane. 

9 https://support.symantec.com/en_US/endpoint-encryption.html  
10 https://support.symantec.com/en_US/endpoint-encryption.html 
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Preparing for deployment 

Before deploying the software, we enabled file sharing and network discovery on client PCs. 

Deploying the endpoint software 

This can be done by creating an installation package under Symantec Endpoint Encryption Software 

Setup, Windows Client, and saving the installer to a network share, from where it can be run on 

client PCs. 

Monitoring the network 

Workstations and Users 

These can be seen under Symantec Endpoint Encryption Users and Computers, then the appropriate 

Active Directory Forest/domain/GPO.  

Managing the network 

Full disk encryption 

Disk encryption can be started very simply by locating the PC to be encrypted in Symantec Endpoint 

Encryption Users and Computers, then right-clicking it, pointing to Set Server Commands and clicking 

Encrypt All Drives. 

Integrated help feature 

We could not find an integrated help feature in the console. 
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Windows client software 

Installation 

This involves running the installer package created with the console (as described above). There are 

no choices to be made, and setup completes very quickly with no further input required. 

Email encryption 

This is not included in the product. 

Full disk encryption 

This is carried out from the console, as described above. 

Removable media encryption 

Options for this are set in the console, and the user experience will vary according to these 

settings. The admin can choose to block removable media completely, allow read-only access, 

encrypt devices automatically, encrypt new files automatically, or allow the user to choose what to 

do: 

Recovery options for encrypted hard drives 

User forgets password 

There are two methods of gaining access to a PC if the user has forgotten their password. Firstly, 

the user can press the F4 key on the keyboard, which will display preconfigured security questions 

for the user to answer. If these are answered correctly, the user will be able to access the PC and 

change their password. 

Recovering data from the encrypted HDD of unbootable PC 

ISO files to create bootable recovery devices are available on the Symantec website. 
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