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Enigma Software SpyHunter 4

This report was commissioned by Enigma Software. We have reviewed SpyHunter 4.25.6.4782 by

Enigma Software, and tested its malware removal capabilities using the latest build and updates
available at time of testing.

= SpyHunter 4 — "Malware Security Suite”

Get Support !;

A5 Sputunter

@ Mahware Scan (5 | Start New:Scan
Start New Scan »
Secan Results

Custom Scan

Disabled Programs

Backup

Exclusions

I & Registry Scan i el b

Click here to scan your computer for infections now!
i DMS-Settings
) [# Quick Scan

|@ System Guards e - =
—_— b W Click to turn System Guard ON or OFF

@ Spyware HelpDesk -

iﬂ Settings v

DB Yersion: 2017.05.20001
Produck Yersion: 4.75,6,4782
Pratecting Against; 1269380

Which versions of Windows does it work with?
Windows XP, Vista, 7, 8, 8.1, 10
Where can I find more information about the product?

http://www.enigmasoftware.com/products/spyhunter/
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Summary

We found SpyHunter to be an easy-to-use and effective tool for cleaning up malware infections.
Installing the program, running scans and removing any malware infections found are all very
straightforward tasks that could be performed by non-expert users. The program achieved a
creditable score in our malware removal test, and we consider the DNS Settings feature to be very
useful, as it helps to prevent changes to the DNS configuration by malware. We feel that SpyHunter
could be a valuable addition to any computer user’s security arsenal, if used in addition to a full
antivirus program with real-time protection.

We note that the subscription period is 6 months.
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Installing the product

Installation of SpyHunter is very simple and takes only a few clicks. The user has to select the
language to be used, and accept the end-user license agreement. The wizard displays the vendor’s
description of the product, along with information about the limitations of the trial version:

Enigma Software Installer

Carifified Dewnlead

Enigma Installer @ TRUSTe>

SpyHunter is an adaptive spyware detection & removal tool that provides rigorous
protection against the latest spyware threats including malware, trojans, rootkits &
malicious software. SpyHunter also includes the Spyware HelpDesk, which generates custom
fixes to specific problems that may be unique to your PC.

This application installs with limited functionality. Scan and diagnose mode are available by default.
Purchase is required to activate full functionality.

A& shortcut will be installed to the User's desktop, and the application will open automatically on startup.
This behavior can be easity disabled within SpyHunter's settings after installation, if desired.

CONTINUE

We feel that the description above may be confusing to some users, as it states that SpyHunter
provides “rigorous protection against the latest spyware threats...” - which might imply that it
prevents any spyware being installed, as opposed to removing it after the infection.

Main program window

The program’s main functionality is accessed from the buttons in the left-hand pane of the window,
these being Malware Scan, Registry Scan, DNS Settings, System Guards, Spyware HelpDesk, and
Settings.

Malware Scan lets the user run a scan for malicious software, with the option of a quick or full scan.
The submenu Custom Scan provides a choice of elements to be included in the scan; if Files is
selected, the drives to be scanned can be selected:

Scan Types
Memory
Registry
Cookies
Files
Roothits

Drive Selection

[Jc: Fixed drive
D: Fixed drive

We could not find a means of scanning individual folders or files, however.
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Registry Scan does not in itself provide any functionality, but advertises another Enigma Software
product, RegHunter.

DNS Settings “allows you to lock your DNS settings to major trusted DNS providers to prevent
malware from interfering with your system DNS”, according to the feature’s own description of itself.
It provides a simple interface for adding a list of reliable public DNS servers to Windows’ network
connection settings, and warns of any attempt to change these. As many malicious programs change
DNS settings, e.g. in order to prevent the download of antimalware tools by the user, protecting DNS
settings is a potentially valuable tool in protecting the system against the effects of malware.

u; DNS Settings Learn more?

SpyHunter allows you to lock your DNS settings to major trusted DMS providers to =
prevent malware from interfering with your systerm DNS. -

Activate Advanced DNS Protection (view details...)

DMS Configurations
Get DNS servers only from DHCP (if DHCP is enabled)

® Use all of the DNS providers below [Recommended Setting)
(") Google Public DNS Servers
() Werizon Public DNS Servers
CI OpenDMNS Free DNS Servers
() Comodo SecureDNS Free Public DMS Servers

(_)DNS Advantage Public DNS Servers

() Custom Settings

Tize DMNS Settings Set Custom DNS Servers

System Guards allows the user to block or allow specific processes. Under Malware and Threat Items,
known malware processes that have been blocked by the program are listed, while Safe Items shows
Windows components that have been allowed. User Added Items shows processes which have been
blocked or allowed by the user responding to the prompt shown by SpyHunter when an unknown
process runs for the first time. Finally, Active X Guarded Items lists Active X controls (Internet
Explorer customisations) known to be malicious, which will be blocked by SpyHunter.

Spyware HelpDesk has support-related links, enabling the user to submit or view support tickets or
open the support pages on the vendor’s website.

Settings provides configuration and scheduling options:
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— SpyHunter4 Configuration

Language: |Eng|ish >

&

Automaticaly check for updates

Start SpyHunter Security Suite on system startup

E ®

Start SpyHunter scan on program startup
Minimize SpyHunter on program startup
Hide splash screen

Default to alternate removal mechanism

OOoOO

Allow disabling of protected unknown items (advanced users only)

®

Repair registry associations on startup
Check for abnormal hidden files on startup

O ®

Ignore Browser Shortcut Arguments

|Prompt ~ | if any important windows components are disabled

|Prompt v | if web content is used on desktop

|Automatim||y {do not prompt) - | transmit diagnostic information

Using the program

After installation, an initial scan is run, which takes about 15 minutes. No malware was found on
our clean test system, as was to be expected. An overview of the registry keys scanned is displayed:

@Saﬁe Components: 814 s

Components listed below have been dassified as safe.

[+

B! HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run "

[B HKLM\SYSTEM\ CurrentControlSet\Services

@ HKLM\SOFTWARE\WoweE4 3 2Node\Microsoft\Wind ows\ CurrentVersion\Run

[B HKCUWSOFTWARE \Microsoft\Windows\ CurrentVersion\Run

[B HKLMY Systerm\CurrentControlSeth Control\Session Manager\KnownDlls

[B HKLMYSOFTWARE \Microsoft\Windows NT\CurrentVersion\Winlogon

[B HKLM\SOFTWAREYWowE432Node\Microsoft\Windows NT\CurrentVersion\Winlogon

[B HKLM\SYSTEMY\ CurrentControlSet\ ControlSecurityProviders

[B HKCR\htafile\shelhopen\cormmand

[B HKLM\SOFTWAREY Classes\htafile\shelhopen\command

[B HKLM\SOFTWARE Clients\ StartMenuInternet\IEXPLORE.EXE\shellopentcommand

[B HKLM\SOFTWAREYWoweE4 3 2Node\ Clients\ StartMenuIntern et IEXPLORE.EXE\shel\opent command
@ HKLM\SOFTWARE\Microsoft\Active Setup\Instaled Components

[ HKLM\SOFTWARE\Wow6432Node\Microsoft\Active Setup\Installed Components A

HEH B EHBBMNEBBHREBHBEFH

[+
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When we scanned a USB flash drive containing the dropper (“installer”) files for our 10 malware
samples, we found that only one of them was detected, even though SpyHunter detected all 10

samples post-execution.

As part of this user-interface review (and separately from the actual malware removal test described
in the next section), we actually infected the test system with one of the malware samples and then
ran a scan with SpyHunter to remove it. When doing this, we noted that when any program unknown
to SpyHunter (which includes all the malware samples used in our test) is first run, SpyHunter asks
the user whether to allow or block the program. Only a relatively small selection of clean programs is
known/allowed by default, and installers for two very popular and digitally signed antivirus
programs (for example) produce the prompt when executed:

™ Unknown Object Execution
@ Do you want to execute this object?
Object: C:\
Company: ThreatTrack Secunty, Inc
Description: VIPRE Setup

Version: 9.3.3.2

] Remember answer

\0 SH4 ExecutionGuard - Unknown object execution! A
Ny

Downloads \setupvipre-ntemet-security pro-trial .exe

Aow | @ sk

™ Unknown Object Execution
\@ Do you want to execute this object?
Object: C:\Users\
Company: Tencent
Description: PC Manager
Version: 12.1.26390.901

] Remember answer

\o SH4 ExecutionGuard - Unknown object execution! A
—

Vownloads' PCMor_Setup_121_26390_501.exe

Now | Q Bk

The user can run the program - whatever it is - by simply clicking Allow. Once we had executed the
malware and run a SpyHunter scan, SpyHunter displayed a list of the threats found, along with a big
green Fix Threats button, which removed all of the malware items found.
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When the scan results are displayed, the user can deselect any items to be removed by clearing the

tick (checkmark) from the appropriate box in the results list:

Scan Results

SpyHunter has finished scanning your computer

Toremove all detected threats, just dick the "Fix Threats” button below. Alternatively,
you can manually disable individual threats by dicking the chedkboxes in the sections
below,

—

/A\Threats: 3. e

Below is a list of harmful malware ohjects currently infecting your computer, When your scan has
completed, dick "Fix Threats” or "Fix Selected” to eradicate these objects.

- — g Trojan.Generic (3 infections)
Trojans install themselves secretly and guietly onto your computer, most often
by the simple downloading of emalt attachments (usuzlly .avi, .pif, .exe, and

even Jpa files.) Most Trojans gain complete control over your system after
installation, and with that may delete files; steal passwords, chanoge your
system sethngs, and monitor your computer acdtivity.

[

[ [F] {Trojan.Generic} winlogin.exe
| Q [RV] {Trojan.Generick winlogin
[1 M [P] {Trojan.Generict winlogin.exe

JE2]

Once cleaning is complete, the program informs the user that a reboot is required, and provides a

convenient button for doing this.

What are the program’s help features like?

The Help button in the top right-hand corner of the main window opens the product’s online User

Guide, which is like an online manual.?

! http://www.enigmasoftware.com/sh4help/index.php
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Malware Removal Test

In order to evaluate the malware removal capabilities of SpyHunter, we tested it against 10 different
malware samples. The test was performed with the latest available definitions at the time of testing
under Microsoft Windows 10 64-Bit RS1 (English).

Used samples

Below is a list of the used samples. Readers can ignore the IDs in parenthesis; we mention them
only as a reference for the tested AV vendor to identify them based on the samples they received
from us after this test?.

Sample 1 (f365f6): Banker trojan
Sample 2 (c68610): Tescrypt ransomware
Sample 3 (3d0f56): Bunitu trojan
Sample 4 (169e15): Omaneat trojan
Sample 5 (ab05af): Ceelnject trojan
Sample 6 (586b59): Dodiw backdoor
Sample 7 (00ab96): Sality virus

Sample 8 (0a912f): Kovter trojan
Sample 9 (449001): Dacic trojan

Sample 10 (22d039): Boostro trojan
Test Procedure

» Thorough malware analysis for each sample, to see exactly what changes are made

* Infect physical machine with one threat, reboot and make sure that threat is fully running

e Install and update the anti-virus product

» If not possible, reboot in safe mode; if safe mode is not possible and in case a rescue disk of
the corresponding AV-Product is available, use it for a full system scan before installing

*  Run thorough/full system scan and follow instructions of the anti-virus product to remove
the malware, as a typical home-user would do

* Reboot machine

e Manual inspection/analysis of the system for malware removal and remnants

2 To avoid providing to malware authors information that could be potentially useful for them in improving
their creations, this report contains only general information about the malware/remnants, without any
technical instructions/details.
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Ratings

We allowed certain negligible/unimportant traces to be left behind, mainly because a perfect score
can’t be reached due to the behaviour/system-modifications made by some of the malware samples
used. The “removal of malware” and “removal of remnants” are combined into one dimension and we
took into consideration also the convenience. The ratings are given as follows:

a) Removal of malware/traces

* Malware removed, only negligible traces left (A)

* Malware removed, but some executable files, MBR and/or registry changes (e.g. loading
points, etc.) remaining (B)

* Malware removed, but annoying or potentially dangerous problems remaining (e.g. error
messages, compromised hosts file, disabled task manager, disabled folder options,
disabled registry editor, detection loop, etc.) (C)

* Only the malware dropper has been neutralized and/or most other dropped malicious
files/changes were not removed, or system is no longer normally usable; dropped
malicious files are still on the system; removal failed (D)

b) Convenience:

* Removal could be done in normal mode (A)

* Removal requires booting in Safe Mode or other built-in utilities and manual actions (B)
* Removal requires Rescue Disk (C)

* Removal or install requires contacting support or similar; removal failed (D)

Scoring system

The following scoring system has been used:

AA =100

AB =90 The scoring is then given based on the rounded mean value
AC=280 reached:

BA=70

BB = 60 86-100 points: Very good

BC =50 71-85 points: Good

CA =40 56-70 points: Mediocre

CB =30 Lower than 56 points: Bad

CC=20

DD= 0
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Results

Based on the above scoring system, we get the following summary results:

SpyHunter Comments
1 AA Malware removed
2 AA Malware removed
3 AA Malware removed
o L4 BA Loading point not removed
=2 |5 AA Malware removed
§ 6 AA Malware removed
7 CA Annoying problems remaining
8 CA Annoying problems remaining
9 AA Malware removed
10 BA Dropped malware not removed
Points | o 82

www.av-comparatives.org

Scores between 71 and 85 points are considered to represent “Good” malware removal capabilities.

Our test indicated that under some circumstances, a Quick Scan by SpyHunter could possibly miss
older infections (based on the timestamp of registry entries created by the malware), so running a
Full Scan is advisable if the infection is not very recent.

Summary

Good points

* Quick and easy to install

* Running scans and removing (installed) malware found is simple

» DNS protection feature is valuable, and easy to use
* Good malware removal capability

Areas for improvement

e Malware droppers rarely detected before or during execution

*  “Unknown Object Execution” alerts displayed for common clean software installers

» Timestamps of registry entries impact the ability to detect/remove malware
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Copyright and Disclaimer

This publication is Copyright © 2017 by AV-Comparatives ®. Any use of the results, etc. in whole or
in part, is ONLY permitted after the explicit written agreement of the management board of AV-
Comparatives, prior to any publication. AV-Comparatives and its testers cannot be held liable for
any damage or loss, which might occur as result of, or in connection with, the use of the
information provided in this paper. We take every possible care to ensure the correctness of the
basic data, but a liability for the correctness of the test results cannot be taken by any
representative of AV-Comparatives. We do not give any guarantee of the correctness, completeness,
or suitability for a specific purpose of any of the information/content provided at any given time.
No one else involved in creating, producing or delivering test results shall be liable for any indirect,
special or consequential damage, or loss of profits, arising out of, or related to, the use or inability
to use, the services provided by the website, test documents or any related data.

For more information about AV-Comparatives and the testing methodologies, please visit our
website.

AV-Comparatives (May 2017)



