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Details of false alarms 

In AV testing, it is important to measure not only detection capabilities but also reliability. One aspect 

of reliability is the ability to recognize clean files as such, and not to produce false alarms (false 

positives). No product is immune from false positives (FPs), but some produce more than others. False 

Positives Tests measure which programs do best in this respect, i.e. distinguish clean files from 

malicious files, despite their context. There is no complete collection of all legitimate files that exist, 

and so no "ultimate" test of FPs can be done. What can be done, and is reasonable, is to create and 

use a set of clean files which is independently collected. If, when using such a set, one product has 

e.g. 15 FPs and another only 2, it is likely that the first product is more prone to FPs than the other. 

It doesn't mean the product with 2 FPs doesn't have more than 2 FPs globally, but it is the relative 

number that is important. 

All listed false alarms were encountered at the time of testing. False alarms caused by unencrypted 

data blocks in anti-virus related files were not counted. If a product had several false alarms belonging 

to the same application, it is counted here as only one false alarm. Cracks, keygens, or other highly 

questionable tools, including FPs distributed/shared primarily by vendors (which may be in the several 

thousands) or other non-independent sources are not counted here as false positives. 

In order to give more information to the user about the false alarms, we try to rate the prevalence of 

the false alarms. Files which were digitally signed are considered more important. Due to that, a file 

with the lowest prevalence level (Level 1) and a valid digital signature is upgraded to the next level 

(e.g. prevalence “Level 2”). Extinct files which according to several telemetry sources had zero 

prevalence have been provided to the vendors in order to fix them, but have also been removed from 

the set and were not counted as false alarms. 

The prevalence is given in five categories and labeled with the following colors:  

Level Presumed number of affected users Comments 

1  Probably fewer than a hundred users 
Individual cases, old or rarely used 

files, very low prevalence 

2  Probably several hundreds of users Initial distribution of such files was 

probably much higher, but current 

usage on actual systems is lower 

(despite its presence), that is why also 

well-known software may now affect / 

have only a prevalence of some 

hundreds or thousands of users. 

3  Probably several thousands of users 

4  
Probably several tens of thousands (or 

more) of users 

5  
Probably several hundreds of thousands or 

millions of users 

Such cases are likely to be seen much 

less frequently in a false alarm test 

done at a specific time, as such files 

are usually either whitelisted or would 

be noticed and fixed very fast. 

Most false alarms will probably (hopefully) fall into the first two levels most of the time.  
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In our opinion, anti-virus products should not have false alarms on any sort of clean files regardless 

of how many users are currently affected by them. While some AV vendors may play down the risk of 

false alarms and play up the risk of malware, we are not going to rate products based on what the 

supposed prevalence of false alarms is. We already allow a certain number of false alarms (currently 

10) inside our clean set before we start penalizing scores, and in our opinion products which produce 

a higher number of false alarms are also more likely to produce false alarms with more prevalent files 

(or in other sets of clean files). The prevalence data we give for clean files is just for informational 

purpose. The listed prevalence can differ inside the report, depending on which file/version the false 

alarm occurred, and/or how many files of the same kind were affected. 

There may be a variation in the number of false positives produced by two different programs that use 

the same engine (principal detection component). For example, Vendor A may license its detection 

engine to Vendor B, but Vendor A’s product may have more or fewer false positives than Vendor B’s 

product. This can be due to factors such as different internal settings being implemented, differences 

in other components and services such as additional or differing secondary 

engines/signatures/whitelist databases/cloud services/quality assurance, and possible time delay 

between the release of the original signatures and the availability of the signatures for third-party 

products. 

False Positives (FPs) are an important measurement for AV quality. Furthermore, the test is useful and 

needed to avoid that vendors optimize products to score good in tests by looking at the context – 

this is why false alarms are being mixed and tested the same way as tests with malware are done. One 

FP report from a customer can result in large amount of engineering and support work to resolve the 

issue. Sometimes this can even lead to important data loss or system unavailability. Even “not 

significant” FPs (or FPs on older applications) deserve mention and attention because FPs are likely 

to be a result of principled rule detections. It just happened that the FP was on an insignificant 

file. The FP possibility is probably still in the product and could potentially cause an FP again on a 

more significant file. Thus, they still deserve mention and still deserve to be penalised. Below you will 

find some info about the false alarms we observed in our independent set of clean files. Red entries 

highlight false alarms on files that were digitally signed. 

The detection names shown were taken mostly from pre-execution scan logs (where available). If a 

threat was blocked on/during/after execution (or no clear detection name was seen), we state 

“Blocked” in the column “Detected as”. 
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ESET and TotalAV and zero had zero false alarms. 

 

Avira 

False alarm found in some parts of Detected as Supposed prevalence 

Scuba package Blocked  
 

Avira had 1 false alarm. 

 

Avast / AVG 

False alarm found in some parts of Detected as Supposed prevalence 

Games package Blocked (UD) 
 

Skype package Blocked 
 

 

Avast and AVG had 2 false alarms. 

 

G Data 

False alarm found in some parts of Detected as Supposed prevalence 

Autostartmanager package Blocked 
 

Clara package 
Blocked 

 
 

G Data had 2 false alarms.  

 

Kaspersky 

False alarm found in some parts of Detected as Supposed prevalence 

Aston package Trojan.Win32.Agent.xatsuw  

YourUninstaller package VHO_Packed.Win32.Katusha.gen  
 

Kaspersky had 2 false alarms. 

 

Norton 

False alarm found in some parts of Detected as Supposed prevalence 

CDDVDburner package Blocked 
 

Databecker package Blocked 
 

Spam package 
Blocked 

 
 

Norton had 3 false alarms. 

 

Bitdefender / Total Defense 

False alarm found in some parts of Detected as Supposed prevalence 

Dlink package Blocked 
 

FrameShow package Blocked 
 

Maple package Blocked 
 

Moorhuhn package Blocked 
 

PersonalDesktop package Blocked 
 

Zylom package Blocked 
 

 

Bitdefender and Total Defense had 6 false alarms. 
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McAfee 

False alarm found in some parts of Detected as Supposed prevalence 

Adobe package Blocked  

Autohotkey package JTI/Suspect.196612!82fb73afa349  

Bwm package Blocked 
 

LCD package Blocked 
 

Moorhuhn package Blocked 
 

Skiracing package 
Blocked 

 

Tennis package Blocked 
 

WhyNotWin11 package JTI/Suspect.196612!64f908f60053  

Zylom package Blocked  
 

McAfee had 9 false alarms. 

 

Trend Micro 

False alarm found in some parts of Detected as Supposed prevalence 

FlashJester package 
Blocked 

 

Hamburg package Blocked 
 

Menue package Blocked 
 

Nero package Blocked 
 

nHancer package 
Blocked 

 

Pause package Blocked 
 

Snorkel package Blocked 
 

SysBackup package Blocked 
 

Tiscali package 
Blocked 

 

UTC package Blocked 
 

 

Trend Micro had 10 false alarms. 

 

F-Secure 

False alarm found in some parts of Detected as Supposed prevalence 

AAMS package Blocked 
 

Boer package Blocked 
 

DpZip package 
Blocked 

 

DrSoftware package Blocked 
 

EasyVideo package Blocked 
 

Freshdow package Blocked 
 

GetMP3 package Packed_MSIL/SmartIL.A  

Maple package Blocked 
 

Musicbase package Blocked 
 

Shark package Blocked 
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StartupStar package Blocked 
 

TrojanRemover package Blocked 
 

USBaccess package 
Blocked 

 

WinCon package Blocked 
 

 

F-Secure had 14 false alarms. 

 

Microsoft 

False alarm found in some parts of Detected as Supposed prevalence 

AcooBrowser package Blocked 
 

AntiPhishing package Blocked 
 

Auszeit package Blocked 
 

Autoruns package Blocked 
 

Benchemall package Blocked 
 

Brother package Blocked 
 

Cedocida package Blocked 
 

Chantrey package Blocked 
 

Databecker package Blocked 
 

Digitalisier package Blocked 
 

DpZip package Blocked 
 

FlashJester package Blocked 
 

Fujicolor package Blocked 
 

Games package Blocked 
 

GGTuner package Blocked 
 

Gipf package Blocked 
 

Knoppix package Blocked 
 

Merant package Blocked 
 

Nero package Blocked 
 

PowerShell package Blocked 
 

Scribus package Blocked 
 

Scuba package Blocked 
 

Skripts package Blocked 
 

Sysreport package Blocked 
 

Tclock package Blocked 
 

TimePack package Blocked 
 

Tiscali package Blocked 
 

UTC package Blocked 
 

WhyNotWin11 package Trojan_Win32/CryptInject 
 

WinterGames package Blocked 
 

Xobni package Blocked 
 

YourUninstaller package Blocked 
 

 

Microsoft had 32 false alarms. 
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K7 

False alarm found in some parts of Detected as Supposed prevalence 

3Duser package Blocked 
 

Akelpad package 
Blocked 

 

AntiPhishing package Blocked 
 

Ascgen package Blocked 
 

Aston package Blocked 
 

AstroGrep package 
Blocked 

 

Autostartmanager package Blocked 
 

Battery package Blocked 
 

Benchmark package Blocked 
 

Bluescreenview package 
Blocked 

 

ClonyXXL package Blocked 
 

Clustermines package Blocked 
 

CPU package Blocked 
 

DeusEx package Blocked 
 

Diskim package Blocked 
 

E-Calc package Blocked 
 

EasyImage package Blocked 
 

EFsoftware package Blocked 
 

Elevate package 
Blocked 

 

FK package Blocked 
 

Fotowerkzeug package Blocked 
 

Fritz package Blocked 
 

Galileo package 
Blocked 

 

GGTuner package Blocked 
 

Guitar package Blocked 
 

Hyperdesktop package Blocked 
 

JoWood package 
Blocked 

 

License package Blocked 
 

Locknote package Blocked 
 

Macrorecorder package Blocked 
 

Mailbox package 
Blocked 

 

Markus package Blocked 
 

Maxx package Blocked 
 

Maxxpi package Blocked 
 

MenuApp package Blocked 
 

Mobigame package Blocked 
 

MP4 package Blocked 
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Nero package Blocked 
 

No23recorder package Blocked 
 

OnlineTV package 
Blocked 

 

Orangegem package Blocked 
 

ORF package Blocked 
 

Photozoom package Blocked 
 

Polish package 
Blocked 

 

PremiumBooster package Blocked 
 

Rachota package Blocked 
 

RemindMe package Blocked 
 

SendToBack package Blocked 
 

Servi package Blocked 
 

SmartFTP package Blocked 
 

SpywareBlaster package Blocked 
 

Tclock package Blocked 
 

Thumbnail package 
Blocked 

 

Tiscali package Blocked 
 

TrayFactory package Blocked 
 

ViGlance package Blocked 
 

VirtualPiano package 
Blocked 

 

VolumeWheel package Blocked 
 

WhatInStartup package Blocked 
 

Wifi package Blocked 
 

winamp package 
Blocked 

 

WinBoard package Blocked 
 

Wonderfox package Blocked 
 

Wsarc package Blocked 
 

Xenon package 
Blocked 

 

Zattoo package Blocked 
 

Zylom package Blocked 
 

 

K7 had 67 false alarms. 

 

Panda 

False alarm found in some parts of Detected as Supposed prevalence 

2XD package Blocked 
 

AbiWord package 
Blocked 

 

Acer package Blocked 
 

ActiveKeys package Blocked 
 

Animator package Trj/Agent.TV  
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AntiPhishing package Blocked 
 

Benchemall package Blocked 
 

Benchmark package 
Blocked 

 

Bible package Blocked 
 

Blinkx package Blocked 
 

Boer package Blocked 
 

Buchdruck package 
Blocked 

 

Call package Unknown name  

Cedocida package Blocked 
 

CineMac package Blocked 
 

ClickEncrypt package Blocked 
 

Cloner package Blocked 
 

ContactWorlf package Blocked 
 

CopyToDVD package Blocked 
 

Databecker package Blocked 
 

Defrag package 
Blocked 

 

Dlink package Blocked 
 

DMT package Blocked 
 

DpZip package Blocked 
 

DVBviewer package 
Blocked 

 

DVDplay package Blocked 
 

EA package Blocked 
 

Easo package Unknown name  

EBlinkx package Unknown name  

Feratel package Blocked 
 

FixWin package Blocked 
 

Floola package Trj/Agent.TV  

Fotowerkzeug package Blocked  

FoxIt package Unknown name  

FrameShow package Blocked  

Fraps package Trj/GdSda.A  

FScommand package Blocked 
 

Gaijin package Blocked 
 

GameXP package Blocked 
 

GMST package Blocked 
 

Hardpage package Blocked 
 

HTTPsynch package 
Blocked 

 

Import package Blocked 
 

IMU package Blocked 
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Ipx package Blocked 
 

IrfanView package Blocked 
 

ITunes package 
Blocked 

 

JkDefrag package Blocked 
 

Kalender package Blocked 
 

Lazarus package Trj/GdSda.A  

Lezioni package 
Blocked 

 

License package Blocked 
 

Lockon package Blocked 
 

Lottofee package Blocked 
 

Makarevich package Blocked 
 

Markus package Blocked 
 

Menue package Blocked 
 

Murb package Blocked 
 

Musicbase package Blocked 
 

MySpace package 
Blocked 

 

OpenOffice package Blocked 
 

Opera package Blocked 
 

OutlookAttach package Blocked 
 

Page package 
Blocked 

 

Passmark package Blocked 
 

Pause package Blocked 
 

PDFencrypt package Blocked 
 

PersonalDesktop package 
Blocked 

 

Phoenix package Blocked 
 

Pinner package Blocked 
 

Restore package Blocked 
 

RiseOfVenice package 
Blocked 

 

Robotask package Blocked 
 

Screencamera package Blocked 
 

Scuba package Blocked 
 

SecureWorld package Blocked 
 

SeqSave package Blocked 
 

Shutup package Blocked 
 

Skripts package Blocked 
 

Skype package Trj/Agent.TV  

SlimXP package 
Blocked 

 

SlipStreamer package Blocked 
 

Subtitle package Trj/RnkBend.A  
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Sysreport package Blocked 
 

TestDrive package Unknown name  

TimePack package 
Blocked 

 

Tiscali package Blocked 
 

Tractor package Blocked 
 

Tweakpower package Blocked 
 

Twichtel package 
Blocked 

 

UFM package Blocked 
 

WinnerTweak package Blocked 
 

WinReducer package Blocked 
 

WinSpeed package Blocked 
 

WinterGames package Unknown name  

YabeBrowser package Blocked 
 

YTwizard package Blocked 
 

Zbackup package Blocked 
 

ZCron package 
Blocked 

 

ZonerDraw package Blocked 
 

Zvolume package Blocked 
 

Zylom package Blocked  
 

Panda had 102 false alarms.   
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provided in this paper. We take every possible care to ensure the correctness of the basic data, but a 

liability for the correctness of the test results cannot be taken by any representative of AV-

Comparatives. We do not give any guarantee of the correctness, completeness, or suitability for a 

specific purpose of any of the information/content provided at any given time. No one else involved 

in creating, producing or delivering test results shall be liable for any indirect, special or consequential 

damage, or loss of profits, arising out of, or related to, the use or inability to use, the services provided 

by the website, test documents or any related data. 
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