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https://www.av-comparatives.org/enterprise/
https://www.europol.europa.eu/cms/sites/default/files/documents/Spotlight%20Report%20-%20Cyber-attacks%20the%20apex%20of%20crime-as-a-service.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Spotlight%20Report%20-%20Cyber-attacks%20the%20apex%20of%20crime-as-a-service.pdf
https://www.av-comparatives.org/origin-evolution-an-in-depth-exploration-of-advanced-persistent-threat-apt-groups/


 



https://www.ibm.com/security/data-breach
http://www.ponemon.org/research/ponemon-library/security/the-cost-of-malware-containment.html
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https://attack.mitre.org/tactics/TA0001/
https://attack.mitre.org/tactics/TA0002/
https://attack.mitre.org/tactics/TA0003/


 

 

1 

P
ow

er
S

he
ll 

E
m

pi
re

 

EXE Obfuscated dropper with spoofed cert and bypasses             

2 CPL Obfuscated CPL with ETW bypass and spoofing             

3 EXE Signed utility clone with stealthy memory bypass             

4 SCR Obfuscated screen saver with ETW bypass logic             

5 EXE USB-propagated dropper with stealthy memory evasion             

6 VBS Obfuscated VBScript with macro-style injection             

7 VBS VBScript payload leveraging valid user credentials             

8 BAT Obfuscated batch script abusing valid account access             

9 EXE Signed loader with logging bypass and obfuscation             

10 HTA HTA payload abusing MSHTA for proxy execution             

11 
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EXE Signed stageless loader with full telemetry evasion             

12 PIF Stealthy PIF loader bypassing MOTW and logs             

13 CPL Obfuscated CPL dropper spoofing update installer dialog             

14 XLL Obfuscated Excel add-in with logging evasion logic             

15 CHM Compiled help file triggering stealthy shellcode injection             

16 VBS VBScript payload executing from removable media device             

17 PS1 PowerShell reverse shell with manual AMSI bypass             

18 HTA HTA dropper abusing MSHTA for remote shell             

19 MSI Signed installer leveraging MSIexec for stealthy access             

20 HTA Remote shell via MSHTA and clipboard launch             

21 

C
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EXE Spoofed binary with obfuscated stageless shellcode loader             

22 EXE Installer decoy delivering obfuscated stageless shellcode payload             

23 CPL Obfuscated CPL loader spoofing trusted installer metadata           
  

24 HTA HTA script from USB abusing MSHTA execution             

25 EXE Spoofed remote tool executing obfuscated DNS shellcode             
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EXE Legitimate binary backdoored with obfuscated shellcode             

27 CHM Compiled help file executing obfuscated PowerShell loader             

28 CPL Obfuscated CPL loader abusing control panel execution             

29 SCT SCT file leveraging regsvr32 for stealth execution             

30 BAT Obfuscated batch script launching shellcode from USB             

31 XLL Malicious Excel add-in with stealth update lure             

32 HTA HTA script leveraging trusted access and MSHTA             

33 SCR Spoofed screensaver dropper with stealthy execution flow             

34 VBS VBScript payload leveraging trusted lateral access path             

35 DLL Malicious DLL executed via trusted rundll32 proxy             

36 
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EXE Spoofed scanner binary with MOTW and log evasion             

37 HTA Malicious support tool leveraging MSHTA execution proxy             

38 PIF Spoofed installer dropper disabling logs and defences             

39 LNK LNK shortcut dropper with icon-based obfuscation             

40 DLL Obfuscated DLL dropper executed via rundll32 export             

41 SCR Masqueraded screensaver loader with logging evasion logic             

42 HTA HTA payload abusing trust and MSHTA execution             

43 MSI Malicious installer leveraging MSIexec in trusted context             

44 VBS VBScript payload launched via trusted internal access             

45 EXE Obfuscated executable mimicking tool in trusted environment             

46 
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2 

EXE Spoofed installer evading kernel-based detection mechanisms             

47 SCR Spoofed screensaver evading logging and userland hooks             

48 CPL Spoofed control panel applet bypassing logging controls             

49 PIF Obfuscated PIF masquerading as installer with evasion             

50 XLL Stealthy Excel add-in faking log export operation             

 



 

https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/tactics/TA0004/
https://attack.mitre.org/tactics/TA0007/
https://attack.mitre.org/tactics/TA0008/
https://attack.mitre.org/tactics/TA0006/


 

 

 

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

            

 



 

https://attack.mitre.org/tactics/TA0009/
https://attack.mitre.org/tactics/TA0010/
https://attack.mitre.org/tactics/TA0011/
https://attack.mitre.org/tactics/TA0040/
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Feature List Endpoint Prevention and Response (EPR) - as of Summer 2025 Bitdefender Check Point CrowdStrike Elastic ESET Fortinet G Data Kaspersky Palo Alto Networks VIPRE

Product Name GravityZone Business Security 
Enterprise

Harmony Endpoint Advanced Falcon Elite Security PROTECT Enterprise Cloud FortiEDR Endpoint Protection Business EDR Expert (on-premises) Cortex XDR Prevent Endpoint Detection & 
Response

Version Number  7.9 88.70  7.16 9.0  6.3  5.2  15.8 7.0  8.8  13.2 

Supported languages - endpoint client English, Spanish, German, 
Romanian, French

English, German, Polish, Czech, 
Greek, Italian, Russian, French, 
Japanese, Spanish, Portuguese, 

Ukrainian

English English

English, Arabic, Bulgarian, 
Chinese, Croatian, Czech, 
Dutch, Estonian, Finnish, 
French, German, Greek, 

Hebrew, Hungarian, 
Indonesian, Italian, Japanese, 

Kazakh, Korean, Latvian, 
Lithuanian, Norwegian, Polish, 

Portuguese, Romanian, 
Russian, Spanish, Swedish, 

Slovak, Slovenian, Thai, 
Turkish, Ukrainian, Vietnamese

English

English, German, Polish, Czech, 
Greek, Italian, Russian, French, 
Japanese, Spanish, Portuguese, 

Ukrainian

Arabic, Czech, Chinese, Dutch, 
English, French, Japanese, 

Hungarian, Italian, German, 
Kazakh, Korean, Polish, 

Portuguese, Portuguese, 
Romanian, Russian, Spanish, 

Turkish, Vietnamese

English, German, Japanese, 
Spanish, French, Chinese

English

Supported languages - management console 
English, Spanish, German, 

Romanian, French, Japanese, 
Vietnamese

English, Japanese, Chinese English, Japanese English
English, Spanish, German, 

Romanian, French, Japanese, 
Vietnamese

English, Japanese, Chinese, 
French

English, Japanese, Chinese

Arabic, German, English, 
Spanish, French, Italian, 

Japanese, Kazakh, Korean, 
Polish, Portuguese, Russian, 

Turkish. Chinese

English
English, Spanish, German, 

Romanian, French, Japanese, 
Vietnamese

Product Features for 5,000 endpoints (included in the given list price)
Do you also offer a managed version (MDR) of the tested product in your portfolio? ● ● ● ● ● ● ● ●
Is Incident Response service included? ● ● ● ●
Are Incident Response services available in general (which can be purchased separately) ● ● ● ● ● ● ● ● ●
General Features
Third-party scan engine used (in addition to its own) proprietary Sophos proprietary proprietary proprietary proprietary Bitdefender proprietary proprietary Bitdefender
2-factor authentication obligatory obligatory obligatory obligatory obligatory optional optional optional optional optional
Phishing protection for web browsers ● ● ● ● ● ●
Web access control ● ● ● ● ● ● ● ●
External device control ● ● ● ● ● ● ● ●
Sandbox feature ● ● ● ● ● ● ● ●
Right-click on-demand scan ● ● ● ● ● ● ● ●
Lock settings ● ● ● ● ● ● ● ● ● ●
Lock uninstalling ● ● ● ● ● ● ● ● ● ●
Supported Operating Systems
Microsoft Windows
⮡ Windows 7 ● ● ● ● ● ● ●
⮡ Windows 8.1 ● ● ● ● ● ●
⮡ Windows 10 ● ● ● ● ● ● ● ● ● ●
⮡ Windows 11 ● ● ● ● ● ● ● ● ● ●
Virtual environments (such as VMware, HyperV) ● ● ● ● ● ● ● ● ●
Apple macOS ● ● ● ● ● ● ● ● ● ●
Linux ● ● ● ● ● ● ● ● ●
Google Android ● ● ● ● ● ● ●
Apple iOS ● ● ● ● ● ● ●
Response Actions
Guided Response Available ● ● ● ● ● ● ● ● ● ●
Quarantine ● ● ● ● ● ● ● ● ● ●
Delete Files and Directories ● ● ● ● ● ● ● ● ● ●
Process Termination ● ● ● ● ● ● ● ● ● ●
Shutdown or Reboot of Endpoint ● ● ● ● ● ● ● ●
Edit Registry Keys and Values ● ● ● ● ● ● ● ● ●
Network Isolation ● ● ● ● ● ● ● ● ●
User Isolation ● ● ● ●
Execution Prevention ● ● ● ● ● ● ● ● ● ●
Block Processes from Communication ● ● ● ● ● ● ● ● ●
Uninstall Services ● ● ● ● ● ● ● ●
Start Services ● ● ● ● ● ● ●
Stop Services ● ● ● ● ● ●
Pause Services ● ● ● ● ●
Resume Services ● ● ● ● ●
Delete Services ● ● ● ● ●
Modify startup type of Service ● ● ● ● ●
Patching ● ● ● ● ● ● ●
System Restoration ● ● ● ● ● ● ● ●
System Imaging ● ● ● ● ● ●
Reporting Features
Attack Visualization ● ● ● ● ● ● ● ● ●
Attack Context ● ● ● ● ● ● ● ● ●
Attack Timeline ● ● ● ● ● ● ● ●
Continuous Monitoring ● ● ● ● ● ● ● ● ● ●
Behaviour Monitoring (File/registry/etc..) ● ● ● ● ● ● ● ● ● ●
Whitelisting capability ● ● ● ● ● ● ● ● ●
Running applications & process ● ● ● ● ● ● ● ●
Endpoint Forensics
Get process list ● ● ● ● ● ● ● ●
Get file list ● ● ● ● ● ● ●
Get file ● ● ● ● ● ● ● ●
Get autorun points ● ● ● ● ● ●
Get registry key ● ● ● ● ● ● ●
Get process memory dump ● ● ● ●  ● ●
Get full memory dump ● ● ● ● ●
Get NTFS service files ● ● ●
Data Sharing Features
Customizable default security policies ● ● ● ● ● ● ● ● ●
Customized reporting and management ● ● ● ● ● ● ● ● ●
Custom reporting and filtering ● ● ● ● ● ● ● ● ●
Report automation ● ● ● ● ● ● ● ● ●
Standard output format (JSON, Syslog, CEF, etc..) ● ● ● ● ● ● ● ● ● ●
Are SIEM / 3rd party Log Managers supported ● ● ● ● ● ● ● ● ● ●
Automated data export ● ● ● ● ● ● ● ● ● ●
Policy and/or signature rollback ● ● ● ● ● ● ● ●
System scanning capability ● ● ● ● ● ● ● ● ● ●
Standards-based application programming interface (API) for access ● ● ● ● ● ● ● ● ●
Disaster Recovery ● ● ● ● ● ● ● ●
Audit trail support in the management console ● ● ● ● ● ● ● ● ●
Multiple EPR system-administrator/user-focused workflow support ● ● ● ● ● ● ●
Built-in-reporting capabilities for different user categories ● ● ● ● ● ●
Can users create customizable dashboards for monitoring? ● ● ● ● ● ● ● ●
Enterprise recording and data storage –forensic analysis ● ● ● ● ● ● ●
Management to agent encryption ● ● ● ● ● ● ● ●
Encryption of data at rest ● ● ● ● ● ● ● ●
Cloud marketplace support ● ● ● ● ● ● ●
Compliance reports (GDPR, PCI-DSS, etc.) ● ● ● ● ● ●
External Data Correlation
Threat Intelligence data assimilation ● ● ● ● ● ● ● ●
Are there APIs available for integration with other systems? ● ● ● ● ● ● ●
Proprietary product integration (NGFW, IPS, ...) ● ● ● ● ● ●
YARA Signatures ● ● ● ● ●
Support of IoC upload ● ● ● ● ● ●
Sandboxing logs ● ● ● ● ● ● ●
Scan results ● ● ● ● ● ●
Retrospective analysis and logs ● ● ● ●
Endpoint prevention product logs ● ● ● ● ● ●
Multi-factor authentication logs ● ● ● ● ●
Network traffic flow logs ● ● ● ● ●
DNS Logs ● ● ● ●
DHCP Logs ● ●
EDR Features
Does the solution offer remote control capabilities for endpoints? ● ● ● ● ● ● ● ●
Are there built-in tools for incident response? ● ● ● ● ● ● ● ●
Are memory forensics included to analyze volatile data? ● ● ●
Additional Security Features
Does it analyze user behavior to identify potential security incidents (adaptive anomaly detection)? ● ● ● ● ● ●
Are there DLP features to prevent unauthorized data exfiltration? ●
Does it leverage AI for threat detection and response, via open chat-like prompts? ● ● ● ●
Does the product include remote browser isolation (RBI) to prevent web-based threats? ●
Support
Is free, basic, human support for the deployment process included in the licence for 5,000 endpoints? ● ● ● ● ● ● ● ● ● ●
Assisted training for the IT staff in portfolio ● ● ● ● ● ● ● ●

Supported languages of support

English, Spanish, German, 
Romanian, French, Italian, 

Portuguese, Polish, Russian, 
Czech, Chinese, Korean

All

English, Japanese, Spanish, 
Portuguese, French, Danish, 
Chinese, Hindi, Indonesian, 

Hebrew, Malay, Filipino, 
Swedish

English

English, Arabic, Bulgarian, 
Chinese, Croatian, Czech, 
Dutch, Estonian, Finnish, 
French, German, Greek, 

Hebrew, Hungarian, 
Indonesian, Italian, Japanese, 

Kazakh, Korean, Latvian, 
Lithuanian, Norwegian, Polish, 

Portuguese, Romanian, 
Russian, Spanish, Swedish, 

Slovak, Slovenian, Thai, 
Turkish, Ukrainian, 
Vietnamese, Malay, 
Indonesian, Kazakh

English German, English, Polish

English, French, German, 
Italian, Russian, Spanish, 

Japanese, Chinese, Turkish, 
Portuguese, Arabic

English English, Swedish, Danish
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https://attack.mitre.org/resources/enterprise-introduction/




 





 

https://attack.mitre.org/software/
https://redfoxsec.com/blog/introduction-to-c2-frameworks/





