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Tested 

Scenario 

Frame

work 
File Type Description 

Active 

Response 

Passive 

Response 

1 

P
ow

er
S

he
ll 

E
m

pi
re

 

EXE Obfuscated dropper with spoofed cert and bypasses 
  

2 CPL Obfuscated CPL with ETW bypass and spoofing 
  

3 EXE Signed utility clone with stealthy memory bypass 
  

4 SCR Obfuscated screen saver with ETW bypass logic 
  

5 EXE USB-propagated dropper with stealthy memory evasion 
  

6 VBS Obfuscated VBScript with macro-style injection 
  

7 VBS VBScript payload leveraging valid user credentials 
  

8 BAT Obfuscated batch script abusing valid account access 
  

9 EXE Signed loader with logging bypass and obfuscation 
  

10 HTA HTA payload abusing MSHTA for proxy execution 
  

11 

M
et

as
pl

oi
t /

 M
et

er
pr

et
er

 

EXE Signed stageless loader with full telemetry evasion 
  

12 PIF Stealthy PIF loader bypassing MOTW and logs 
  

13 CPL Obfuscated CPL dropper spoofing update installer dialog 
  

14 XLL Obfuscated Excel add-in with logging evasion logic 
  

15 CHM Compiled help file triggering stealthy shellcode injection 
  

16 VBS VBScript payload executing from removable media device 
  

17 PS1 PowerShell reverse shell with manual AMSI bypass 
  

18 HTA HTA dropper abusing MSHTA for remote shell 
  

19 MSI Signed installer leveraging MSIexec for stealthy access 
  

20 HTA Remote shell via MSHTA and clipboard launch 
  



21 

C
om

m
er

ci
al

 #
1

 

EXE Spoofed binary with obfuscated stageless shellcode loader 
  

22 EXE Installer decoy delivering obfuscated stageless shellcode payload 
  

23 CPL Obfuscated CPL loader spoofing trusted installer metadata 
  

24 HTA HTA script from USB abusing MSHTA execution 
  

25 EXE Spoofed remote tool executing obfuscated DNS shellcode 
  

26 

P
ow

er
S

he
ll 

E
m

pi
re

 

EXE Legitimate binary backdoored with obfuscated shellcode 
  

27 CHM Compiled help file executing obfuscated PowerShell loader 
  

28 CPL Obfuscated CPL loader abusing control panel execution 
  

29 SCT SCT file leveraging regsvr32 for stealth execution 
  

30 BAT Obfuscated batch script launching shellcode from USB 
  

31 XLL Malicious Excel add-in with stealth update lure 
  

32 HTA HTA script leveraging trusted access and MSHTA 
  

33 SCR Spoofed screensaver dropper with stealthy execution flow 
  

34 VBS VBScript payload leveraging trusted lateral access path 
  

35 DLL Malicious DLL executed via trusted rundll32 proxy 
  

36 

M
et

as
pl

oi
t /

 M
et

er
pr

et
er

 

EXE Spoofed scanner binary with MOTW and log evasion 
  

37 HTA Malicious support tool leveraging MSHTA execution proxy 
  

38 PIF Spoofed installer dropper disabling logs and defences 
  

39 LNK LNK shortcut dropper with icon-based obfuscation 
  

40 DLL Obfuscated DLL dropper executed via rundll32 export 
  

41 SCR Masqueraded screensaver loader with logging evasion logic 
  

42 HTA HTA payload abusing trust and MSHTA execution 
  

43 MSI Malicious installer leveraging MSIexec in trusted context 
  

44 VBS VBScript payload launched via trusted internal access 
  

45 EXE Obfuscated executable mimicking tool in trusted environment 
  

46 

C
om

m
er

ci
al

 #
2 

EXE Spoofed installer evading kernel-based detection mechanisms 
  

47 SCR Spoofed screensaver evading logging and userland hooks 
  

48 CPL Spoofed control panel applet bypassing logging controls 
  

49 PIF Obfuscated PIF masquerading as installer with evasion 
  

50 XLL Stealthy Excel add-in faking log export operation   
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