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Introduction

Every year, AV-Comparatives conducts focused certification tests to which vendors can apply in order
to validate specific security capabilities under clearly defined and realistic threat conditions. This
certification focuses on the protection of Operational Technology (OT) environments against
execution-based attacks under fully offline, post-breach conditions.

The convergence of Information Technology (IT) and Operational Technology (OT) has brought
increased efficiency and connectivity to industries such as manufacturing, energy production,
transportation, oil and gas, water management, and healthcare. At the same time, this convergence
has expanded the attack surface of critical infrastructure systems, where security failures can lead to
significant operational disruption, safety risks, or loss of availability. Unlike traditional IT systems,
0T systems are often designed to operate continuously over long periods, may rely on legacy platforms,
and are frequently deployed in environments with restricted or no internet connectivity.

Many security mechanisms commonly used in IT environments rely on continuous connectivity, cloud-
based intelligence, or frequent signature updates. These assumptions often do not hold true in OT
deployments, where systems are intentionally air-gapped or operate in fully offline environments for
safety, reliability, or compliance reasons. As a result, security solutions that depend on external
services may be ineffective or unsuitable in such contexts.

To address these constraints, 0T-specific security strategies increasingly emphasize strict control over
code execution. One of the most critical attack vectors in offline or air-gapped environments is the
execution of untrusted binary code. Such execution may be initiated through direct user interaction,
memory-based techniques such as code injection, DLL sideloading, or by using modified or
impersonated binaries delivered via removable media. Preventing the execution of untrusted code is
therefore a fundamental requirement for protecting OT systems after an attacker has obtained local
access.

The AV-Comparatives Operational Technology Certification Test evaluates whether security products
can prevent execution-based attacks under these conditions. All test scenarios assume a post-breach
situation in which an attacker already has local access to the system, for example through insider
threats, physical compromise, or removable media, and attempts to execute malicious code using
techniques designed to evade traditional detection mechanisms. The focus of the certification is on
protecting system integrity and operational continuity in fully offline environments.

Multiple security products were evaluated as part of the AV-Comparatives Operational Technology
Certification Test using identical infrastructure and a uniform methodology. Certification reports are
published only for products that meet the certification requirements. Tested vendors receive detailed
technical feedback on the executed test cases and observed product behaviour to support further
product improvement.

This report documents the certification results for Kaspersky only, based on the results achieved by
the tested product in the Operational Technology Certification Test.
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OT and Zero-Trust Certification Tracks

AV-Comparatives offers two closely related but distinct certification tracks for execution-based
protection: the Operational Technology (OT) Certification and the Zero-Trust (ZT) Certification.
While both certifications are based on a similar core methodology and evaluate the prevention of
untrusted code execution under post-breach conditions, they are designed to reflect different
operational realities and deployment assumptions.

The OT Certification is designed specifically for industrial and critical infrastructure environments
where systems are fully offline or air-gapped. In this certification track, products are tested on
Windows 10 systems operating in a completely offline environment, without any cloud connectivity
or access to external intelligence services. This reflects common OT deployment scenarios, where
internet connectivity is unavailable or intentionally disabled for safety, reliability, or compliance
reasons.

The Zero-Trust (ZT) Certification, by contrast, is intended for enterprise environments where
continuous connectivity is available and expected. In this certification track, products are tested on
Windows 11 systems with active cloud connectivity. This allows the evaluation of zero-trust
enforcement models that rely on centralized policy management, cloud-assisted intelligence, or
continuous trust validation.

Although the underlying test methodology is conceptually similar in both certification tracks, focusing
on execution-based attacks and post-breach scenarios, the environmental assumptions differ
significantly. A product that depends on cloud connectivity to make trust decisions may perform well
in a connected zero-trust environment but cannot be assumed to provide the same level of protection
in an air-gapped OT deployment.

For this reason, AV-Comparatives does not award OT Certification to products that require active cloud
connectivity in order to enforce their protection model. In OT environments, where cloud access is
typically unavailable, such products would not be able to operate as intended. This distinction ensures
that the OT Certification accurately reflects real-world OT deployment constraints and provides
meaningful guidance to organizations operating critical infrastructure.
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Test Procedure

The goal of this certification test is to evaluate whether a security product can effectively prevent
execution-based attacks in post-breach scenarios under conditions that reflect real-world Operational
Technology (OT) deployments. The test focuses on the ability of a product to prevent or detect the
execution of untrusted binary code when an attacker already has local access to the system.

AV-Comparatives offers two closely related certification tracks based on the same core methodology:
the Operational Technology (OT) Certification and the Zero-Trust (ZT) Certification. While both
certifications evaluate execution-based protection in post-breach scenarios, they differ in their
environmental assumptions and technical setup in order to reflect distinct deployment realities.

For the Operational Technology (OT) Certification, products are tested on Windows 10 systems
operating in a fully offline and air-gapped environment. No internet connectivity or access to cloud-
based services is available at any point during testing. This setup reflects common OT environments,
where systems are intentionally isolated and must rely exclusively on local protection mechanisms.
Products that require active cloud connectivity in order to enforce trust decisions are therefore not
eligible for OT Certification, as such dependencies would not be viable in real-world OT deployments.
For the Zero-Trust (ZT) Certification, products are tested on Windows 11 systems with active cloud
connectivity. This allows evaluation of protection models that rely on centralized policy management,
continuous trust evaluation, or cloud-assisted intelligence. Although the execution-based attack
techniques and test logic remain fundamentally the same, the availability of connectivity represents
a materially different operational context.

This report documents the results of the Operational Technology Certification, and all testing
described below was conducted under fully offline conditions.

All systems under test were deployed in dedicated, isolated environments and were not connected to
any external networks. The test scenarios simulate a situation in which an attacker has already
obtained local access to the system, for example through insider activity, physical access, or removable
media. The objective is to determine whether the security product can prevent the execution of
untrusted code under these constraints.

To reflect realistic OT attack conditions, the test emphasizes execution-based techniques that do not
rely on network communication or external infrastructure. This includes both file-based and memory-
based execution paths, such as the execution of shellcode, DLL sideloading, binary impersonation,
and the use of modified or backdoored executables. The evaluation does not cover initial compromise,
persistence mechanisms beyond execution, or command-and-control communication.

All malicious components and legitimate software used during testing were delivered via removable
media, such as USB drives. In addition to the core attack scenarios, an application update test was
performed using a legitimate offline installer delivered via removable media. This test assesses whether
the product can distinguish malicious execution attempts from valid administrative workflows, which
is essential to avoid operational disruption in air-gapped OT environments. The test methodology is
designed to assess execution control under post-breach conditions and is applied consistently across
all products participating in the certification. Results are evaluated based on whether execution
attempts are prevented or detected with an active alert, in accordance with the certification
requirements.
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Application Update Test

In addition to the execution-based attack scenarios, an application update test was conducted to
evaluate whether the tested product can correctly distinguish between malicious execution attempts
and legitimate software execution under fully offline conditions.

The test simulates a typical offline update process commonly observed in OT environments. An existing
application is updated using a signed installer delivered via removable media. The update procedure
includes file modifications and writes to system directories and is intended to reflect a realistic
administrative workflow performed without access to cloud-based verification or external reputation
services.

Correct handling of this scenario is essential in air-gapped OT environments. Blocking or corrupting
legitimate update processes can result in loss of functionality or operational downtime, while allowing
malicious code under the guise of an update represents a security risk. Successful certification
therefore requires both effective enforcement against malicious execution and correct handling of
legitimate offline updates.

Test Setup & Workflow

Each security product was evaluated on a dedicated Windows 10 workstation, configured to operate
in fully offline mode. These systems were completely air-gapped and not connected to the internet at
any point during testing. All attack scenarios, including the application update scenario, were
performed under these offline conditions. To reflect real-world constraints in OT environments, USB
drives were used to deliver all software components. This included the deployment of malicious
payloads for the core attack scenarios, as well as legitimate software updates used in the application
update test. This setup mirrors common infection and update vectors in isolated systems, where
network-based delivery is not feasible.

Windows 10
Target Host

Step 1
Log in as unprivileged user
(medium integrity) via
VMware Remote Console

(VMRC).
Attack scenario completed
Y r—b
Prevention unsuccessful -
No Count as Miss/Fail
Windows 10

Target Host

Execution
Step 2 prevented
Attach the USB drive

containing the malicous binary.

Yes Attack scenario completed

Prevention succeeded =

Count as success

Windows 10
Target Host

Step 3 —
Run malicous binary as an
unprivileged user (medium
integrity) from the USB drive.

Figure 1 Test Setup & Workflow
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Attack Scenarios

To evaluate the enforcement capabilities of the tested product in offline environments, AV-
Comparatives designed a set of execution-based attack scenarios simulating realistic post-breach
conditions. Each scenario attempts to execute untrusted code using techniques commonly observed
in adversarial activity, with the goal of assessing whether the product can prevent or detect execution
attempts without relying on cloud connectivity or internet-based validation.

For the Operational Technology Certification, five to eight scenarios are used each year. The exact
scenarios vary between test cycles, while the high-level structure and objectives remain consistent to
ensure comparability over time. In the test cycle covered by this report, five scenarios were executed.

Unless otherwise stated, all actions were performed by a local user with medium integrity, reflecting
realistic post-compromise conditions in OT environments.

Case 1: Binary with Legitimate Metadata

This scenario evaluates whether execution is permitted when a malicious binary mimics the metadata
of a legitimate application previously observed during the product’s deployment phase. Selected
metadata attributes from a trusted application are applied to a custom shellcode launcher to assess
whether metadata-based impersonation is sufficient to bypass execution enforcement.

Relevant techniques: Replication Through Removable Media (T1091), User Execution (T1204),
Masquerading: Rename System Utilities (T1036.003)

Case 2: Binary with Legitimate Metadata and an Invalid Certificate

This scenario extends the first case by combining legitimate-looking metadata with a deliberately
invalid code-signing certificate. The objective is to determine whether enforcement decisions rely
solely on metadata or also incorporate certificate validation, even under fully offline conditions.

Relevant techniques: Replication Through Removable Media (T1091), User Execution (T1204),
Masquerading: Rename System Utilities (T1036.003), Masquerading: Invalid Code Signature
(T1036.001)

Case 3: Binary with Legitimate Metadata and a Leaked Certificate

In this scenario, a custom binary mimics a previously observed legitimate application and is
additionally signed using a leaked but valid code-signing certificate. This represents a more advanced
impersonation technique and tests whether trust enforcement mechanisms remain effective when both
metadata and certificate information appear legitimate.

Relevant techniques: Replication Through Removable Media (T1091), User Execution (T1204),
Masquerading: Rename System Utilities (T1036.003), Subvert Trust Controls: Code Signing (T1553.002)
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Case 4: DLL Sideloading

This scenario evaluates whether execution enforcement can be bypassed through DLL sideloading. A
legitimate executable already present during the deployment phase is used to load a malicious DLL
containing shellcode. The objective is to assess whether execution via a trusted host process allows
the malicious payload to evade protection.

Relevant techniques: Replication Through Removable Media (T1091), User Execution (T1204), Hijack
Execution Flow: DLL Side-Loading (T1574.002)

Case 5: Backdoored Binary

In the final scenario, a legitimate application present during deployment is modified to include and
execute shellcode while retaining its original metadata. This test evaluates whether prior trust in a
known binary persists after unauthorized modification.

Relevant techniques: Replication Through Removable Media (T1091), User Execution (T1204),
Compromise Host Software Binary (T1554)

Application Update Test

In addition to the malicious execution scenarios above, an application update test was conducted to
evaluate whether the tested product can correctly distinguish between malicious activity and
legitimate software execution under fully offline conditions.

The scenario simulates a typical offline update process in an OT environment. An existing application
is updated using a signed installer delivered via removable media. The update includes file
modifications and writes to system directories and is performed by a local user with medium integrity.
Correct handling of this scenario is essential to avoid operational disruption, while still enforcing
execution control against malicious code.
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Scope
The scope of this certification test is limited to evaluating the ability of the tested product to prevent

or detect execution-based attacks in fully offline Operational Technology (OT) environments under
post-breach conditions.

The evaluation focuses on scenarios in which an attacker has already obtained local access to the
system and attempts to execute untrusted binary code. The objective is to assess whether the security
product can prevent such execution or detect it with an active alert, either locally on the endpoint or
via the product’s management interface, depending on the product architecture.

The certification test covers execution techniques that are particularly relevant to air-gapped and
offline OT environments, including:

e Execution of binaries impersonating legitimate applications

e Execution of binaries using invalid or misused code-signing certificates

e Execution of binaries signed with leaked or compromised certificates

e DLL sideloading via trusted executables

e Execution of modified or backdoored binaries

e Memory-based execution paths, including execution of shellcode

In addition to malicious execution attempts, the scope includes a legitimate offline application
update scenario delivered via removable media. This test evaluates whether the product can correctly
distinguish between malicious activity and a valid administrative workflow, which is essential to avoid
operational disruption in production OT environments. All evaluations are performed under fully offline
conditions, without access to internet connectivity, cloud-based services, or external reputation
systems. Results reflect the behaviour of the tested product under these specific conditions and with
the applied configuration.

Out of Scope

The following aspects are not evaluated in this certification test and are therefore out of scope:

e Initial access techniques, including phishing, exploitation of remote services, or other pre-
compromise infection vectors

e Network-based attacks, lateral movement over a network, or command-and-control communication

e (loud-assisted detection mechanisms, online reputation services, or internet-based telemetry

e Threat hunting, forensic investigation, or analyst-driven activities within management consoles

e Evaluation of persistence mechanisms beyond what is required to execute the defined test
scenarios

e Assessment of the overall security posture or hardening of the operating system outside the tested
product

e Availability, performance, or usability testing beyond the handling of execution attempts and the
offline update scenario

The certification does not aim to assess complete attack chains or full enterprise detection and

response capabilities. It is deliberately focused on execution control in offline, post-breach OT
environments, in accordance with the defined certification scope.
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Tested Product and Used Settings

In this certification test, performed in January 2026, the following up-to-date and publicly available
product was submitted by the vendor: Kaspersky Industrial CyberSecurity for Nodes 4.5

In OT environments, security products are commonly configured on a case-by-case basis to reflect the
specific infrastructure and operational requirements. For this test, the product was configured in a
hardened, security-focused configuration appropriate for an OT environment.

Kaspersky: Kaspersky Industrial CyberSecurity for Nodes was installed with Full Functionality, with
“Bad USB Attack Prevention” enabled and Endpoint Agent not installed. Kaspersky Security Network
was disabled. User access permissions were hardened: application management and security service
management permissions for local administrators were restricted, including blocking log management,
uninstallation, task management, settings modification, licensing management, service stop, pause,
resume, removal, service modification, and full control. Riskware was excluded from trusted zone by
enabling the option to detect “Legitimate software that can be used by intruders to damage your
computer or personal data” in object types list. Real-Time File Protection configured to block access
to network shared resources for sessions showing malicious activity, with connection blocking set to
10 minutes. Real-Time File Protection scope expanded to include all hard drives, all network drives,
and all removable drives. For all scopes, security level was set to Maximum Protection and then
customized: all object types scanned, all archives scanned (including existing archives), email format
files scanned, and scan time limits disabled. Exploit Prevention enabled, with action on exploit
detection set to Block and protected processes set to automatic detection. Network Threat Protection
enabled, operating mode set to Block, with protection against MAC spoofing attacks enabled. Anti-
Cryptor enabled, with action on malware activity detection set to Delete. Protection of shared folders
enabled with connection blocking set to 60 minutes. All default exclusions for shared folder protection
(including *.stt, *.sig, *.exe, *.sldprt) were removed. Remediation Engine enabled. AMSI Scanner
enabled, with actions on dangerous scripts remaining enabled, archive scanning enabled, distribution
package scanning enabled, and exclusion for large compound files disabled. Application Launch
Control configured and enabled, with DLL module loading monitoring enabled. Automatic rule
generation for Application Launch Control enabled, including exporting allowing rules to file and
execution of the rule generation task. Custom trust rules were created for 0S-trusted applications, 0S-
trusted scripts and MSI packages, Kaspersky Lab trusted categories (excluding cracks and keygens),
trusted updaters, and corresponding script and MSI package scopes. Application Launch Control
operating mode set to Block after verification in Inform mode. On-demand scans were extensively
hardened. Startup Scan, Critical Areas Scan, Removable Drives Scan, and Full Scan were configured
with expanded scopes including kernel memory, disk boot sectors, running processes and startup
objects, system backup, hard drives, removable drives, network drives, and user email. For all scopes,
security level was set to Maximum Protection and customized to entirely remove compound files that
cannot be modified by the application when embedded objects are detected. Scanning of removable
drives on USB connection enabled, with size limits disabled. System Integrity Monitoring remained
disabled (default). Log Inspection predefined rules remained fully enabled. Automatic rule generation
for Application Launch Control completed prior to enforcing blocking mode. Database and application
module updates were executed manually, with Kaspersky Security Center updates disabled.

Please note that the results reached are valid only for the tested product with its respective settings.
With other settings, the certification requirements might not be reached.
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AV-Comparatives Operational Technology Certification

To be approved by AV-Comparatives for Operational Technology Protection, a product must meet all
of the following requirements under the conditions defined for the OT Certification track.

Environmental Requirements

e The product must be capable of operating and enforcing its protection mechanisms in a fully
offline, air-gapped environment.

o All certification testing for OT Protection is conducted on Windows 10 systems with no internet
connectivity and no access to cloud-based services at any point during testing.

e Products that require active cloud connectivity, external reputation services, or continuous online
policy evaluation in order to make trust or enforcement decisions are not eligible for OT
Certification. They must apply for Zero-Trust (ZT) Certification.

These requirements reflect real-world OT deployment constraints, where systems are commonly isolated
for safety, reliability, or compliance reasons.

Configuration and Testing Conditions

o Each product is tested once, using the specific version and configuration provided by the vendor
prior to the start of testing. Vendors can only apply once per year for this certification.

e Vendors are responsible for selecting and validating the configuration they submit for
certification.

e No reconfiguration, tuning, or policy changes are permitted after testing has begun.

e No retesting is performed for the purpose of achieving certification, regardless of test outcome.

This approach ensures fairness, consistency, and comparability across all products and reflects real-
world deployment conditions, where protection must be effective at the time of use and not rely on
post-hoc adjustments.

Technical Certification Criteria

To achieve OT Protection Certification, a product must:

1. Successfully prevent all defined execution-based attack scenarios executed under the
certification conditions.
The product must successfully prevent all malicious execution attempts executed under post-
breach, fully offline conditions.

2. Demonstrate consistent enforcement
Prevention must occur at the time of execution, by blocking the execution. Silent failures or post-
execution detections without an active alert are not considered sufficient.

3. Correctly handle a legitimate offline application update
In addition to malicious scenarios, the product must correctly handle a legitimate offline
application update delivered via removable media. The update must complete successfully without
breaking the updated application or causing operational disruption under the tested
configuration.

4. Operate within the tested configuration
Certification results are valid only for the specific product version and configuration tested.
Protection outcomes may differ with alternative configurations. Vendors and users are responsible
for ensuring that equivalent or stronger configurations are applied in production environments.

10 2
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Pass / Fail Determination

e A product is certified if it meets all environmental requirements and satisfies the technical
certification criteria defined above.

e If a product fails to meet the minimum execution-based protection threshold or disrupts the
legitimate offline update scenario, the certification requirements are not met.

e Only products that meet the certification requirements are eligible for a public certification report.

Relationship to Zero-Trust (ZT) Certification
AV-Comparatives also offers a Zero-Trust (ZT) Certification, which evaluates similar execution-based
attack scenarios but under connected environments using Windows 11 systems with active cloud

connectivity. While the core test methodology is conceptually similar, the operational assumptions
differ.

A product that qualifies for ZT Certification does not automatically qualify for OT Certification. The
OT Certification is awarded only to products that demonstrate effective protection without reliance

on cloud connectivity, in accordance with the constraints of air-gapped OT environments.

The certification methodology is reviewed and updated periodically to reflect evolving threat
techniques while maintaining consistent evaluation principles.

1 2
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Test Cases, Results and Certification Verdict

To be approved by AV-Comparatives for Operational Technology (OT)
protection, a product must have successfully prevented all the malicious
test scenarios without blocking the legitimate update scenario.

Only products which were submitted for the Operational Technology Test,
and which passed the test, are published.

Successfully prevented all execution-based offline post-breach
attack scenarios. In the application update scenario, the product APPROVE D
handled the legitimate offline update correctly under the tested (

configuration.

Operational Technology

2026

Based on these results, Kaspersky Industrial CyberSecurity for Nodes is awarded the AV-
Comparatives Operational Technology Protection Certification.

The following scenarios were tested:

Binary with Legitimate Metadata PASS - Execution Prevented
Binary with Legitimate Metadata and an Invalid Certificate PASS - Execution Prevented

Untrusted

s:errll;iizs Binary with Legitimate Metadata and a Leaked Certificate PASS - Execution Prevented
DLL Sideloading PASS - Execution Prevented
Backdoored Binary PASS - Execution Prevented

Trusted . . - . .

scr:r?afio Offline Application Update (legitimate update delivered via USB) | PASS - Handled Correctly

Key

e PASS (untrusted scenarios): The product successfully blocked the execution of an untrusted or malicious
component at execution time.

e  PASS (trusted scenario): The product correctly allowed or handled a legitimate action (e.g. offline update)
without incorrectly blocking it.

e  FAIL: The product either allowed an untrusted execution attempt or incorrectly blocked a legitimate action.

Notes and Comments:

Kaspersky Industrial CyberSecurity for Nodes successfully prevented all execution-based offline post-
breach attack scenarios. In the application update scenario, the product handled the legitimate offline
update correctly under the tested configuration.

The tested malicious scenarios were mainly blocked by Heuristic Analysis and by Applications Launch
Control (below is an example screenshot).
Applications Launch Control

Events Statistics History

¥ Filter :}Exportlog \'l Clear WM Refresh « Create rules based on events

Ewvent date Event Object name Original file name Version Application name Version Path to object
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Product Overview!: Kaspersky Industrial CyberSecurity for Nodes

Kaspersky Industrial CyberSecurity for Nodes (KICS for Nodes) offers certified industrial-grade endpoint
protection, detection and response. It's stable, tunable, modular, low-impact, and compatible with

Linux, Windows, legacy and standalone systems, as well as PLCs.

The solution controls the operation of industrial enterprise network computers and uses the following
components and technologies: Applications Launch Control, Device Control, PLC Project Integrity
Check, Real-Time File Protection, Wi-Fi Control, Firewall, Anti-Cryptor, Portable Scanner, BadUSB

Attack Prevention, File Integrity Monitor, Registry Access Monitor, Log Inspection.

|( Kaspersky Industrial CyberSecurity for Nodes @ — [m] *

[k Kaspersky Industrial CyberSecurity for Nodes
Q) Real-Time Computer Protection Kaspersky Industrial CyberSecurity for Nodes 4.5.0.637
-() Real-Time File Protection

£ Kaspersky Security Network

ﬂ_‘ Exploit Prevention KSN Usage
-5 Network Threat Protection
2. AntiCryptor Task status: Runring
{8 Remediation Engine
(8) Telemetry collection servers Confiqure Trusted

iy Integration with KICS for Networks Computer protection  Industrial Netwark Protection  Endpoint Agent
- SIEM Integration
-G Endpoint Detection and Response (Industrial CyberSecurity)
(8) Detection and Response Computer protection Control
LA Anomaly Detection using Sigma rules
(&) Telemetry settings
[z] computer contral
5] Applications Launch Control
B Device Control
-Q Firewal
"%, Automatic Rule Generation
¢ L[5] Rule Generator for Applications Launch Control
§ Rule Generator for Device Control
%% System Inspection
@] Log Inspection
) System Integrity Monitoring
@) Performance Analyzer
£ T Industrial Netwark Pratection
i .G PLC Project Integrity Check
i ‘& PLC Project Investigation
£1Q, On-Demand Scan
Q) Scan at Operating System Startup
“Q Critical Areas Scan
Q) Application Integrity Control
Q, Removable Drives Scan Update
-Q, Full 5can

Running
Completed

30.01.2026 20:05:26
Running Operation made: Inform

Running
Block
Running

Running Firewall: Rurning

Inform

A Running
Operation mode: Inform
Backed ts: (]

Space used: Obytes

Diagnostics

Running

Running

Update of databases and application modules Database status: Databases are up to date
Lastupdate rollback Database release date: 02.02.2026 12:42:00 (UTC)
Update Database Update task:

H storages

(D update
Update (Local) Status of the latest completed Completed

-H Backup

H Blocked network sessions

[E] Logs and notifications

-[F] System Audit

[E] Industrial Network Protection
Applications Launch Control

<[] Device Contral

-[E] Application Integrity Control

Log Inspection

-[F] Svstem Integrity Monitaring

-[E] Network Threat Protection
On-Demand Scan

Firewal

-[E] Exploit Prevention

Anti-Cryptor

Update

-[E] Real-Time File Protection

[E] Anomaly Detection using Sigma rules
Endpoint Detection and Response {Industrial CyberSecurity)
-[E] Integration with KICS for Networks
-[E] SIEM Integration

f Licensing

Expiration date: 15.11.2026 3:00:00 Application properties

I Note: This product description page was provided by Kaspersky. It is included here for informational purposes only
and does not represent an endorsement by AV-Comparatives.
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Advantages

e Low impact on protected devices, tunable resource consumption

e Compatibility with legacy OS and industrial automation vendors starting from Windows 2000
(by KICS for Nodes Portable Scanner), Windows XP SP2, CentOS 5x, and others

e Basic security configuration, as well as advanced options for protecting hosts from any type
of threat

e Modular deployment and non-intrusive settings

e PLC support: Siemens SIMATIC S7-300, S7-400, S7-400H, S7-1500, S7-1200, SIPROTEC 4;
Schneider Electric Modicon M340, M580; CODESYS V3 devices; Fastwel CPM723-01

» Flexible licensing options, from 1 month subscription to extended support up to 10 years

o Verified and efficient configuration presets for the most popular ICS

KICS for Nodes is also available as an installation-free portable scanner for compliance, vulnerability

and malware scans, traffic capturing and isolated systems inventory.

KICS for Nodes is a part of Kaspersky Industrial CyberSecurity Extended Detection and Response (XDR)
that protects critical infrastructure facilities and manufacturing enterprises against cyberthreats. It
helps prevent costly downtime, safety incidents, data theft and sabotage caused by sophisticated
cyberthreats, targeted attacks, ransomware or insider actions. The KICS platform features natively
integrated nodes and network security products for the protection of modern and legacy OT and IoT
assets, industrial automation and control systems, and industrial networks, without affecting
technological process or control system availability. It helps to comply with national and international

standards, regulations, guidelines and best practices.

Further product details are available at: https://www.kaspersky.com/enterprise-security/industrial-

cybersecurity.
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Copyright and Disclaimer

This publication is Copyright © 2026 by AV-Comparatives®. Any use of the results, etc. in whole or in
part, is ONLY permitted after the explicit written agreement of the management board of AV-
Comparatives prior to any publication. AV-Comparatives and its testers cannot be held liable for any
damage or loss, which might occur as result of, or in connection with, the use of the information
provided in this paper. We take every possible care to ensure the correctness of the basic data, but a
liability for the correctness of the test results cannot be taken by any representative of AV-
Comparatives. We do not give any guarantee of the correctness, completeness, or suitability for a
specific purpose of any of the information/content provided at any given time. No one else involved
in creating, producing or delivering test results shall be liable for any indirect, special or consequential
damage, or loss of profits, arising out of, or related to, the use or inability to use, the services provided
by the website, test documents or any related data.

For more information about AV-Comparatives and the testing methodologies, please visit our website.

AV-Comparatives
(February 2026)




	Introduction
	OT and Zero-Trust Certification Tracks
	AV-Comparatives offers two closely related but distinct certification tracks for execution-based protection: the Operational Technology (OT) Certification and the Zero-Trust (ZT) Certification. While both certifications are based on a similar core met...
	The OT Certification is designed specifically for industrial and critical infrastructure environments where systems are fully offline or air-gapped. In this certification track, products are tested on Windows 10 systems operating in a completely offli...
	The Zero-Trust (ZT) Certification, by contrast, is intended for enterprise environments where continuous connectivity is available and expected. In this certification track, products are tested on Windows 11 systems with active cloud connectivity. Thi...
	Although the underlying test methodology is conceptually similar in both certification tracks, focusing on execution-based attacks and post-breach scenarios, the environmental assumptions differ significantly. A product that depends on cloud connectiv...
	For this reason, AV-Comparatives does not award OT Certification to products that require active cloud connectivity in order to enforce their protection model. In OT environments, where cloud access is typically unavailable, such products would not be...
	Test Procedure
	Test Setup & Workflow
	Attack Scenarios

	Scope
	Out of Scope
	Tested Product and Used Settings
	AV-Comparatives Operational Technology Certification
	Test Cases, Results and Certification Verdict
	Product Overview0F : Kaspersky Industrial CyberSecurity for Nodes
	Copyright and Disclaimer

